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Abstract. With the advent of COVID-19, people spent more time at home. Countries, societies, companies
and individuals suddenly became dependent on cyberspace overnight. Work, shopping and leisure meant we
became more than ever weak to the risks of cyberspace. The human factor makes people the “key” to otherwise
technically hardly penetrable systems — criminals play on people’s greed, emotions, happiness, etc.

It is no surprise that Estonians are more active daily internet users compared to the rest of the Europeans. But
what is being done in Estonia at the national level, as well as in cyber protection organisational level, to raise
the awareness of residents about cyber security? What else should be done to reduce victims among ordinary
citizens and how to protect various important public and private organisations from the consequences of the
cyber-risky behaviour of their employees? What is the role of libraries in promoting cyber security aware-
ness? A human error is a central target of cyber attacks, phishing scams, and data breaches. Cyber criminals
are becoming more and more inventive. It is important to understand that cyber security risks can be managed
and mitigated, but not completely eliminated. Increasing security awareness is the only factor that can help
limit breaches caused by human frailty.

Keywords: Cyber security, Cyber security strategies, Cyber literacy, Cyber awareness, Training, Attitudes

Esty kibernetinio rastingumo jgiidZiai. Veikla ir politika, skatinanti Ziniomis paremta
poziiirj i kibernetinj sauguma

Santrauka. Prasidéjus COVID-19 pandemijai zmonés daugiau laiko leido namie. Staiga, per naktj, Salys, ben-
druomenés, jmonés ir asmenys tapo priklausomi nuo kibernetinés erdvés. Dirbdami, apsipirkdami ir leisdami
laisvalaikj tapome labiau pazeidziami kibernetingje erdvéje. Zmonés dél zmogiskojo veiksnio tampa ,,raktu‘
Siaip jau techniSkai sunkiai jveikiamose sistemose — nusikaltéliai naudojasi zmoniy godumu, emocijomis,
laime ir t. t.

Nenuostabu, kad estai, palyginti su kitais europieciais, kasdien vis aktyviau naudojasi internetu. Taciau kaip
Estijoje valstybiniu lygmeniu ir kibernetinio saugumo organizacijose lygmeniu yra didinamas gyventojy supra-
timas apie kibernetinj sauguma? Ka dar reikéty padaryti, kad sumazéty nukentéjusiyjy tarp paprasty pilieciy,
ir kaip apsaugoti jvairias svarbias viesSas ir privacias organizacijas nuo jy darbuotojy elgesio, kelianc¢io pavojy
kibernetiniam saugumui, pasekmiy? Kokj vaidmen; atlieka bibliotekos, skatindamos supratima apie kibernetinj
sauguma? Kibernetinémis atakomis, duomeny vagystémis ir duomeny saugumo pazeidimais siekiama zmo-
gaus klaidos. Kibernetiniai nusikaltéliai tampa vis iSradingesni. Svarbu suprasti, kad kibernetinio saugumo
rizika gali biiti valdoma ir Svelninama, bet jos visiskai pasalinti negalima. Supratimo apie saugumga didinimas
yra vienintelis veiksnys, galintis padéti sumazinti zmogaus pazeidziamumo sukeltus saugumo pazeidimus.
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Introduction

Across Europe, the number and sophistication of cyber attacks and cybercrime are increas-
ing. Estonia was already a significantly digitised country in 2007, with good access to the
Internet, digital identity cards, 80% of Internet banking, electronic tax collection and a
high rate of use of remote medical monitoring. In April 2007, coordinated and large-scale
denial-of-service attacks took place against Estonian government infrastructure, financial
service providers and domestic media. During the three weeks from April 27 to May 18,
2007, Estonian Internet infrastructure components and websites were attacked, and email
inboxes were filled with spam and phishing emails (Schmidt, 2013). While attacks on
state servers could be interpreted as a political protest, systematic attacks on commercial
structures indicate organised activity against the state, be it called cyber attacks or cyber
terrorism. Banks were attacked to paralyse economic activity, and media outlets were at-
tacked to prevent the transmission of information, the daily life of small companies was
disrupted by the attacks: email servers, network devices, and web servers were loaded
to such an extent that the normal business activities of the companies were disrupted
(Randel, 2008). Although these were not the first cyber attacks in Estonia, they turned
out to be the most sophisticated and clearly politically motivated attacks, and have also
become known as the digital Pearl Harbor. After the attacks, a political discussion about
cyber security began in Estonia, and the attack also directed the allies towards coordinated
action and cooperation. Since then, Estonia has been at the forefront of the international
debate on cyber security and cyber defence (Aaviksoo, 2010), and according to the Cyber
Security Strategy 2019-2022, cyber security and safety are now accepted as an integral
part of the functioning of the state and economy as well as internal and external security
(Majandus- ja Kommunikatsiooniministeerium, 2018, 3).

In Estonia, cybercrime prevention is handled by the Police and Border Guard Board
under the administration of the Ministry of the Interior. The national cyber security policy is
managed by the Ministry of Economic Affairs and Communications, and the development
of the national information system and the resolution of security incidents is organised
by the Information System Authority. The Estonian Government has organised several
campaigns to increase cyber awareness and developed strategies in which, to a greater or
lesser extent, goals have been set to increase the awareness of both residents and organ-
isations about the dangers related to cybercrime and the guides about how to avoid them.
Moreover, in the surveys of Estonian public opinion on internal security, cyber security
is treated as being among one of the most important issues.

Cyber security components and their management include processes, technologies,
and people. Although processes and technologies can be made theoretically secure, their
actual security depends on the people who use them. It is said that 83% of cyber security
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incidents are caused by human factors (Verizon, 2022). This suggests that the human
element remains a prime target for unauthorised access to technological systems (Yeng
et al., 2021). In addition, it is important whether people use technology safely and know
and follow security rules fully and correctly. Therefore, people can intentionally or un-
intentionally become a threat to any information security solution, and it is the human
factor that is considered the weakest link in information security.

Cyber security is an important field of internal security and thus also belongs to the
sphere of interest of cyber scientists. There can never be too much cyber awareness —
this is a topic that Government agencies and the strategies they develop and update must
constantly and consistently deal with. Cyber education should start early — this is how
we raise a cyber-smart generation that can fully enjoy the benefits of the digital world.

My academic background and main research topics are related with library and infor-
mation science, management science, digital technologies, cyber security, and Internet of
Things (IoT). After working for 27 years in different positions in academic libraries, in
2018, I started to work in Tallinn Health Care College as a Senior Lecturer. Since 2014,
I am the Head of the Collection Development Committee of the Estonian Librarians’ As-
sociation. After graduating from Tallinn University, School of Digital Technologies as
a Doctor of Philosophy (PhD) in March 2022, I have been working as a cyber security,
interoperability and loT researcher in Estonian Academy of Security Sciences, Institute
of Internal affairs.!

With this review paper, [ would like to explain, what the Estonian Government is doing
to promote the cyber hygiene education of its citizens, how the cyber security awareness
of population and different focus groups is studied, and how important it is to start cyber
education as early as possible in order to raise a cyber-smart new generation.

Cyber security and related concepts

While the word “literacy” alone generally refers to the ability to read and write, when
you add the word “cyber” in front of it, the term encompasses much, much more. By
definition, cyber literacy is the ability to use computer technologies effectively while
understanding the consequences of those actions. It is also important to know where to
turn to find reliable and accurate resources in cyberspace. Understanding is the keyword
here, as it goes beyond knowing how to use technology and focuses on being aware of
your actions. Just as we use money every day and should understand the components of
financial literacy, we also need to understand the computers and smart devices we use
every day and use that knowledge to protect our data and that of our users, find informa-
tion faster, avoid phishing, and more. Although by now everyone should have heard about
data breaches from the mass media, many have not been able to make their security habits
more hygienic, i.e. healthier. This can be due to ignorance, denial or a misunderstanding
of their role in data protection.

I https://www.etis.ee/CV/Kate-Riin_Kont/eng/

82


https://www.etis.ee/CV/Kate-Riin_Kont/eng

Practitioner's Views / Praktiko poZitiriai. Kate-Riin Kont.
Cyber Literacy Skills of Estonians: Activities and Policies For Encouraging Knowledge-Based Cyber Security Attitudes

Although the terms “cyber security” and “information security” are often used inter-
changeably in an unstructured network, the two terms are not entirely analogous. There
are two reputable sources which define cyber security. ISO/IEC 27032:2012 which defines
information security as the “preservation of the confidentiality, integrity and availabil-
ity (commonly known as the CIA triangle model) of information in cyber space.” The
ISACA CSx cybersecurity fundamentals study guide (2016) states that “...but in reality
cybersecurity is a part of information security”, and

“Information security deals with information, regardless of its format—it encompasses paper
documents, digital and intellectual property in people’s minds, and verbal or visual commu-
nications. Cybersecurity, on the other hand, is concerned with protecting digital assets—eve-
rything from networks to hardware and information that is processed, stored or transported
by internetworked information systems. It is helpful to think of cybersecurity as a component
of information security”.

Although not recommended by terminologists, it can be justified by the fact that the
term information security describes: “processes and methodologies designed and imple-
mented to protect print, electronic or any other confidential information, private and
sensitive information or data from unauthorised access, use, misuse, due to disclosure,
destruction, modification or interruption” (SANS Online). Although this definition has
some similarities with cyber security, cyber security itself goes a step further by redefining
cyberspace (van den Berg et al, 2015). While information security is more focused on the
technical side, cyberspace adds two additional layers, a socio-technical layer, in which the
technology is controlled by people, and a management layer, in which the cyber aspect
must be integrated into the strategic processes of the organisation (de Vries, 2017, 13).

In information security, the reference to the human factor is usually related to the roles
of people in the security process. In cyber security, the human factor has an additional
dimension, namely people as potential targets of cyber attacks or even unknowing par-
ticipants in a cyber attack (von Solms & van Niekerk, 2013, 97). Dhillon (2007, 19) also
refers to the term data security, which refers to the protection of actual data in an infor-
mation system. Data security depends to a large extent on the security of the information
system where the data resides.

Cyber security awareness of the population

Cybercrime is a critical threat to the European economy, therefore it is considered very
important to regularly monitor the cyber security awareness and behaviour of both the
population and companies on the Internet. Awareness is the perception of a specific situ-
ation or event and a cognitive response to it. Achieving awareness is a multi-step process.
The first step is to introduce a concept or fact. This fact is either pushed out of a person’s
mind or registered as knowledge. The last and most important step in gaining awareness
is when that knowledge is used to change attitudes or behaviour. This occurs when a per-
son is finally productively aware of a concept or fact (Srivastava, 2016). Siponen (2000)
defined cybersecurity awareness as a methodology to educate internet users to be careful
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to the various cyber threats and the vulnerability of computers and data to these threats
(Siponen, 2000). Zwilling et al., (2020) pointed out that that hackers tend to seek out the
most vulnerable users, i.e. those deficient in information and network security awareness
(Zwilling et al., 2020, 2). The most efficient plan to increase cyber security awareness
is the improvement of the know-how of the citizens and actors of the economic life and
public administration (Letho, 2015).

Eurobarometer surveys

Extensive research on cyber security and cybercrime is being conducted in many parts
of the world. Undoubtedly, one of the most comprehensive is the Eurobarometer, with its
series of public opinion surveys that compare the dominant attitudes of all EU member
states. Estonian respondents have participated in all the studies mentioned below, and
from the summary reports of these studies, we can get a very good overview of Estonians’
cyber hygiene trends.

Since 2012, a Eurobarometer survey on the attitude of Europeans towards cyber security
has been organised regularly. The aim of the survey is to understand EU citizens’ aware-
ness, experiences and perceptions of cyber security issues, and the results are compared
with previous surveys where possible. The number of respondents is of the same order of
magnitude and the methodology is also the same as in previous studies. Each survey report
begins by looking at respondents’ Internet usage and devices used to access the Internet,
and the activities they do online, addressing respondents’ concerns about various aspects of
online security, including concerns about online banking or online shopping. It also looks
at what changes the respondents have made in their cyber behaviour due to concerns about
security and privacy, for example, whether passwords have been changed, and whether
different passwords are used for each account. A further focus is on respondents’ level of
awareness of cybercrime risks: how many cyber security issues they know and whether
they are concerned about becoming a victim of cybercrime. The discussion then moves
on to address the respondents’ personal experiences, as well as explore their awareness
of other people who have experienced them. Victims of cybercrime are also discussed.
Detailed measures taken by respondents to protect children from online harassment are
presented. The report concludes by examining respondents’ awareness of where they can
report cybercrime or illegal online behaviour, as well as the frequency with which these
crimes are reported. It also discusses what respondents would do if they were victims of
different types of cybercrime.

Internet users have become more aware of the dangers and have changed their cyber
behaviour in many ways accordingly. However, it is a cause for concern that in 36 per
cent of Internet users in Estonia do not change their online passwords with sufficient
regularity, and only about 1/3 use different passwords for different accounts (Europeans’
attitudes towards cyber security, 2020).

The Eurobarometer also investigates whether EU citizens have heard anything about
cybercrime and how well-informed they feel about the dangers of cybercrime. In most
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of Europe, less than half of respondents consider themselves well-informed about the
dangers of cybercrime. A growing majority of respondents are concerned about being a
victim of, or possibly experiencing, various forms of cybercrime, but few have actually
experienced it.

Academic surveys conducted in Estonia

Although mass surveys of the population are important and show trends in the rise
of awareness of cyber hygiene or the increase of careless behaviour, the most frequent
violations of cyber security requirements are in organisations and are mostly associated
with human errors, which can be avoided by regularly assessing and measuring people’s
cyber hygiene and training them. Cybercrime is a fairly young field of scientific research
that has attracted interest in both academic research and practical activity. The ability to
exploit human nature relatively easily has created a situation where many attacks focus
on the weaknesses of the human factor. It is necessary to raise the awareness of different
groups of the population and organisations, and their employees as well as about informa-
tion security and to promote their ability to deal with unsafe behaviour related to cyber
security (Méses, 2015). In Estonia, the cyber knowledge and cyber hygiene of different
groups of the population have been studied for many years.

In 2015, Sten Méses (2015) for the first time in Estonia tested the knowledge-attitude-
behaviour (KAB) model used by Parsons et al. model to determine IT-specialists’ cyber
awareness. The aim of his work was to present this method, which allows employees to
evaluate their information security-related knowledge, attitude and behaviour across dif-
ferent fields. For his master’s thesis, Méses specially developed an interactive web-based
test? which gives immediate feedback to the test taker, listing his/her estimated strengths
and weaknesses. In addition, the employee who has passed the test is shown recommenda-
tions for further improvement of security-conscious behaviour. Unfortunately, the test is
only in English and cannot be used, for example, to assess the cyber awareness of many
employees or the population (Méses, 2015, 5).

The goals of Alex Bindevald’s study “Cyber security in schools — challenges, oppor-
tunities and needs for a CTF solution” defended at TUT in 2021 were to find out what is
taught in general education schools, and how, within the framework of cyber protection
and what extracurricular activities students can use to learn cyber protection. To achieve
this goal, the author conducted a survey and an interview with teachers. The results of the
survey showed that currently there is a curriculum for teaching cyber security in primary
and secondary schools, but since schools themselves can choose what to teach, cyber
hygiene is therefore only actively taught in a few schools. In addition to formal educa-
tion, students can acquire skills related to cyber security from summer camps, training
environments and cyber security competitions (Bindevald, 2021, 4).

2 https:/testing.planet.ce/
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Since 2017, the KiiberPédhkel? annual survey aimed at school students has been organ-
ised. KiiberPahkel is the code name for the survey and testing of primary school, secondary
school and vocational school students initiated by the Ministry of Defence and conducted
by the Tallinn University of Technology (TalTech) Centre for Cyber Forensics and Cyber
Security. The focus is on different knowledge about digital safety and cyber protection,
such as: a) privacy and security — what data is reasonable to share on the Internet, and what
is not? Where do I have an account and what is a good password? b) technical savvy — do
you know what to do before you want to sell your computer? How to lock the screen of
a smart device securely? ¢) cyber defence problem-solving skills — how do you identify
what has happened and find solutions? d) behaviour on the Internet — how am I smarter
and can I help others when a concern needs to be resolved? How do I identify people
with bad intentions? e) problem-solving skills — what to do when things are not as they
should be? Can you spot “wrong” things and offer a solution to them?

Surveys of public opinion on internal security conducted in Estonia

Surveys of public opinion on internal security have been conducted at biennial intervals
since 2016, and in each survey the cyber security component has become increasingly
important. To date, a total of four research reports have been published. In 2016, 44% of
Estonian residents saw a cyber attack as the most likely threat out of all threats affect-
ing the entire country, in 2018 only 27%. In 2020, the number increased to 57%, further
increasing to 69% of respondents in 2022. In the 2020 and 2022 survey, cyber security
is now presented as a separate chapter in the report and includes very detailed questions
about how likely it is to be a victim of various types of cybercrime and fraud schemes and
whether the respondent has personally fallen victim to situations related to cybercrime in
the past 12 months. It also includes what has been done to increase one’s cyber security
in the last 12 months. In 2020, 58% of respondents considered their awareness of the risks
related to cybercrime very good or good, and in 2022, 59% of respondents. Comparing the
2020 and 2022 surveys, all cyber security threats were considered more likely this year
compared to the previous survey. In this regard, the following types of cybercrime stand
out in particular: access to social media, bank or other personal data by strangers, identity
theft and entering one’s passwords on fake websites. Respondents who have done nothing
to ensure their cyber security were 15% in 2020 and 8% in 2022. Fortunately, there are
also only a few who have actually encountered cybercrime. However, of the few who did
fall victim in the past 12 months, 71% did not report it to the police or other authorities*.

3 https://sites.google.com/view/kyberpahkel/uuringuanal%C3%BC%C3%BCsid

4 Siseturvalisuse avaliku arvamuse uuring, 2016: aruanne (2016). https:/digiriiul.sisekaitse.ee/han-
dle/123456789/2627

Siseturvalisuse avaliku arvamuse uuring, 2018: aruanne (2018). https://digiriiul.sisekaitse.ee/han-
dle/123456789/2623

Siseturvalisuse avaliku arvamuse uuring, 2020: aruanne. (2020). Tallinn: Siseministeerium. https://digiriiul.si-
sekaitse.ee123456789/2604

Siseturvalisuse avaliku arvamuse uuring, 2022: aruanne (2022). https://digiriiul.sisekaitse.ee/han-
dle/123456789/2604
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In the period from 821 January 2021, the research company Saar Poll OU organised
a survey of the Estonian population, with a sample of 1,000 people. The survey revealed
that abuse of personal data by cybercriminals, as well as personal data becoming public
due to someone’s negligence or mistake, are considered the biggest threats. Cyber at-
tacks and cybercrime were most often considered security threats. Foreign information
warfare and/or the spread of false information was also considered a big threat (Puusalu
& Marnot, 2021, pp. 5-6).

Activities in Estonia to ensuring the cyber security awareness of citicens

Cybercrime is a large and growing problem. One of the target areas for cybercriminals
is healthcare. The Information System Authority (RIA) wrote in its 2019 yearbook? that
cyber incidents in the healthcare sector and leaks of health data are major problems. RIA
works to ensure that the healthcare sector can handle information more securely. However,
many other organisations, such as libraries and archives, also collect personal data about
their users. Furthermore, we can only imagine what would happen if the entire digitised
cultural memory of Estonia disappears due to someone’s negligence. The current knowl-
edge of cybercrime is mainly based on the study of technical aspects, but as time goes on,
more attention has been paid to human factors as well. Several development plans and
strategies have been developed in Estonia that emphasize the importance of digital literacy.

Activities and strategies in national level

According to RIA, “since 2007, Estonia has been actively engaged in ensuring cyber se-
curity at the national level in order to ensure the safety and availability of state institutions
and vital services in any situation” (Vaks, 2013). The Cyber Security Strategy 2008-2013
was Estonia’s first national strategy document that acknowledged the cross-cutting nature
of cyber security and the need for coordinated action. It was also one of the first cyber
strategies in the world — cyber security and safety were only perceived as an aspect of
national security and safety after the cyber attacks against Estonia in 2007 (Majandus- ja
Kommunikatsiooniministeerium, 2008).

The Cyber Security Strategy 2019-2022 (Majandus- ja Kommunikatsiooniministee-
rium, 2018) was prepared as a single process together with the Estonian Information
Society Development Plan 2020 (Majandus- ja kommunikatsiooniministeerium, 2018)
and the Estonian Lifelong Learning Strategy 20142020 (Haridus- ja teadusministeerium,
2014). The first is based on the understanding that to create and develop a successful e-
state, the development of the information society and ensuring cyber security must take
place at the same time. The goal of cyber security in society is to strengthen resistance
to cyber threats and to ensure the conditions for all citizens and entrepreneurs to be able
to use reliable and well-functioning ICT opportunities, services and digital tools effec-

> https://www.ria.ee/en/media/1502/download
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tively and safely. During the implementation of the digital revolution programme of the
lifelong learning strategy, the aim was to ensure that the competences related to digital
skills also include cyber security, as well as integrating elementary knowledge related
to cyber security into the curricula. The goal was the conscious and smart integration of
digital opportunities into the learning process and, through this, the development of digital
competence (including security-related competences) in the field of general education.
The new Digital Society Development Plan 2030 (Majandus- ja kommunikatsioonimin-
isteerium, 2021) highlights specific connections with the Internal Security Development
Plan 2020-2030 (Siseministeerium, 2020). Identity management is emphasised in both
development plans. The Internal Security Development Plan 2020-2030 sets the goal of
creating a reliable, innovative and human-centred identity management. In addition, the
need to increase the awareness of both residents and organisations about the dangers of
cybercrime and the ways to avoid them is emphasised. In this way, the priority activities
established in the Cyber Security Strategy are amplified in both development plans and
the safety of cyberspace is increased (Siseministeerium, 2020).

In addition to registering and handling cyber incidents on Estonian computer networks,
RIA also supervises information systems used to provide vital services, as well as ensur-
ing security through awareness raising, i.e. organising training for information security
managers and regular users of institutions. The Estonian Library Association is a coopera-
tion partner in cyber security campaigns organised by RIA. In the autumn and winter of
2019, RIA organised the awareness campaign “Be IT vigilant!”, which continued in 2020.
During the follow-up campaign, the focus was on increasing cyber awareness among the
Russian-speaking elderly, who are not as well informed about Internet threats. The role of
libraries in raising cyber and information security awareness cannot be underestimated.
To improve the awareness of librarians, RIA online trainings were held in Tallinn, Harju
County and Ida-Viru County. In November and December 2020, a cyber security hotline
for the elderly was also opened (Tdiste, 2021). Al-Suqri et al. (2020) have emphasised
the role of libraries in an aspect that has not been discussed in Western scientific literature
so far — namely, activities in promoting national security and preventing cybercrime. In
particular, these activities must ensure that all citizens have access to information and can
effectively participate in democratic processes; promote cyber, digital and information
literacy to enable library users to critically evaluate and understand information; provide
the formation of positive social attitudes and values, and an active role in disseminating
information about specific threats to the country’s citizens (for example, cyber awareness
campaigns, etc.) (Al-Suqri et al., 2020, 22). In the UK, researchers have found evidence of
a growing gap between those with and without digital literacy, who are therefore unable to
protect themselves online, and highlighted the role of libraries in closing this gap (Clark,
2016). Libraries have been not only cultural centers in countryside areas of Estonia, but
also regional centers where residents can receive free digital and cyber literacy training.
The closing of libraries is a process that has always reflected what is happening in society.
Unfortunately, in 2022, a total of five public libraries were closed in Estonia, this year a
decision has been made to close five more libraries.
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Activities of different cyber defence organizations

One way to raise awareness of cyber threats and increase awareness of cyber security
among different target groups and the population is to organise information days, semi-
nars and competitions. For example, the company CTF TECH®, which has organised the
Cyber Battle of Estonia series of cyber events aimed at young people. The main goal of
the competition is to introduce the cyber world to young people who acquire their first
knowledge in the cyber field through practical cyber courses. CTF TECH tries to teach
young people cyber skills in a computer game-like environment. The aim is to bring as
many young people as possible into the cyber field. CTF TECH starts with young people
aged 12—13 up to 24 years old. You have to start young to get the young person to take
the next step — give them the first cyber experiences in a playful way, teach them to fol-
low cyber hygiene, set secure passwords, etc. In this way, a positive change takes place
in young people, and hopefully they will go to university to study this field.

In 2021, the Cyber Pin was held for the first time, which is a mini-test/competition
for the secondary schoolchildren in the field of digital threat, cyber security and puzzle.

The annual cyber awareness campaign is coordinated by the European Union Agency
for Cybersecurity (ENISA)” and supported by the European Commission, EU member
states, Europol, the European Central Bank, the European Free Trade Association (EFTA)
countries and more than 300 public and private sector partners. The month-long campaign
every year in October will introduce up-to-date cyber security tips to boost confidence
against internet-based services and support citizens in protecting their personal, financial
and work-related data on Internet®

Moreover, as an independent international organisation, the NATO Cyber Defense
Center (CCDCOE)? based in Tallinn, focuses on applied research, analysis, informa-
tion sharing, and training and exercises in the field of cyber defense. CyCon, the Cyber
Defense Center’s annual conference, brings more than half a thousand experts from all
over the world to Tallinn every spring, representing governments, defence forces, private
companies, universities, etc. This is a multidisciplinary conference, introducing keynotes
and panels focusing on the technical, legal, policy, strategy and military perspectives of
cyber defence and security. Various, mainly technical trainings are organized, but only
in English. CCDCOE has also an e-library!? wich includes e-books, articles, reports and
videos in focus areas. The trainings!! and exercises!? are also available.

On 30 September 2022, the seminar “The Role of Libraries in Creating a Safer Cy-
berspace” was organised by the Internal Security Institute of the Estonian Academy of
Security Sciences. The seminar gave the knowledge that cyber topics are not only a matter
for cyber specialists.

6 https://www.ctftech.com/

7 https://www.enisa.europa.eu/

8 https://cybersecuritymonth.eu/

9 https://ccdcoe.org/

10 https://ccdcoe.org/library/publications/
I https://cedcoe.org/training/

12 https://ccdcoe.org/exercises/
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There is also Security Education and Training Awareness (SETA) Toolkit'? which
is important because it does not only contribute to safer usages at work (Barlow et al.,
2016; Dhillon et al., 2020; Yoo et al., 2018) but also to the overall population awareness
of information security issues. E.g. D’Arcy et al. argue that security education, training
and awareness programs (“SETA programs”) are necessary to prevent the misuse of infor-
mation systems (D’Arcy et al., 2009). However, Grassegger and Nedbal (2020) rejected
the hyphothesis that SETA programs have a positive impact on the information security
awareness of employees, it was not supported by their study (Grassegger & Nedbal, 2020).

Thus, we can say that residents, managers and employees of all organisations in
Estonia must be by now more aware of the dangers of cybercrime, which is becoming
more and more complex. Therefore, why we still hear and read the news, that “Latvian
citizens ‘donated’ to cybercriminals 12m in 2022 or “Last week, the police received a
crime report from a woman from Tallinn who had transferred over 60,000 euros to a man
who promised to marry her, but the good life and wedding did not happen”?

Discussion and solutions

The avalanche of cyber fraud shows no sign of abating. The results of Eurobarometer
surveys show that Internet users have become increasingly aware of the dangers with each
study and have changed their cyber behaviour. However, all this shows that we need to go
deeper with the cyber literacy trainings and surveys. In addition to population surveys, we
need to find those target groups that are most vulnerable to cyber attacks - for example,
cyber bullying among children and young people, women falling victim to fraudsters in
social networks on their way to search of a dream partner, or the elderly, who easily fall
victim to provocations and hand over their bank account PIN codes, etc. We cannot recom-
mend to these people to participate in CCDCOE conferences or reading materials from
CCDCOE e-Library and train themselves via SETA. The reason is that the conferences
of the CCDCOE and the electronic materials available in the e-library are all in English,
and therefore do not fulfill the purpose of raising the cyber awareness of the population.
Also SETA cannot be recommended to train the ordinary citicens because the English
language skills among middle-aged and senior citizens is above the level to understand
the materials. However, it can be helpful for public and private organisations to raise the
awareness of their employees.

Therefore, despite several organisations focused on cyber security and defense in
Estonia, and seemingly excellent training materials in English, the question remains
How to reduce victims among ordinary citizens from the consequences of the cyber-risky
behaviour or non-awareness?

First, the cyber awareness of these groups must be studied to identify their weak points,
because also the questionnaire study can be the tool for raising awareness — people start
to think about issues which they have not paid attention to before, then training plans or

13 https://www.cdse.edu/Training/Toolkits/Security-Education-and-Training-Awareness-Toolkit/
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campaigns must be developed. After the training or campaign, a new survey should be
conducted to find out whether the awareness increased as a result. E.g., two campaigns
against cyberbullying have taken place in Estonia —in 2017 and in 2023. However, there
are no measurements of the 2017 campaign aftereffect to make conclusions was the
campaign successful or not.

As a result of this study, it can be stated that there is a need to increase the awareness
of the population about cyber threats, including cyber attacks and cybercrime, and about
mitigating/preventing threats to personal data. The assessment of awareness shows that
the population’s knowledge of the use of data and having control over it is low. Although
the aim of the Lifelong Learning Strategy 2014—2020 was to ensure that competences
related to digital skills also include cyber literacy and that in addition to digital technol-
ogy, elementary knowledge related to cyber security is also integrated into the curricula,
Alex Bindevald’s research showed that, although there is an optional subject for teaching
cyber security in primary and secondary schools, cyber hygiene is actually only taught in
a few schools. However, there is a strong need to strengthen all strategies developed at
the national level. At the moment, several strategies have been developed in Estonia, an
important part of which is raising cyber awareness. Unfortunately, not everything planned
in the strategies has been implemented.

Raising awareness and introducing and maintaining good usage habits to mitigate
risks requires additional and continuous information and training activities. Starting to
teach cybersmart generation to integrating cyber security as a compulsory subject into the
curriculum of high schools is extremely important in order to ensure the future growth
of cyber-aware citizens.

Future Talks

Surveys of the population’s awareness of cybercrime have been conducted in Europe
and Estonia for more than ten years. Although, according to experts, it will never be pos-
sible to completely eliminate cybercrime and prevent cyber attacks, training employees
of organisations and different groups of the population, and constantly monitoring their
cyber awareness — cyber security knowledge, attitudes, skills and actual behaviour — is
increasingly important. The results of Eurobarometer surveys, the results of internal se-
curity public surveys and the RIA data show that the cyber hygiene habits of the people
of the EU and Estonia are improving, but not as fast as can be expected.

Unfortunately, there is still a large number of people who do not know how to use com-
puters and smart devices very well, and do not know how to navigate the ever-increasing
amount of information. The government has the responsibility to train such people, e.g.
using the help of local libraries, etc. National strategies are written with the aim that they
can be applied in real life and not just remain on paper. There is currently room for improve-
ment. Activities in promoting national security and preventing cybercrime must ensure
that all citizens have access to information and can effectively participate in democratic
processes; promote cyber, digital and information literacy to enable citizens to critically
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evaluate and understand information. In the UK, researchers have found evidence of a
growing gap between those with and without digital literacy, who are therefore unable
to protect themselves online (Clark, 2016). Cyber security should already be integrated
into the curriculum of upper secondary schools, thus creating the prerequisites for the
generation of cyber-aware citizens through the formal education system. These same
young cyber-smart people could share their experiences and teach the older generation.
This topic could be covered, for example, in TV shows intended for the elderly, etc. That
way we could all enjoy the digital life.
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