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ABSTRACT. More than ever the need to assure the security of
online channels and the interface between online and offline
transactions is very present and very important for business
customers and individuals alike. Our paper investigates the validity
of a model comprising variables specific to TAM (technology
acceptance model) and UTAUT (Unified Theory of Acceptance,
and Use of Technology) that explains the complex relationship
between factors that can influence the adoption of biometric
security technology with direct application in the financial services
and payments field. The research made on a final validated sample
of 1057 individuals filtered to be active users of biometric security
devices and applications shows that performance expectancy along
with facilitating conditions and social influence have a pretty well-
defined effect on the perceived utility of the biometric technology,
effect translated with the help of trust and intention to use towards
usage behaviour.

KEYWORDS: biometric payment security, technology acceptance
model, consumer behaviour.
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Introduction

The essential characteristic of what we call in the present time biometric-based
technology relies on the technical capacity to automate the use of physiological, biological,
genetic and behavioural features that can assess or authenticate the identity of a person, his or
her uniqueness (Ceyhan, 2008). The term itself - “biometrics”, was coined using two words
derived from the Greek “bios” — meaning life and “metrikos” — meaning measurement,
measure (Faundez-Zanuy, 2005; Ceyhan, 2008).

One of the first times that we may find referrals to something similar to biometrics can
be considered the information according to which in ancient China there has been the use of
fingerprints to authenticate individual property (Ceyhan, 2008). Another example is related to
the custom of ancient Egyptian pottery makers to use fingerprints to authenticate their work.
More recently, in the nineteenth century, biometrics was officially introduced within police
activity through the work of Alphonse Bertillon in the field of anthropometrics to help the
identification of recidivists’ criminals due to their unchanging individual characteristics.

Within this framework of biometric security technology usage, the use of this
technology in the field of securing financial transactions has also gained an important role in
developing modern financial operations. Nowadays, one of the most preeminent concepts that
are influencing also consumption patterns in the field of financial services across the world is
the one referring to digital identity. According to Chui et al. (2023), digital identity may be
considered the sum of digital information that can characterize and distinguish an individual
or an entity (Chui et al., 2023). To ensure the security of such identities, technologies such as
biometrics, devices and authentication applications have been used on a large scale to ensure
which information is shared and to whom. Also, technological advancements have made
possible the idea of “converged identity” that can bring different dimensions of the identity of
a person into a single platform which allows multiple roles for one individual — from
employee to customer or business partner (Chui ef al., 2023).

Biometric payment cards present some advantages for all involved participants:
consumers, banks/issuers, and merchants. Consumers benefit from secure and fast contactless
payment. Besides, there is no limit on the amount paid. Among others, issuers have the
opportunity to get higher transaction fees and to improve their relationship with the clients.
Finally, biometric payment cards do not require modification of the POS equipment of the
merchants. Also, this innovative method can contribute to reducing queuing time within stores
(Smart Payment Association, 2021).

The growing importance of the use of fingerprint authentication for payments is also
revealed by a survey performed by Statista in 2021. According to the survey's results, the
respondents willing to change the use of PIN codes when paying in stores with the use of
fingerprints account for 94 per cent of all respondents from Saudi Arabia and 69 per cent of
respondents from the United States (Statista Research Department, 2023). All these represent
relevant dimensions of the readiness to use biometric technologies for payments from both the
bank's and the client's perspective.

Moreover, the relevance of biometric payment technology is stressed by ARATEK,
which considers that it “is quickly becoming the new way to pay” (ARATEK, 2023). In line
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with this, Goode Intelligence forecasts that the number of people using biometric payments by
2023 will reach the level of 2.6 billion (Burt, 2018). Acuity Market Intelligence predicts that
by 2022 biometrically-enabled mobile devices will allow about one trillion Cloud-based
biometric transactions annually. Annual biometric transaction revenue is also projected by
Acuity to strongly increase from $474 million in 2017 to $18 billion in 2022 (Acuity Market
Intelligence, 2017).

Despite the many advantages that can be pointed out for biometric-based security
technologies one of its main drawbacks is that biometric data is not secret and cannot be
replaced after being compromised by a third party (Wayman et al., 2005; Kravchenko et al.,
2021) and some barriers can be highlighted when we talk about the adoption of biometric-
based devices: physical invasiveness, information invasiveness, ease of use, privacy, and the
perceived level of benefit from the device. (Liu, Silverman, 2001; James et al., 2006).

Our paper is proposing a study that investigates with the help of a tested conceptual
model the effect of different variables upon the adoption and usage of biometric security
technology in the field of payment operations or financial-related services. To do so, we have
started from the consecrated TAM (technology acceptance model) and UTAUT (Unified
Theory of Acceptance, and Use of Technology) approach and we have grounded our proposed
model into the specific scientific literature at the level of each advanced hypothesis, and we
have empirically tested the validity of the model with the help of a quantitative type of
research based on an online survey. The results and discussions present specific information
regarding the acceptance of each hypothesis and highlight the effect of variables such as
safety perception (SP), facilitating conditions (FC), social influence (SI), expected effort (EE),
performance expectancy (PE), anxiety determined by a forced transition to the new
technology (ATT) upon usage behaviour (UB), mediated through perceived utility (PU), trust
(TR) and intention to use (IU). The conclusions of the paper emphasize the main results and
highlight possible limitations of our research and future directions for other such endeavors.

1. Literature Review and Hypothesis Development

In the following, we will briefly investigate a series of relationships that can be
established between different variables that have been studied within the scientific literature
as being a part of the TAM (technology acceptance model) and UTAUT (Unified Theory of
Acceptance, and Use of Technology). The sum of these relationships will be conceptualised
into the form of a theoretical model capable of grasping the process of adoption in the case of
biometric security technology.

The first variable taken into discussion is the one referring to safety perception (SP)
and its possible relationship with the perceived utility (PU).

In research made on a sample of 112 managers from Vietnamese companies, regarding
intentions to use cloud-computing software, results have shown that perceived usefulness and
perceived ease of use had positive impacts on the enterprises’ intentions to use cloud-based
accounting software (Le, Cao, 2020). Also, other studies have indicated that the perceived
value is a predictor of behavioural intention to use the technology (Popa et al., 2023). In
another setting, research made by Chen (2015) showed that perceived safety and privacy
positively affect perceived usefulness and perceived ease of use of information technology.
These results can be completed with results obtained by Ardiansah et al. (2020), which have
shown the increased intention to use e-payment-specific technology when users have more
positive impressions about the software safety and privacy of e-payments (Ardiansah et al.,
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2020). Different authors, referring to different technology contexts have shown that the
modified behaviour toward the acceptance of the new technology is sustained from the point
of view of the decisional process to adapt to new requirements, the predicted results by the
perception of safety and security offered by the technology that can act as a mediator between
ease of use or perceived utility and purchase intentions (McCoy et al., 2007; Viehland, Leong,
2007; Kabir et al., 2015; Lai, 2017). This means that perceptions about safety offered by the
technology are an important factor that influences the perceived utility and in advance the
intention to use it. Taking into consideration all the above, we can issue the following
hypothesis: H.I1. Safety Perception (SP) in the case of biometric security technology use
positively influence the perceived utility of this technology (PU).

A second variable that is analysed refers to the facilitating conditions (FC) and the
possible relationship with the perceived utility.

Facilitating conditions can be seen from different angles if we take into consideration
the specific process of adoption of new technologies at the level of individual consumers and
respectively business consumers (Dinu et al., 2021; Junsawang et al., 2022; Machova et al.,
2023). At the level of individual consumers, facilitating conditions refer to different elements
regarding the capacity of a person to connect with a certain technology and use it. Such
elements may refer to financial resources, time and know-how, the usage of other
technologies that are facilitating the access to the new one etc. Facilitating conditions may
have at the level of individual consumers also the function to influence behaviours and
intentions pretty much like the behavioural control encountered within the Theory of Planned
Behaviour (Ajzen, 1991).

In the case of business consumers, facilitating conditions can refer to the elements of
infrastructure or how the company is organised elements that can help the organisation to use
properly the specific technology (standards, logistics, procedures and methodologies, etc.)
(Venkatesh et al, 2003).

Other authors consider that facilitating conditions, (doesn’t matter the type of
consumer analysed - individuals and businesses alike), are essential for the adoption process
of technology and for the perceived utility at the same time (Ocloo et al., 2020; Dvorsky et
al., 2023). In the same time, facilitating conditions, which can manifest in a particular way at
the level of individual consumers and business consumers alike impacts also the degree of the
technology adoption and thus the level of utility perceived (Venkatesh et al., 2011).

Taking into account the above considerations we may issue the following hypothesis:
H.2. Facilitating conditions (FC) regarding the use of biometric security technology
positively influence the perceived utility of this technology (PU).

Among variables that are important when we want to assess technology acceptance,
we may consider social influence (SI).

Many authors have considered that the adoption of various technologies is influenced
directly by the social influence exerted at the level of social groups or social networks (Micu
et al., 2017). Thus, social influence has been accounted from various perspectives. One of the
first is related to the fact that a certain person can be influenced by the degree to which other
persons from his or her social network are actively using a specific technology (Venkatesh et
al, 2003). Another perspective is the one that considers the notion of subjective norms or
social factors, a perspective that is encountered within innovation diffusion theory (Clemes et
al., 2014). The subjective norm was defined as being the perception that can be realised at the
level of a person about the fact that he or she has to take into account other people that are
important within his or her social group opinion regarding if he or she has to perform a certain
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behaviour. Thus, the impact of social influence on technology acceptance can be seen as the
outcome of a process through which individuals assess the importance of a new technology
taking into account perceptions and approval from others from their inner social circle
(Ingham et al., 2015; Hu et al., 2019; Nagy et al., 2023).

In the process of adopting a new technology, the individuals will gain with the help of
internalisation a positive perception of the utility of the new technology. A very important
distinction can be made from this point of view between the first version of the Technology
Acceptance Model (TAM) and the second version of this model. Within TAM 1, the
subjective norm was considered to have a clear effect on the intention to use technology in a
mandatory setting, while it does not have a strong effect in a voluntary setting. This means
that a certain person will have the intention to use or adopt the technology as a result of the
opinions and actions of other important people especially within a mandatory setting (like an
organisational one for example). In the case of TAM 2, with the help of the internalisation
process, compliance will occur not only in a mandatory setting but also in a voluntary one.
Thus, the individuals may perceive positively the utility of the new technology as a result of
the internalisation of other relevant people’s beliefs.

In the case of biometric security technology social influence importance is given by
the specificity of the usage of such a technology. Considering all of the above there is another
hypothesis that can be issued: H.3. Social influence (S1) perceived in the case of biometric
security technology positively influences the perceived utility of this technology (PU).

A fourth important variable will refer to the expected effort (EE) that can be implied
by the use of the new technology.

Expected effort or “effort expectancy” is a variable encountered within the UTAUT
framework, being related to the previous variable defined within the TAM and TAM2
framework, meaning perceived ease of use. This was referring to the fact that the degree of
effort needed for a new technology usage can affect the performance expected from that
technology. Actually, within the scientific literature, the perceived ease of use is related to
intention and has an impact on the perceived usefulness (or utility). An important detail that
can be highlighted is the fact that perceptions about ease of use are differentiated from the
ones regarding social influence (Venkatesh, Davis, 2000).

Expected effort is dealing at a basic level with the degree to which a technology can be
easily used if the technology gives the user the feeling of simplicity and easiness, different
studies assess that when a particular technology is perceived as being simple to use, the
adoption process is favourable (Amofah, Chai, 2022).

In the case of biometric security technology, Miltgen et al. (2013) highlight that
perceived ease of use of biometric methods has a positive effect directly upon the intention to
accept the technology and indirectly through perceived usefulness (Miltgen et al., 2013).

Effort expectancy can be related to other external variables such as convenience,
perceived safety and hygiene (James et al., 2006). The same idea stems from the research
conducted by Chan ef al, 2010 in which convenience was an important factor that determined
the adoption and use of electronic government services (Chan et al., 2010).

Therefore, following all of the above we can issue hypothesis H4 - Expected effort
(EE) to use biometric security technology positively influences the perceived utility of this
technology (PU).

The fifth variable, which refers to performance expectancy (PE), is one of the
variables used on a large scale within studies concerning the intention to use and behaviour
(Miltgen et al., 2013). Performance expectancy is related to the perception that a certain
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individual can have about the degree to which using a certain technology can raise the level of
quality of the current activity in which he or she is implied (Venkatesh er al., 2003). In the
context of biometric security technology usage, we can consider performance expectancy as
the degree to which this technology can give substantial benefits to a person (the possibility of
authenticating very easily and securely, the possibility prove the identity needed for a
financial transaction, possibility to perform various task without the assistance of the banking
— financial institution staff etc.).

A study conducted in Nigeria sought to explore the adoption of biometrics by applying
a modified UTAUT model. An innovative aspect developed by the authors consisted of
addressing the problem from three different contexts: individual, implementation and
technological. Their findings show that simpler biometric systems — such as fingerprints- have
a higher level of intention to use in comparison with more complex biometric methods (e.g.,
DNA recognition). In terms of the intention to adopt biometrics, the identified influencing
factors were: perceived ease of use (PEU), perceived security, facilitating conditions, self-
efficiency and technological compatibility (Akinnuwesi et al., 2016).

Taking account of all the above, we may issue hypothesis H5 - Performance
expectancy (PE) related to biometric security technology positively influences the perceived
utility of this technology (PU).

The usage and adoption of a technology that has an important stake — the one related
to the need to secure financial transactions and operations or different settings that imply the
preservation of the user identity - has an important connection with the idea of risk perception
(Zahrani, 2021). In the scientific literature, the concept of risk has been widely addressed by
different studies, even from the 1960s, developed an entire theory about risk to explain the
impact of this concept on consumers’ decisions (Lin, 2008; Taburchak, et al., 2022).

The perceived risk dimension is determined by the type of product or service that is
analysed, and the type of risk consists of six different dimensions that can cover the impact of
new technology (biometric security one being as well counted) (Lee, 2009; Soto-Beltran et
al., 2022): Safety-privacy risk, Financial risk, Social risk, Time risk, Performance risk.

The problem regarding the perceived risk in the case of financial transactions and
payments can be strongly connected with the one related to the degree of anxiety determined
by the transition to a new technology. This can imply a certain amount of pressure that users
can feel because the new technology can reduce the risks and provide a better solution from
this point of view than the older one. That means individuals can feel a certain amount of
anxiety due to their incapacity to embrace the new technology in a short time. To reduce this
anxiety, the utility of the new technology becomes evident, thus the anxiety can be counted
among the factors that are emphasising the perceived utility of the biometric security
technology.

Taking into account all the above implications, we may issue hypothesis H6 - Anxiety
determined by the forced transition to new technology (ATT) positively influences perceived
utility for new biometric security technology (PU).

Prior studies state that safety perceptions of technology in the financial sector are not
based on direct practical use of biometrics, but on other external contexts such as electronic
banking (Tassabehji, Kamala, 2009). This idea highlights the fact that within the development
of financial banking operations and transactions, the implementation of e-banking was a first
challenge, followed by the introduction of biometric technology. This means that safety
perception and trust have a special relationship within the biometric security technology field,
with studies showing that perceived biometrics effectiveness significantly influenced the
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strength of the relationships between both perceived privacy and perceived security with trust
(Normalini, Ramayah, 2017).

Recent research shows that nowadays consumers interact on a larger scale day by day
with biometric security technology (through their mobile devices) and there is a lack of
evidence about safety or performance risks (Soto-Beltran et al., 2022). Such situations can
positively influence attitudes and intentions to use this technology because a higher safety
perception is provided for the mass of consumers.

Therefore, we may issue hypothesis H7 - Safety Perception (SP) in case of biometric
security technology positively influence Trust related to the use of this technology (TR)

One of the most preeminent variables used within technology acceptance models over
time is the one referring to the perceived utility or perceived usefulness. From the very
beginning of the TAM model definition for the first time in 1987, perceived utility was
associated with the idea that a certain technology can have a clear utility for people in relation
to a particular situation of consumption. Some studies have evaluated the perceived utility
attached to different e-payment technologies (Liébana-Cabanillas et al., 2018; Francisco et al.,
2015; Gefen et al., 2003; Pavlou, 2003; Nguyen, Huynh, 2018).

The results of the above studies show a relationship between perceived usefulness and
trust in technology that goes in both directions. Trust can be an antecedent for the perceived
utility of the technology, and at the same time, the perceived utility has a certain influence on
trust in the technology (Dinu et al., 2022).

Taking into account these conditions, we may issue hypothesis H8 - Perceived utility
for biometric security technology (PU) positively influences perceived trust related to the
use of this technology (TR).

One of the focal points that can be found in both TAM models (1 and 2) refers to the
positive influence that perceived usefulness can have on the intention to use a new
technology.

In the field of biometric technology usage, research made on 583 Chinese tourists
showed that perception of trust in the biometric technology and consequently their intention to
use it was influenced by perceived ease of use that was also differentiated taking account of
the type of biometric technology — with the fingerprint scan technology being the most trusted
and accepted (Pai et al., 2018). Another research carried out by James et al. (2008) has found
that both the perceived ease of use and perceived usefulness have had a direct influence on the
intention to use biometric devices.

Another research made on bank customers regarding their attitude toward the usage of
biometric devices to improve e-banking security has revealed that user perceptions of
biometric security positively influenced their attitude and intention to use biometric banking.
The perceived utility of biometric security and self-efficacy have a positive influence on the
intention to use (Tassabehji, Kamala, 2009). Taking account of all the above, we may issue
hypothesis H9 - Perceived utility for biometric security technology (PU) positively
influences intention (1U) to use this technology.

Another variable that has a prominent role in the process of technology adoption is the
one referring to trust. Trust (TR) is associated with an individual belief that the interaction
with another individual is developing responsibly. With a direct reference to biometric
security technology, the importance of assessing risks that are related to the disclosure of
personal data is a vital one. The perceived risk and the degree of trust are linked to particular
decisions, in the field of biometric security technology risks are usually related to privacy and
identity (Thiesse, 2007). Research made on a sample of UK respondents demonstrated a
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model in which trust in technology and concern for data privacy are influencing perceived risk
and the latter influence behavioural intentions (Miltgen et al., 2013).

In a certain technology usage context, trust was able to increase the perception of
certain information and the fear raised by risks regarding the expected behaviour in the case of
e-payments (Kim, Benbasat, 2006). In the research conducted by Nguyen and Huynh (2018),
perceived risk and trust have the principal role along with perceived usefulness and ease of
use within the structural model of e-payment adoption. Both because of the dominance of
trust in the existing literature and because the biometric system demands the cooperation of
individuals with little ability to monitor or control those operating it, trust is an important
factor when considering biometric technology acceptance. Privacy concerns indicate that
people are willing to act to protect it (Cho et al., 2009), thus the intention to use a technology
that can increase the level of trust is more than conclusive.

Therefore, it can be drawn from hypothesis H10 that trust related to the use of this
technology (TR) positively influences intention (IU) to use this technology.

In the majority of studies regarding acceptance of technology, the intention to use the
technology is directly linked with the actual usage of the specific technology. The same direct
relation can be evaluated within the biometric security technology acceptance setting.

Research made on Australian respondents regarding the application of TAM within
the framework referring to the palm vein authentication technology has demonstrated that
attitudes towards using have a direct strong influence over the behavioural intention and
actual use of the technology (Nakisa et al., 2022).

In another research, 751 hotel customers have been tested regarding their behavioural
intention to use and adopt devices and applications. The research has shown in the context of
TAM implementation that the adoption behaviour was linked to intentions (Kim, 2016).

A study made to investigate the acceptance and use of Behavioural Biometric
Continuous Authentication technology (Skalkos et al., 2021) has revealed that intention to use
the technology has antecedents like perceived vulnerability, perceived severity and perceived
response efficacy and goes into the direction of actual usage for this specific technology.

Another context, referring to the adoption of the biometric system within the
consumption occasion regarding restaurant guests, showed that customers of restaurant-type
services are ready to adopt this technology, their decision being influenced primarily by their
perceptions regarding the degree of usefulness and security associated with the biometric-
based technology. In their effort to assess the adoption of biometric technology authors have
used the TAM model adding variables referring to the perceived security of biometric systems
and perceived innovativeness toward information technology (Morosan, 2011;
Phonthanukitithaworn et al., 2016).

All the ideas above give us the possibility to issue hypothesis H11 - Intention (IU) to
use biometric security technology positively influences Usage behaviour (UB) regarding
this technology.

The emphasised relationships between variables can be synthesised into the form of a
coherent theoretical model that assumes the link between six types of factors on one hand and
three mediating variables and usage behaviour variable on the other hand, to explain the
acceptance of biometric security technology by users in the field of financial transactions and
buying processes. In the figure below, we have represented the proposed conceptual model
taking account of all eleven hypotheses, and the effect carried by the corresponding variables.
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Figure 1. The Proposed Research Conceptual Model

The proposed model is built on the well-known structure of the TAM model but has
also variables very similar to the ones used by the UTAUT 2 model, and two variables — the
safety perception (SP) and anxiety determined by forced transition to new technology (ATT)
that have been specifically proposed to describe better the factors implied by the biometric
security technology acceptance.

The validation of the proposed model can explain satisfactorily the process of adopting
a technology that has a lot of implications at the level of nowadays security needs and
preferences of individuals toward online transactions.

2. Methods

The present study proposes to explore the background and the process implied by
biometric security technology consumption and acceptance by users. Thus, we employed a
quantitative type of research based on an online survey methodology. The sample adequacy
was assured taking into account the fact that young people have been envisaged as being early
adopters of new technologies, implicitly new technologies that are dealing with online and
digital security issues (Magis-Weinberg et al., 2021; Duleepa et al., 2023). Also, the fact that
men are more likely to adopt new electronic and IT-related technologies was an important
starting point in the construction of the relevant sample. To ensure the adequacy of the sample
used for the research we have taken into consideration different sources from the literature
review regarding the behaviour of individuals in terms of computer-related technology and
electronic-related new technologies comprising biometric security.

Thus, different authors point out that there are gender differences in terms of
technology usage, with females being less comfortable than men with computer and
electronic-related technologies (Lowe, Krahn, 1989; Frenkel, 1990; Beyer, 2008; Karsten,
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Schmidt, 2008; He, Freeman, 2010). In a research made on 461 respondents from the US that
tested the degree of acceptance of a camera face detection technology in the workplace,
women were significantly less inclined to accept this technology than men (Stark et al., 2020).
Another research made on a sample of 70 respondents, in the form of a questionnaire survey
and testing experiment, shows that male respondents are more aware of biometric technology
than female respondents, respondents above 28 years of age consider biometric security based
on keystroke more robust than the traditional security in front of attacks, the higher degree of
education was related with the positive willingness to use face detection technology and a
higher level of trust in this technology. At the same time, a higher degree of education was
correlated with a lower degree of concern about privacy (El-Abed et al., 2010).

Taking account of these assumptions, our sample comprised a volume of 1057
individuals, with more than 64% of them males and approximately 35% being at the
secondary school level of education followed by 30.2% of master's degree holders and 26.4%
undergraduate level. The structure of income categories shows a prevalence of 27.9% of the
individuals with monthly income between 2001-3000 lei (approx. 402-603 euros), followed
by the ones having a monthly income above 6000 lei (approx. 1206 euros).

In terms of age intervals, the majority are between 18 and 25 years of age (44% of the
respondents), followed by the interval between 26 and 35 years of age (23.9% of the
respondents). The explicit structure of the final validated sample can be seen in Table 1.

Table 1. Research Sample structure

Variable Items N %

Female 373 35.3%
Gender

Male 684 64.7%
Secondary school 376 35.6%
Level of finalised Higher education 279 26.4%
studies Master degree 319 30.2%
Doctoral Degree 83 7.9%
Under 2000 lei 131 12.4%
2001-3000 lei 295 27.9%
The monthly income of 3001 — 4000 lei 167 15.8%
the respondent 4001-5000 lei 125 11.8%
5001-6000 lei 102 9.6%
Above 6000 lei 237 22.4%
18-25 years of age 465 44.0%
26-35 years of age 253 23.9%
Age 36 — 45 years of age 168 15.9%
46 — 55 years of age 152 14.4%
56-65 years of age 19 1.8%

Notes: * the income groups expressed in euro are: under approx. 402 Euro; approx. 402—603 Euro; approx. 604—
804 Euro; approx. 805-1005 Euro; approx.: 1006-1206 Euro; 1206 Euro and over (level of National Bank of
Romania exchange course on 28 September 2023).

Source: own calculations.

After the selection of the suitable profile of the selected population, questionnaires
have been sent with the help of an online platform toward completion within July 2023. The

TRANSFORMATIONS IN BUSINESS & ECONOMICS, Vol. 23, No 2 (62), 2024




D.A. Gardan, O. State, I.P. Gardan, 521 ISSN 1648-4460
C.G. Baicu, A.M. Hristea, D. Moise

Collahorative Ecosystems and Knowledge Creation

number of valid completed questionnaires has consisted of 1057 integral completed
questionnaires from an initial number of 1634 questionnaires sent in the first phase.

Within the questionnaire, we have set two filter questions to select the respondents that
are presenting the features of active users of biometric security technology (fingertip, retina
scan etc.). Only people who own a device capable of interacting with this type of technology
and who currently use the technology were considered. The measurement of the variables in
the questionnaire was carried out by using the 7-step Likert scale (Jebb et al., 2021; Phakiti,
2020).

The questionnaire had a total number of 16 questions, each question corresponding to
one of the constructs considered in the proposed model — safety perception (SP), facilitating
conditions (FC), social influence (SI), expected effort (EE), performance expectancy (PE),
anxiety determined by the forced transition to the new technology (ATT), trust (TR),
perceived utility (PE), intention to use (IU), usage behaviour (UB). These constructs and the
items corresponding to them from within the questionnaire have been adapted from the
relevant scientific literature considering TAM and UTAUT variables.

3. Results

Confirmatory factor analysis was used to assess the validity of the conceptual model
proposed (Figure I). The validity and reliability of the constructs from the model were tested
through the determination of factor loadings, Cronbach’s Alpha for internal consistency
reliability of the scale, Kaiser-Meyer-Olkin (KMO) values for sampling adequacy for each
variable in the model, the Average Variance Extracted (AVE) values for the convergence
validity of the constructs, and the composite reliability (CR) for discriminant validity.

Lower KMO values may indicate that the data are not as suitable for these analyses
and that a different approach may be needed (Shrestha, 2021). In the case of the present
research, it can be observed that the values fall within the upper limits (7able 2), which
means that the data set is suitable for factor analysis.

In conclusion, it can be stated that factor analysis can be used since the latent
variables determined starting from the initial items are valid from the point of view of the
commonality of the items (Kaiser-Meyer-Olkin test) and the consistency of the
measurement scale (Cronbach's Alpha).

Following the exploratory factor analysis, a confirmatory factor analysis was
performed to assess the relevance of the relationships that exist between the model variables
using the IBM-SPSS AMOS 20.0 program.

Table 2. Values of indices regarding the degree of validity and reliability of the constructs from the
proposed model

Construct Item Factor Cronbach’s KMO AVE CR
Loadings Alpha

SP1 0.764
. SP2 0.764

Safety perception SP3 0.780 0.902 0.851 0.574 0.843
SP4 0.722
FC1 0.764
I " FC2 0.775

Facilitating conditions FC3 0.790 0.894 0.839 0.595 0.854
FC4 0.755

Social influence SI1 0.705 0.976 0.859 0.523 0.815
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Table 2 (continuation). Values of indices regarding the degree of validity and reliability of the constructs
from the proposed model

Construct Item Factor Cronbach’s KMO AVE CR
Loadings Alpha
S12 0.740
S13 0.707
S14 0.741
EEl 0.808
EE2 0.809
Expected effort EE3 0.799 0.977 0.925 0.640 0.899
EE4 0.810
EE5 0.777
PE1 0.759
Performance PE2 0.785
expectancy PE3 0782 0.976 0.878 0.604 0.859
PE4 0.783
Anxiety determined by 2$¥; 8;??
the forced transition to . 0.976 0.884 0.644 0.879
new technology ATT3 | 0.813
ATT4 | 0.803
TR1 0.810
TR2 0.795
TR3 0.785
Trust TRA 0,788 0.992 0.950 0.643 0.915
TRS 0.816
TR6 0.816
PU1 0.829
Perceived utility igi ggz; 0.990 0.893 0.716 0.910
PU4 0.854
U1 0.827
) U2 0.834
Intention to use 0.953 0.777 0.688 0.869
U3 0.827
UBI 0.839
Usage behaviour UB2 0.811 0.983 0.790 0.666 0.857
UB3 0.797

Notes: factor Loadings > 0.7; Cronbach’s Alpha> 0.7, KMO > 0.7, AVE>0.5; CR>0.7 (Hair et al., 2010;

Shrestha, 2021).

Source: own calculations.

Table 3. Values of indices regarding the degree of validity and reliability of the constructs from the
proposed model

Model-Fit index P |CMIN/DF| NFI RFI IFI | TLI | CFI | RMSEA | PNFI PCFI
Research obtained values [0.000| 2,949 ]0.958| 0.954 [0.966|0.963(0.966| 0.041 0.880 | 0.887
Accepted fit <0.05 <5 <0.95/ >0,90 |>0,90/>0,95>0,95] <0.05 |>0.50| >0.50

Notes: source for accepted fit: Iacobucci, 2010; Marsh, Hocevar, 1985; Igalla, Edelenbos, van Meerkerk, 2021;
Tabachnick, Fidell, 2006; Field, 2013; Hooper ef al., 2008; Hu, Bentler, 1999.

Source: own calculations.

Test results can be declared eligible by the criteria in the previous Table 3, namely the
criteria of P, CMIN/DF, NFI, RFI, IFI, TLI, CFI, RMSEA, PNFI, PCFI, and so that all
hypotheses proposed in this study can be explained. Thus, in Table 4, below you can see the

results of the structural model that demonstrate the validity of the advanced hypotheses.
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Table 4. The structural model results

Paths Path Coefficients | S.E. C.R. p-value | Hypotheses and decision
SP — PU 0,120 0,049 | 2,449 0,003 H1—Supported
FC — PU 0,261 0,051 | 5,096 0,000 H2—Supported
SI — PU 0,274 0,026 | 10,571 | 0,000 H3—Supported
EE — PU 0,138 0,048 | 2,859 0,004 H4—Supported
PE — PU 0,472 0,036 | 12,972 | 0,000 H5—Supported
ATT -PU | 0,116 0,043 | 2,699 0,004 H6—Supported
SP — TR 0,177 0,015 | 11,649 | 0,000 H7—Supported
PU — TR 0,827 0,015 | 56,587 | 0,000 H8—Supported
PU — IU 0,914 0,041 | 22,568 | 0,000 H9—Supported
TR — U 0,143 0,040 | 3,577 0,002 H10—Supported
IU — UB 1,031 0,016 | 65,141 | 0,000 H11—Supported

Notes: C.R. is greater than 1.96, p-value < 0.01.

Source: own calculations.

According to the table, we may consider the advanced hypotheses validated and the
conceptual model proposed as being a viable one. This means that variables referring to
Safety Perception (SP), Facilitating Conditions (FC), Social Influence (SI), Expected effort
(EE), Performance Expectancy (PE), and Anxiety determined by the new technology (ATT)
have a positive effect on perceived utility (PU) for biometric security technology. From the
above group of listed variables, the Performance Expectancy has the most powerful effect on
PU, while anxiety determined by the new technology (ATT) has the weakest effect with a B of
0.116, CR=2.699 The relationship between listed variables and perceived utility highlighted
until now, means that hypotheses from Hl to H6 are supported. The effect of safety
perception (SP) upon trust (TR) is moderate with a B of 0.177, and CR=11,649, sustaining
hypothesis H7 while the effect exerted by perceived utility over trust is very strong with a § of
0.827 and CR=56,587, meaning that also the hypothesis H8 is being supported.

A strong influence is registered in the case of perceived utility (PU) over the intention
to use, a correlation that proves the acceptance of hypothesis H9. In contrast, the greatest
influence is exerted by intention to use (IU) over usage behaviour (UB) with a § of 1.031 and
CR= 65,141, also proving the acceptance of hypothesis H11.

The above-highlighted results show the validity of the conceptual model proposed and
are opening the path to extract certain valuable conclusions about the relationship between the
considered variables within the model.

The first hypothesis from the model stated that safety perception in the case of
biometric security technology use positively influences the perceived utility of this
technology. The results show that the hypothesis was accepted, meaning that people who are
concerned about the safety of the technology in terms of errors that can appear within online
transactions, the possibility that personal information regarding payments can be stolen and
the storage of such information or sharing with webservers is not safe are considering that the
biometric payment security technology can improve their quality of life or reduce
substantially the time spent with payments.

The second hypothesis deals with the relationship between facilitating conditions
regarding biometric security technology and the utility attached to this. The positive
relationship shows that people having the resources necessary to use the technology (devices
capable of using biometric ways to secure payments, access to the internet, etc.) are
considering the technology as being useful in everyday life. More and more people have the
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means today to access biometric technology with statistics that are showing a general positive
trend for the upcoming years as we stated already in the introduction of our paper
(https://www.visa.co.th/).

The positive relationship between possible social influence exerted in the case of this
technology and the perception of its utility is acknowledged within hypothesis no. 3 and
shows that there is a direct link between perceptions that rely on the importance of this
technology within social groups of the respondents, and its utility, maybe since more and
more people are embracing it. Also, the results show that people consider the opinions of
other individuals from their social groups as being positive about biometric technology, with a
favourable perception of the utility of the technology.

Hypothesis H4 sheds light on the relationship between the expected effort associated
with the usage of biometric technology and the perceived utility. The results are confirming
the relation with emphasis on the positive perception of the simple user interface (the item
loading of 0.810).

Hypothesis HS5 addresses the relationship between performance expectancy and
perceived utility. The results show the direct link between these variables, with a strong
influence exerted at the level of perception related to the increasing speed of the transactions
offered by the new technology (item loading of 0.785). The perception regarding the expected
performance was having the strongest influence among the first group of six variables from
the model confirming results from other research (Miltgen et al., 2013).

In the case of hypothesis H6, the acceptance of this hypothesis leads us to the idea that
the pressure exerted by the need to adopt a better, new technology is directly related to such
an emotionally driven need — the need for secure actions that are implying money transfer,
payments etc. has indeed a direct effect upon the degree in which people are perceiving the
intrinsic utility of such a technology. The items with the biggest loading (0.811 and 0.813)
refer to the fear of making mistakes when using the technology and the lack of confidence that
the technology can be completely understood and used. The latest result goes in the direction
of general anxiety caused by the overwhelming rhythm of the latest state-of-the-art
technologies development speed (like the ones based on Al’s latest implementation in a
variety of IT products and services) (Torkzadeh, Angulo, 1992; Harrison, Lucassen, 2019;
Hsieh et al., 2020; Henderson, Corry, 2021; Meuter et al., 2003; Capatina et al., 2020; Sejera,
Bocarnea, 2022).

Hypothesis H7 moves toward the relationship between safety perception (SP) and trust
(TR) regarding biometric security technology. According to the results, the influence is
moderate, with a stronger effect exerted at the level of concerns regarding the secure storage
of payment information (item loading of 0.780). People are more willing to trust the new
biometric technology if they are sure about the possibility of storing securely any information
regarding financial transactions. These results are in line with other conclusions from previous
research also (Ogbanufe, Kim, 2018).

Hypothesis H8 was concerned about the influence of perceived utility (PU) on trust.
Results are showing a strong relationship with a direct influence between the two variables, a
stronger effect being measured at the level of perceptions about the degree of usefulness in
everyday life and the possibility of reducing the amount of time for payments. If we assume
that perception of trust is built with the help of a continuous positive input at the level of
repeated usage of a certain technology, also in the case of biometric security technology the
sense of utility builds upon consistent positive perception over repeated usage of this
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technology seems to be a strong factor for development of trust in the technology (Ogbanufe,
Kim, 2018).

Hypothesis H9 has an important degree of similarity with hypothesis HS8, being
concerned about the influence of perceived utility (PU) on intention to use the technology
(IU). Again, our results confirm a strong correlation between these variables, a fact shown in
other studies as well (James et al., 2006; Miltgen et al., 2013; Kanak, Sogukpinar, 2017).

Hypothesis H10 refers to a widely demonstrated relationship in the context of
technology adoption in general — the one concerning the influence of the degree of trust on the
degree of intention to use a certain technology. Also, in the case of our results, this influence
appears to be pretty well represented with a stronger effect measured at the level of
willingness to overcome the perceived risk, as a measure of trust in the technology (item
loading of 0.816) and at the level of perceptions about the trust in future benefits of the
biometric security technology usage (item loading of 0.816). This idea is also sustained by
other studies as well (Pai et al., 2018; Kanak, Sogukpinar, 2017).

Hypothesis H11 gives a final touch to the tested model, proposing the influence of
intention to use biometric security technology over the usage behaviour of this technology.
Our results are confirming this relationship, actually being the most powerful effect measured
at the level of our model. This means that people who express their intention to use it clearly
remain consequent to their decision regarding the effective usage of it. The effect was very
clear at the level of the item referring to the effort toward the intention to “always use
biometric payment security technology in my daily life” (item loading of 0.834), and
frequency of using the technology (item loading of 0.839). Our results are sustained by the
previous literature in the field regarding the usage of biometric technologies (James et al.,
2006; Moriuchi, 2021; Stylios et al., 2022; Hizam et al., 2021).

Conclusions and Discussion

Biometric security technology represents a complex field that has evolved through
time shaped by factors with a social, economic and technological background. As this
technology was implying a lot of innovation, it was facing a proportional amount of social,
cultural, and legal constraints. The degree of acceptance depends on the social and cultural
values that are prevailing within the targeted population.

The future development expected for biometric security technology will imply the full
implementation of more robust and safe methods based on 3D image usage technologies, an
approach that allows a superior degree of safety for a diversified range of fields like e-
commerce, access control, immigration, Internet banking, law enforcement etc. (Dargan,
Kumar, 2020). At the same time, specialists appreciate that the development of the degree of
Al integration with biometric technology will offer the possibility for different types of
biometric security like facial recognition to be used at a very large scale as a viable alternative
to the traditional methods (like PIN or cards) for payments in retail chains and service
providers (Zhong et al., 2021).

The potential of biometric security technology is important as the need to ensure
security at different levels and in different settings is a nowadays reality. If we assess the
larger picture, the security of individuals, institutions, organisations, states and even modern
society as a whole represents a very complex background with a lot of implications at
different levels, affected by numerous factors like globalisation, international migration,
terrorism, military conflicts etc. If we narrow our analysis only to the potential implications of
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the biometric security technology in the field of financial transactions and operations, we still
may find a lot of future potential applications, which can optimize these activities and ensure
the security of individuals' and organizations’ assets, investments and the full plethora of
financial operations.

The purpose of our study was to assess the complex process of adoption of biometric
security technology in the field of financial services and payments, with the help of a model
based on TAM and UTAUT-derived variables, completed with a specific variable defined as
“anxiety determined by the forced transition to a new technology”.

The results have shown a great deal of influence on performance expectancy, followed
by social influence and facilitating conditions over the perceived utility of biometric security
technology. The importance of performance expectancy is given by the positive perception of
people about the speed that can be obtained for financial transactions using biometric
technology. The other variables, meaning social influence and facilitating conditions,
complete the picture as they contribute to the effect related to the perceived utility. The
aspects related to the means used to access biometric technology — smartphones, devices and
software capable of interacting with the capacity of the device to scan the fingerprint or retina
of the users-are playing an important role in the construction of the positive perception of
people about the utility of the technology. At the same time, positive perceptions of the
members from the social groups of the respondents regarding the usage and utility of
biometric technology have contributed to the degree of utility perceived by them.

Although the variable that was used to measure aspects regarding the possible anxiety
that may occur in front of the impossibility of using any more traditional ways to ensure
security (like passwords, email notifications etc.) did not exert the biggest influence in
comparison with the other 5 variables considered as factors for the biometric technology
perceived utility, there has been a clear effect of the fear not to make mistakes when using the
technology and a certain degree of lack of confidence related to the level of understanding the
technology.

The influence of safety perception on trust in the technology depends on the
perception of the people if the storage of their personal information is safe even of the level of
biometric characteristics. Also, the success rate for repeated usage of the technology is a
strong factor for trust development. The willingness to overcome perceived risk and the
acceptance of future benefits of the technology usage are also important elements within the
process of acceptance of the technology. Our model has had a particular approach meaning
that was proposes a clear relationship between the perceived utility of the technology and the
intention to use both as a direct relation and as a mediated one. The perceived utility will be
the base to build a strong intention to use with a superior engagement given by the trust in the
technology. We think that the “triangle” consisting of safety perceived utility, trust and
intention to use is essential in case of the biometric security technology. In comparison with
other new technology acceptance processes, biometric security must deal with a certain
specific pressure given by the importance of the need for security that has become more and
more common in the last twenty years. In the present time, consumers and businesses alike
have a huge dynamic of relationships, and among them, the management of financial assets is
a big priority. The new virtual economy and the digitalisation of businesses have imposed
models of business that are capable of fully integrating information technologies and online,
digital transactions. Therefore, financial operations that come along with e-commerce
transactions have to be managed properly with tools and methods capable of offering
efficiency and a certain degree of optimisation over time. The security of transactions and
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identity information of users is essential for this optimisation. Digitalisation and the virtual
online business environment have come with specific challenges regarding the danger that
sensible information could be exposed and the finalisation of the transactions to be affected
(Dima et al., 2023).

Our research has contributed to the assessment of the biometric technology adoption
process in the field of financial services by Romanian consumers. There is a very complex
process in which the importance of the need for secure financial transactions is translated into
specific requirements and factors that express the utility of this technology for users. Thus, the
expected performance given by the ease of use and the speed associated with biometric
technology, along with the social influence given by the positive opinion of users’ social
network members about this technology and the importance of facilitating conditions are the
main drivers for the perceptions about the degree of usefulness of the technology. Perceived
utility constructed by the contribution brought by all the six variables taken into consideration
is essential to determine the manifestation of the intention to use biometric technology. In this
equation, trust empowered by safety perception about biometric technology has a special role
also in the augmentation of the intention to use because of the special nature of the needs that
are behind the usage of biometric security technology.

The results of the research may have some practical implications for financial
institutions that are willing to promote their products or software capable of offering the
possibility to use biometric security technology to ensure the security of their client’s
transactions. The promotional effort developed to engage clients and to differentiate from the
competition may be built on the idea that people rely on their peers’ perceptions about the
utility of this technology and the net performance gain in making faster financial transactions
(Riaz et al., 2022).

The research has also a couple of limitations due to the structure of the sample and the
need to better assess variables capable of grasping specific aspects of the need for security. In
this respect, qualitative research may represent a possible future line of investigation to test
more variables that can be taken into consideration when the problem of security is deeply
analysed. Another limitation may stem from the fact that our research was not personalised for
each type of biometric security method available (facial scan, retina scan, fingerprint scan,
palm scan, etc.). It is possible that different methods have different factors that influence their
adoption and different perception from the consumers.
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RUMUNIJOS  VARTOTOJU PRITARIMAS BIOMETRINIO MOKEJIMO SAUGUMO
TECHNOLOGIJAI

Daniel Adrian Gardan, Olimpia State, Iuliana Petronela Gardan, Claudia Baicu, Maria Anca Hristea,
Daniel Moise

SANTRAUKA

Siuolaikinés finansinés operacijos reikalauja plataus jvairiy technologijy naudojimo. Dél sudétingy
finansy jstaigy ir jy klienty santykiy ir apimties atsirado didziulis informacijos kiekis ir didéjantis poreikis Sia
informacija apdoroti grei¢iau. Siuolaikinés telekomunikacijos, internetas ir elektroninés prekybos bei sandoriy
technologijos yra tik Sios délionés dalys, kuriomis galima itin dideliu mastu tvarkyti konfidencialig informacija.
Sykiu vis labiau auga poreikis apsaugoti pacig informacija, jos perdavima ir kaupima. Poreikis uztikrinti
internetiniy kanaly ir internetiniy bei ne internetiniy operacijy sasajos sauguma yra kaip niekada aktualus ir labai
svarbus tiek verslo klientams, tiek privatiems asmenims. Straipsnyje nagrinéjama, ar modelis, kurj sudaro TAM
(ang. Technology Acceptance Model, technologijy priemimo modelis) ir UTAUT (angl. Unified Theory of
Acceptance, and Use of Technology, vieninga technologijy priémimo ir naudojimo teorija) budingi kintamieji,
aiSkinantis sudétingg rysj tarp veiksniy, galinciy daryti jtaka biometriniy saugumo technologijy, tiesiogiai
taikomy finansiniy paslaugy ir mokéjimy srityje, pritaikymui, galioja.

REIKSMINILAI ZODZIAI: biometriniy mokéjimy saugumas; technologijos priémimo modelis; vartotojy elgsena.
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