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Abstract: This article provides insights into the detection, investigation and prosecution 
of counterfeit medical products in Slovenia and abroad. The article summarizes the 
reports of Interpol and the European Union’s activities in this area. It also uses the 
opinions and insights of experts in the field provided through interviews. While the scope 
of the problem surrounding counterfeit medical products has been increasing globally, 
the issue is not alarming in Slovenia. Counterfeit medical products (CFMP) were never 
found to enter the legal supply chain in Slovenia. In general, the incidence of counterfeit 
medical products in the scope of detection, investigation and prosecution is extremely 
low. The reasons for this may be in the ongoing debates about the definition of CFMPs 
and the continuing lack of public awareness about counterfeit medical products. If the 
public does not understand or even know about counterfeit medical products, they will 
fail to report potential encounters with them, thus making their detection even more 
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difficult. The research study presented in this paper has (partly) confirmed that a sound 
and socially-oriented healthcare system in which the required medicines are widely 
available represents a deterrent against  counterfeit medical products. Therefore, the 
legislative framework supporting such a system is most important.
Keywords: counterfeit medical products, detection, investigation, prosecution.

Suklastotų medicinos gaminių aptikimas ir  
tyrimas Slovėnijoje 
Santrauka: Šiame straipsnyje pateikiamos įžvalgos apie suklastotų medicinos gaminių 
aptikimą, tyrimą ir baudžiamąjį persekiojimą už juos Slovėnijoje ir kitose valstybėse. 
Straipsnyje apibendrinamos Interpolo ir Europos Sąjungos veiklos šioje srityje ataskaitos, 
taip pat naudojamos šios srities ekspertų nuomonės ir įžvalgos, pateiktos šio straipsnio 
autorių atliktų interviu metu. Nors su suklastotais medicinos gaminiais susijusios proble-
mos mastas visame pasaulyje didėja, Slovėnijoje ši problema nesulaukio didelio dėmesio. 
Nebuvo rasta suklastotų medicinos gaminių, kurie patektų į legalaus tiekimo grandinę. 
Apskritai suklastotų medicinos gaminių aptikimo, tyrimo ir baudžiamojo persekiojimo 
apimtys yra labai mažos. To priežastys gali būti susijusios su vykstančiomis diskusijose 
dėl suklastotų medicinos gaminių apibrėžimo ir nuolatinio visuomenės informuotumo 
apie juos trūkumu. Jei visuomenė nesupranta ar net nežino apie suklastotus medicinos 
gaminius, ji nepraneš apie galimus susidūrimus su jais, todėl juos aptikti bus dar sun-
kiau. Šiame straipsnyje pateiktas tyrimas (iš dalies) patvirtino, kad patikima ir socialiai 
orientuota sveikatos priežiūros sistema, kurioje reikalingi vaistai yra plačiai prieinami, 
galėtų būti veiksminga atgrasymo priemonė suklastotų medicinos gaminių prekybai. To-
dėl svarbu vystyti tokią sistemą palaikančią teisinę bazę.
Pagrindiniai žodžiai: suklastoti medicinos gaminiai, suklastotų gaminių aptikimas, 
baudžiamasis tyrimas

Introduction

The consumption of pharmaceuticals is on the rise.1 While the increased 
consumption of pharmaceuticals is, on one hand, linked to health-related issues 
of an ageing population (OECD, 2017), on the other hand, neoliberal consumer-
ism propagates unneeded consumption, including the purchase of various prod-
ucts that, by using miraculous method(s), make a person generally and overall 
“better” (Kanduč, 2013). Because the demand is quite high and thus makes the 

1 This is evident from the data available at the OECD.Stat (2019) database, which shows 
an increasing trend in the use of almost every category of pharmaceuticals. 
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pharmaceutical market attractive, increased numbers of people are trying to 
profit from that demand. As a result, this flood of legitimate medical products,2 
legitimate food and dietary supplements, as well as genuine cosmetic and beauty 
products, also encompasses a segment of providers of counterfeit medicines, 
counterfeit medical products or/and counterfeit or/and harmful dietary sup-
plements products, as well as harmful cosmetic and beauty products. Since the 
legitimate and legal market is extensive, illegal providers are able to hide easily.3 
Numerous providers market and sell numerous products, among which there 
are products that are genuine in terms of their chemical composition, however, 
their origin is questionable or misrepresented. They provide products that are 
presented as genuine, albeit their chemical composition is not. The origin of in-
gredients may also be unsuitable. Products may use improper, recycled or coun-
terfeit packaging (Hall & Antonopoulos, 2016; Harper & Gellie, 2006). 

Products may be genuine, yet they may be not allowed to be sold on a 
specific market as they have not yet been properly registered and/or approved 
or are prescription-only medical products, etc. As a result, buyers seek other 
methods of acquiring them. The variety of combinations also affects the termi-
nology that is used for labelling such products (Dégardin, Roggo, & Margot, 
2014; World Health Organization [WHO], 2017). However, there are two pre-
dominant terms that are used, i.e. counterfeit medical products and falsified 
medical products. The first category includes products that represent an in-
fringement of intellectual property rights, while the second category contains 
products that represent a health risk to consumers due to the improper mix-
ture, quantity or quality of medical product components, its production, trans-
portation, storage or any other reason (Lee et al., 2017; Planinšek, 2019). While 
the differentiation is important, in many cases, the term counterfeit medical 
product [henceforth: CFMP] is used to cover both categories. Following the 
example by Lee et al. (2017), the CFMP abbreviation is used in this paper for 
both counterfeit and falsified medical products, and when the discussion does 
not require any differentiation between them. 

2 Since reports (Interpol, 2016, 2017) indicate that apart from medicines, medical devices 
and health-related products are also subject to counterfeiting, the researchers decided to 
use the term medical products (MPs) instead of the term medicines. 

3 As the COVID-19 pandemic shows, criminal actors were quick to abuse the global un-
ease and try to generate profit by selling counterfeit medical products that would sup-
posedly prevent or alleviate the symptoms of infection or could be used in the treatment 
against COVID-19 (Europol, 2020).
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CFMPs may enter legal supply chains and/or are sold on the illegal mar-
ket. The extent of the issues revolving around CFMPs is reflected in global 
statistics. For instance, data deriving from Interpol activities, most notably its 
Pangea operations (Table 1), show the global extent of the problem, while data 
from the European Commission (Table 2) show the status within the Euro-
pean Union. Table 1 shows one more concerning issue. Among confiscated 
CFMPs thera are often products used for weight loss, muscle mass gain and 
overall improved sports performance. Doping is a highly dangerous, complex, 
but lucrative illegal business.  Donati’s (2007) report shows that products used 
in doping are manufactured in Pakistan, India or China, which are also the 
countries that are among the biggest producers of CFMP (OECD/EUIPO, 
2017; Parfitt, 2006). The ambiguity of legislation pertaining to criminal prose-
cutions of persons involved in doping subsistences trafficking, evident in some 
countries (Donati, 2007), is similar to issues of legislation relating to prosecut-
ing crimes relating to CFMP. Both doping and CFMP trafficking are linked to 
other “classical” illegal drug trafficking, as indicated in the report written by 
Donati (2007) since traffickers often use the same trafficking routes, modus 
operandi, are even the same perpetrators and, of late, are highly relayed on the 
internet for these sort of activities.

The internet is perhaps the most frequently used tool to purchase genuine 
or CFMPs (Europol, 2017; Hall & Antonopoulos, 2016; Interpol, 2018a; Leon-
tiadis & Hutchings, 2015; Orsolini et al., 2015; WHO, 2018), although not all 
studies confirm this assumption (Festinger et al., 2016; Inciardi et al., 2010). 
Studies about the online sale of medical products (henceforth: MPs) indicate 
that one of the reasons why people decide to buy them over the internet – apart 
from reasons of convenience – is also related to the price of MPs and the sense 
of anonymity (Crawford, 2003; Hall & Antonopoulos, 2016; Orsolini et al., 
2015). Perpetrators aim to reach as many buyers as possible; therefore, most of 
the sales “are carried out in the surface web (reachable by conventional search 
engines)” (Lavorgna, 2015: 234). 

The purpose of this paper is to investigate the prevalence of the CFMP and 
its detection, investigation and prosecution in Slovenia, since all neighbour-
ing countries, i.e. Austria (Interpol, 2016; Taylor, 2017), Hungary  (XpatLoop, 
2018), Italy (Agenzia Italiana del Farmaco, 2017; Gaudiano et al., 2012) and 
Croatia (Tomić et al., 2010), also report about confiscated CFMPs.
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CFMPs in Slovenia

Slovenia is susceptible to the risks posed by CFMPs due to the fact that it is 
positioned on the Balkan trafficking route, that it is strongly connected to global 
markets, that it is part of the Schengen area, and that its citizens have excellent 
access to information–communication technology (ICT) and good Internet cov-
erage/access (European Commission, n.d.). Back in 2006, studies have already 
shown that the internet was gaining popularity when it came to the purchas-
ing of legal and illegal MPs (Harper & Gellie, 2006). While some research (e.g., 
Festinger et al., 2016; Inciardi et al., 2010) shows that the internet is not always 
the predominant method for acquiring prescription-only medicines without 
such a prescription, the experts (e.g., Hall & Antonopoulos, 2016; Leontiadis 
& Hutchings, 2015; Orsolini et al., 2015), institutional reports and publications 
(Interpol, 2013, 2015, 2018a; WHO, 2018), as well as law enforcement agency  
(henceforth: LEA) reports (Europol, 2017) predominantly conclude that most 
CFMPs are sold and bought online. The EU is also aware of this issue and has 
already started regulating the sale of MPs on the internet by mandating its Mem-
ber States to develop policy and legislation regulating the online sale of MPs. The 
EU also helped in developing preventive measures, such as the introduction of a 
security logo that aims to show the legitimacy of an online website (Commission 
implementing regulation (EU) No 699/2014, 2014).

Slovenian legislation, which follows EU regulations, allows for nonprescrip-
tion MPs to be sold online. Pharmacies or specialised retailers must obtain a 
licence for the online sale of MPs and are entered in a register published by the 
Ministry of Health on its website. They need to display a security logo, which 
contains a hyperlink to the aforementioned register. Buyers may – by clicking 
on the logo – verify if the online retailer is legitimate. Though some initial errors 
with registering pharmacies allowed to sell MPs online in Slovenia were present 
initially (Frangež & Slak, 2016), these irregularities were subsequently repaired.  

The Slovenian Police participate in Interpol operations against illicit on-
line sale of medicines and MPs (Interpol 2018a), however, the overall research 
interest in CFMP-related issues is rather limited and unsystematic in Slove-
nia. To investigate the issue of CFMPs more holistically, a research study was 
designed, which investigated several immensely intertwined scopes of issues 
related to CFMPs (online CFMP buying/selling in Slovenia; CFMP detection, 
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investigation and prosecution; and CFMP prevention). Research on the online 
CFMP buying/selling in Slovenia was presented in Frangež and Slak (2016), 
while the overview and status of Slovenian law enforcement in terms of inves-
tigating of CFMP-related crimes was presented in Miklič (2019). This paper 
presents additional research which examines how police and other institutions 
tackle CFMPs in Slovenia. 

LEAs often rely on the successful work of others when it comes to CFMPs. 
Courier services, customs, etc. are usually the ones that are most often first to 
come into contact with the shipments of CFMPs, while inspection services are 
normally the ones detecting unregulated online sales or other irregularities in 
the formal markets. When CFMPs are discovered, the LEAs or prosecutors 
need experts from the field of medicine and pharmaceuticals to investigate and 
prosecute crimes related to CFMPs properly. 

Research Methods

We conducted interviews to examine how police and other actors in Slo-
venia were prepared and motivated to tackle CFMPs. In March 2018, a letter 
was sent to 31 institutions that were selected based on a literature review and 
the experience of investigators, who were part of the research team (see Miklič, 
2019). A request for cooperation was also sent to a further three institutions 
that were identified through additional research and in the scope of already 
completed interviews or were suggested by those who declined their participa-
tion in the interview. 34 letters were sent in total and recipients included elev-
en district state prosecutor’s offices, eleven district courts, the Customs Ad-
ministration and the Supervision Administration, which are both part of the 
Financial Administration of the Republic of Slovenia, the Post of Slovenia, the 
Market Inspectorate of the Republic of Slovenia, the Healthcare Directorate, 
the Slovenian Intellectual Property Office, the Agency for Medicinal Products 
and Medical Devices of the Republic of Slovenia, the Health Inspectorate of 
the Republic of Slovenia, the Centre for Clinical Toxicology and Pharmacol-
ogy, the Port of Koper, the National Institute of Public Health and a depart-
ment of the University Medical Centre Ljubljana. 

The researchers received 20 negative replies to the requests, five positive 
ones, while nine institutions did not respond. These were then contacted by tel-
ephone to investigate whether the letter had been received and why they decided 
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not to reply. In most cases, the response from the courts and prosecutors’ offices 
was negative merely because they had not (yet) encountered any cases involving 
counterfeit medicines in their work. In one case, a court reported that the person 
who tried a case involving counterfeit medicines no longer worked there, and 
in one case the proceedings were still ongoing, which is why an interview could 
not be conducted. Other institutions most commonly answered that their actual 
field of work did not cover the area of counterfeit medicines and that they were 
also not encountered in the scope of their work. One interviewee, who initially 
confirmed the participation, was not interviewed as, after a closer inspection of 
the attached questionnaire, he believed not to have sufficient experience. In the 
end, three structured interviews were conducted. Two individuals were partici-
pating in all three interviews. The interviews were audio-recorded, transcribed 
and analysed (using the Atlas.ti software). On average, the interviews lasted one 
hour. The information on the interviews is presented in Table 3 below.

TAblE 3: Structure of interviews

Inter-
view No.

No. of par-
ticipants Institution Interviewee 

codea

1 2 Prosecution
Prosecution 1
Prosecution 2

2 2 Financial Administration of the Republic of 
Slovenia [FARS]b

Fars 1
Fars 2

3 2 Agency for Medicinal Products and Medical 
Devices of the Republic of Slovenia [AMPD]

Ampd 1
Ampd 2

Total No.: 6 3 6

a  In order to protect the anonymity of interviewees, no other data are provided and the 
male gender form is used in this paper regardless of the actual or preferred gender of the 
interviewee.

b  FARS combines both the Customs and the Tax Administration; however, when sending 
the requests for cooperation, an interlocutor from the Customs Administration and the 
Supervision Administration was sought, and both Administrations were invited separate-
ly. Nevertheless, interviewees from both Administrations were interviewed together.

The National Institute of Public Health declined their cooperation in the 
study, however, its reply consisted of a letter containing 398 words, the content 
of which was found suitable for qualitative analysis. Their letter was included 
in the analysis, and is coded as “NIPH”.
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Results

CFMP detection in Slovenia 

The Customs Administration of the Financial Administration of the Re-
public of Slovenia (hereinafter: CA-FARS) is considered the primary actor in 
charge of tackling CFMPs. The interviews conducted with FARS staff, who 
are part of the CA-FARS, clearly show that they recognise the importance of 
the role they play. They tackle CFMPs independently or in tandem with other 
institutions, bodies, agencies and companies. Most notably they do it with the 
Post of Slovenia and particularly with the Slovenian Police, when they detect 
a shipment indicating that a crime was potentially committed, is taking place 
or will be committed (e.g., when the size of the detected shipment of CFMPs 
indicates that further trafficking is likely to take place). The detection of ship-
ments relies on following the necessary procedures that are used by customs 
offices worldwide, on using proper tools (e.g., risk assessment tools) and pool-
ing (exchanging) information between countries. While the Fars 1 interviewee 
stated that he has limited-to-none field experience, the Fars 2 interviewee re-
ported having more insight and stated that experience gathered on the job is 
crucial for a successful detection of problematic shipments.

FARS provided statistical data (Table 4) that shows a relatively low number 
of detention cases involving medicines. 

Similarly, low numbers of CFMP cases were reported from the AMPD and 
the prosecutor’s offices. The former reports that their employees have never 
encountered a CFMP in the legal supply chain and that they come across very 
few cases even in the informal market. However, they attribute this to the fact 
that they are rarely informed about such cases from other actors or the gen-
eral population. More cases are identified with respect to the marketing of 
CFMPs, where websites selling them are often found; however – according 
to the Ampd 1 – the search for such websites is not conducted systematically. 
Interviewees see the internet as the predominating channel for selling and 
purchasing CFMPs. They were informed that some CFMPs containing ingre-
dients for the treatment of erectile dysfunctions had been sold to minors. The 
AMPD themselves find many examples of advertisements promoting certain 
products, including those that could be classified as counterfeit medicines. The 
legislative framework of the AMPD does not provide for a proper reaction to 



Boštjan Slak, Danijela Frangež. Detection and Investigation of Counterfeit Medical Products in Slovenia

19

the identified advertisements, since advertising inspection is in the domain of 
other inspectorates and agencies. According to the Ampd 2 interviewee, other 
countries have a much better and sophisticated system of monitoring and re-
sponding to such advertisements, which means that they are also more suc-
cessful in closing down websites promoting and selling counterfeit medicines. 
Such a low detection rate is, in turn, reflected in the workload of prosecutors 
(explicit statement made by Prosecution 1). The interviewed prosecutors re-
port that they received up to five cases related to CFMPs in the 2005–2018 
period. One case went to trial, and resulted in a conviction. No evidence of a 
crime could be found in other cases. The prosecutor’s offices have not yet en-
countered any cases where CFMPs would be detected in the legal supply chain. 

TAblE 4: Slovenian customs statistics of detention cases

  2012 2013 2014 2015 2016 2017 2018a
First 

half of 
2019a

ALL CATEGORIES

Detention 
cases 555 1,334 4,053 2,669 1,089 746 435 259

No. of 
articles 830,867 198,340 506,460 3,188,323 1,289,706 196,930 701,048 202,760

Retail 
value 
(EUR)

4.3 
million

18.9 
million

12.5 
million

28.9 
million

4.9 
million

4 
million

51 
million

4.5 
million

MEDICINES

Detention 
cases 35 57 34 44 21 11 noneb noneb

No. of 
articles 1,749 4,818 4,152 2,198 676 272

Retail 
value 
(EUR)

8,745 138,090 21,060 10,990 3,500 1,930

a  The data for 2018 and 2019 were provided in a follow-up query. In the initial interview, 
data were only provided for the 2012–2017 period. 

b  The employees of the General Financial Office of the CA-FARS provided the following 
explanation about zero detected cases: “The number of detentions has decreased in the re-
cent years due to the effects of the newly adopted Medicinal Products Act, which prohibits 
the import or export of medicines by individuals in Slovenia”.
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Interviewees from prosecutor’s offices and the AMPD emphasised the need 
for some kind of an awareness-raising campaign, while the NIPH stated it was 
motivated to cooperate in such campaigns.

CFMP investigation in Slovenia 

A multidisciplinary approach and cooperation are essential when investigat-
ing CFMPs, as was underlined in all interviews. Interviewees from the AMPD 
explained that they cooperate with the CA-FARS daily, mainly in assessing the 
legality and to conduct verifications of imported products. This was confirmed 
in the interviews conducted with the FARS, who listed the AMPD and the Slo-
venian Police as the most common partners. Prosecutors cooperate with the Po-
lice, which is logical, as well as with the AMPD and the Market Inspectorate of 
the Republic of Slovenia. Paradoxically, the Market Inspectorate of the Republic 
of Slovenia refused to participate in the study stating that it “does not have the 
authority to supervise the detection and investigation of counterfeit medicinal 
products”, and this was the task of other actors. This paradox was not explored 
further – it was marked as the lack of motivation to partake in academic research 
or as miscommunication. Cooperation is important, also because the CA-FARS 
may conduct undercover purchases with a lesser burden of proof than the Slove-
nian Police. According to the Ampd 2, some examples of good practices derive 
from their cooperation with the CA-FARS, and the fact that the latter may enter 
the investigation as an undercover buyer.

Cooperation, in general, could go even further, as the interviewed prosecu-
tors expressed their interest in obtaining statistical data regarding seizures or 
work carried out by the AMPD, the CA-FARS and others, even if these cases 
were not referred to the Police or the prosecutor’s office. The interviewed pros-
ecutors have not yet cooperated with private companies. The AMPD stated that 
overall cooperation could be slightly more formalised. International coopera-
tion is useful for information sharing, albeit none of the cases encountered by 
the interviewees required international cooperation. In terms of cooperation 
regarding the issues of prevention, it was reported that awareness-raising was 
lacking. 

One of the critical questions, which were recognised in the preliminary in-
quiry into the investigation of CFMPs (also discussed in Miklič, 2019), is who 
among the LEAs should be in charge of investigating CFMP-related crimes. 
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Interviewees were asked to categorise CFMP-related crimes according to the 
type of criminality (e.g., organised crime, economic crime, etc.). While the 
Fars 1 interviewee listed crimes related to CFMPs as offences linked to or-
ganised crime, it was explained that the majority of shipments they discov-
ered were low scale and that the detected CFMPs were ordered by individuals, 
which is why no evidence of organised crime involvement could be found. 
However, the whole process of the production, sale and shipment has certain 
traits of organised crime. The opinion of the AMPD was similar, as the Ampd 
2 interviewee reported that their fellow (including CA-FARS) inspectors re-
ceived threats, and therefore recognised that CFMP-related crimes were car-
ried out by criminal groups.

CFMP prosecution in Slovenia 

The interviewed prosecutors commented that the criminal legislation 
regulating CFMPs should be amended. Most notably, the problem lies in the 
criminalisation of CFMP trafficking. The current legislation is suitable for 
prosecuting individuals, whose conduct within the MPs legal supply chain 
endangers people’s health, however, it does not properly criminalise the traf-
ficking in CFMP on the illegal market. More specifically, it lacks the definition 
of the concept “harmful to human health” in relation to CFMPs. The FARS 
also made a similar observation, as the Fars 2 interviewee suggested that the 
criminal legislation should be more precise in explaining what exactly is meant 
when the phrase “harmful to human health” is used in the relevant Article of 
the Criminal Code criminalising the production of and trafficking in harmful 
medicines. The Ampd 2 interviewee also reported a similar experience. The in-
terviewed prosecutors thus made a recommendation to amend the legislation 
by inserting a new article or amending the current ones, so that they would 
follow the example of drug trafficking and criminalise CFMP trafficking in 
a similar manner (to include possession, criminalise marketing, intention to 
sell, etc.). 

It is generally believed that the legislation covering the work of the CA-
FARS is, according to the Fars 1 interviewee, suitable and that they do not wish 
to gain more powers. The AMPD has already been working on the amend-
ments to their legislation, as well as the rules used by other inspection ser-
vices with respect to websites. Only a limited number of inspections services 
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in Slovenia has the power to shut down websites, and many of them have no 
competences in CFMP-related topics. The interviewees also share the view 
that the legislation regulating the legal supply chain is suitable. According to 
the Fars 2 interviewee, the low number of CFMP occurrences in Slovenia may 
partly also be attributed to the well-established, public and socially-oriented 
healthcare system.

The Ampd 1 interviewee observes that Slovenia’s small size is a beneficial 
preventive factor, as Slovenia represents a small market for CFMPs, however, 
this also means that legal producers are not interested in importing to the 
Slovenian market. Thus, some medicines are not officially available and are 
perhaps sought on unofficial markets. Slovenia also does not (yet) use parallel 
imports. However, interviewees also agreed that the situation regarding (food) 
supplements is even more problematic, and warned that they remain a grey 
area. According to the Ampd 2, some products that are declared as supple-
ments contain ingredients that are part of medical products and thus represent 
a health hazard. There is a lack of motivation among policymakers to ade-
quately address the issue of legislation, control, supervision and categorisation. 

Discussion and Conclusion

The results of a study, as well as data available in the Harper and Gellie 
(2006) survey, various papers (Crawford, 2003; Miklič, 2019), research con-
ducted by Hall & Antonopoulos (2016), and Orsolini et al. (2015), as well as 
reports published by Europol (2017) and Interpol (2017), enabled the research-
ers to map the life cycle of CFMPs in a manner similar to that of Dégardin, 
Roggo, & Margot (2015), and Leontiadis and Hutchings (2015). Key elements 
have been identified, which have, either independently or in combination with 
others, a certain heuristic value – they represent a potential element facilitat-
ing the detection of CFMPs. The summarised life cycle of CFMPs is, together 
with the key pre-dispositive elements, illustrated in Figure 1.

Figure 1 demonstrates several elements that may facilitate both detection 
and investigation. Cooperation among several stakeholders is crucial, as has 
been continuously recognised in research studies (Harper & Gellie, 2006). In-
dividual actors will not be able to gain data or properly contextualise such 
data, if manufacturers, health institutions, customs, LEAs, etc. will not share 
their data, information, intelligence and financial support or provide help with 
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their analysis. To unburden the LEA budgets, an analysis of the CFMP could 
sometimes be done by the manufacturer of the original MP. However, such 
steps must consider the demands of national criminal procedure legislation, 
particularly if convictions are sought. The interviewed prosecutors expressed 
interest in obtaining statistical data regarding CFMPs from other actors, even 
if the detected shipment, case, advertisement, etc. was not referred to the po-
lice or the prosecutor’s office. The question is whether this results solely from 
the greater engagement of the interviewees and whether other members of the 
Slovenian prosecutors’ offices share this view, particularly considering the low 
prevalence of CFMP-related crimes in Slovenia. 

From a criminological standpoint, multiple theories can be used to ex-
plain the behaviour patterns of perpetrators on the one hand and then buyers, 
policymakers, and LEA on the other. The most applicable is Rational choice 
theory. In contrast to illegal drug trafficking, the penalties for CFMP traffick-
ing are severely lower (if present) (as discussed in Miklič, 2019), making this 
high-profit-low-risk offence. The risk of apprehension is even lower in the case 
of online sales of CFMP. On the other hand, Merton’s (1938) strain theory 
which is easily linked to consumerism (Hayward, 2004), can be used to explain 
why people want to buy medicine online even though they perhaps know that 
it is illegal. Kanduč (2013) and Hayward (2004), in their explorative crimi-
nological works, connect consumerism as a factor connected to crime, often 
strongly building on ideas of cultural criminology. Hayward (2004), in his es-
say, describes the importance of immediate gratifications and/or satisfaction 
and sensation gathering in connecting criminality to consumer culture. If we 
build on that thought, as shown, CFMPs that fall in the lifestyle category (e.g., 
MP for treating an erectile disorder, weight loss pills etc.) are most frequently 
bought, and this is because they are also bought by persons who do not need 
such MP. However, they seek weight loss shortcuts or ways of prolonging and 
improving sexual intercourse, which is a form of immediate gratification and/
or satisfaction and sensation gathering. The question remains whether these 
buyers know about the risk related to CFMP (and if they do – do they care?). 
In contrast, if they are unaware of the illegality of their behaviour, then the 
purchase of CFMP is a form of rational economic behaviour, seeking the best 
option to gain access to otherwise expensiv medicines. Here Alfred Schütz 
(1946) notion of the social distribution of knowledge is informative. In the 
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modern world, there are numerous fields where people lack the knowledge 
to make informative decisions. Schütz (1946) makes an argument that in the 
modern world, people shift among three knowledge modes. Of an expert on 
the one end, the man on the street on the other and a well-informed citizen, 
who is placed between them. The man on the street is equipped with knowl-
edge to accomplish the most typical tasked deemed of him or her through life, 
while the expert poses in depth knowledge of certain filed. And while one can 
be an expert in one filed, (s)he can have limited knowledge of the other fields 
(Imber, 1984).  Thus, the man on the street making perfect example of CFMP 
buyer, who is uninformed about illegality or dangers of such purchases. How-
ever skilful enough to make such a purchase. They also form public opinion 
that is used to shape policymaking. An well-informed citizens however would 
poses knowledge about illegality or dangers of CFMP, thus being reluctant to 
make purchases without some guarantees of genuineness and legality of MP. 
It is therefore on the experts of the CFMP to alarm and inform on the dangers 
of the CFMP and make informed citizens. The demand for further research is 
self-evident, as it contributes to the development of detection (data mining) 
algorithms, forensic approaches, etc. Research studies, such as those conduct-
ed or supported by renowned institutions and policymakers, i.e. the Harper 
and Gellie (2006), are an excellent tool for detecting gaps, problematic areas 
or good practices, and for devising relevant recommendations following fur-
ther analyses. While much has improved (e.g., internet pharmacies have been 
appropriately addressed), some issues remain problematic. Among them, the 
continuing lack of public awareness about CFMPs is perhaps the most distress-
ing. If the public does not understand or even know about CFMPs, then they 
will also fail to report potential encounters with CFMPs, thus making their 
detection even more difficult. Studies related to community policing show that 
residents in Slovenia are willing to cooperate in crime prevention and policing 
activities (Nalla, Meško, & Modic, 2018). There are ongoing debates about the 
definition of CFMPs, which also affects the detection, investigation and pros-
ecution of CFMP-related crimes. Suitable legislation is a necessary predisposi-
tion for a successful prosecution, however, if the general public are not aware 
of the extent of the problem, there is no pressure on the national policymakers 
to amend the legislation governing LEAs and other issues to properly tackle 
CFMPs. In Slovenia, the Criminal code (2008) does not properly criminalise 
the trafficking of CFMPs on the illegal market and lacks the definition of the 



Boštjan Slak, Danijela Frangež. Detection and Investigation of Counterfeit Medical Products in Slovenia

25

FI
g

U
RE

 1
: Th

e 
C

FM
P 

(c
ou

nt
er

fe
it 

m
ed

ic
al

 p
ro

du
ct

) l
ife

 c
yc

le
 a

nd
 th

e 
m

ea
ns

 o
f d

et
ec

tin
g 

C
FM

Ps
. R

es
ea

rc
h 

fin
di

ng
s c

om
pl

em
e-

nt
ed

 w
ith

 th
e 

fin
di

ng
s p

re
se

nt
ed

 b
y 

th
e 

H
ar

pe
r &

 g
el

lie
 (2

00
6)

, C
ra

w
fo

rd
 (2

00
3)

, D
ég

ar
di

n 
et

 a
l. 

(2
01

5)
, E

ur
op

ol
 (2

01
7)

, H
al

l &
 

A
nt

on
op

ou
lo

s (
20

16
), 

In
te

rp
ol

 (2
01

7)
, l

eo
nt

ia
di

s &
 H

ut
ch

in
gs

 (2
01

5)
, M

ik
lič

 (2
01

9)
 a

nd
 O

rs
ol

in
i e

t a
l. 

(2
01

5)



ISSN 2351-6097   eISSN 2538-8754   KRIMINOLOGIJOS STUDIJOS 2022/10

26

concept of “harmful to human health” concerning CFMPs.  Therefore, incen-
tives for legislative amendments must come from abroad – and here we return 
to the importance of research –, as incentives for such amendments must be 
based on and supported by science. 

Finally, with respect to the legislation, the research study presented in 
this paper has, similarly to Leontiadis & Hutchings (2015) or Orsolini et al. 
(2015), (partly) confirmed that a sound and socially-oriented healthcare sys-
tem in which the required medicines are widely available, represents a deter-
rent against CFMPs. Therefore, the legislative framework that supports such a 
system must be maintained.

References

Agenzia Italiana del Farmaco. (2017). Falsified, illegal and stolen medicines. http://
www.agenziafarmaco.gov.it/en/content/falsified-illegal-and-stolen-medicines-0

Commission implementing regulation (EU) No 699/2014. (2014). Commission imple-
menting regulation (EU) No 699/2014. Official Journal of the European Union, L 
184, 5–7.

Council of Europe (Ed.). (2006). Counterfeit medicines: Survey report. Council of Eu-
rope Publishing.

Crawford, S. Y. (2003). Internet pharmacy: Issues of access, quality, costs, and regula-
tion. Journal of Medical Systems, 27(1), 57–65. edb.

Criminal code (KZ-1). (2008). Official Gazette of the Republic of Slovenia, (55/08).  
Dégardin, K., Roggo, Y., & Margot, P. (2014). Understanding and fighting the medi-

cine counterfeit market. Journal of Pharmaceutical and Biomedical Analysis, 87, 
167–175. https://doi.org/10.1016/j.jpba.2013.01.009

Dégardin, K., Roggo, Y., & Margot, P. (2015). Forensic intelligence for medicine 
anti-counterfeiting. Forensic Science International, 248, 15–32. https://doi.
org/10.1016/j.forsciint.2014.11.015

Donati, A. (2007). World traffic in doping substances. World Anti-Doping Agency. 
https://www.wada-ama.org/sites/default/files/resources/files/WADA_Donati_Re-
port_On_Trafficking_2007.pdf

European Commission. (n.d.). Digital Economy and Society Index Report 2019—Con-
nectivity. https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60010

Europol. (2017). European Union serious and organised crime threat assessment: 
Crime in the age of technology. http://bookshop.europa.eu/uri?target=EUB:NOTI
CE:QL0417236:EN:HTML

Europol. (2020). Rise of fake ‘corona cures’ revealed in global counterfeit medicine 
operation. Europol. https://www.europol.europa.eu/newsroom/news/rise-of-fake-
%E2%80%98corona-cures%E2%80%99-revealed-in-global-counterfeit-medicine-
operation



Boštjan Slak, Danijela Frangež. Detection and Investigation of Counterfeit Medical Products in Slovenia

27

Fake Medicines Worth Over EUR 460,000 Seized In Hungary. (2018, October 25). Fake 
Medicines Worth Over EUR 460,000 Seized In Hungary [ImageXpatLoop.com]. 
http://www.xpatloop.com/channels/2018/10/fake-medicines-worth-over-eur-
460000-seized-in-hungary.html

Festinger, D. S., Dugosh, K. L., Clements, N., Flynn, A. B., Falco, M., McLellan, A. 
T., & Arria, A. M. (2016). Use of the Internet to obtain drugs without a prescrip-
tion among treatment-involved adolescents and young adults. Journal of Child 
& Adolescent Substance Abuse, 25(5), 480–486. https://doi.org/10.1080/106782
8X.2015.1103345

Frangež, D., & Slak, B. (2016). Online counterfeit medicine trade in Slovenia. In G. 
Meško & B. Lobnikar (Eds.), Criminal justice and security in Central and Eastern 
Europe: Safety, security, and social control in local communities: Conference pro-
ceedings (pp. 337–350). Faculty of Criminal Justice and Security.

Gaudiano, M. C., Manna, L., Rodomonte, A. L., Bartolomei, M., Bertocchi, P., Gal-
linella, B., Antoniella, E., Muleri, N., Civitelli, G., Alimonti, S., Romanini, L., Ru-
fini, L., & Valvo, L. (2012). A Survey on Illegal and Counterfeit Medicines for the 
Treatment of Erectile Dysfunctions in Italy. The Journal of Sexual Medicine, 9(8), 
2130–2137. https://doi.org/10.1111/j.1743-6109.2012.02770.x

Hall, A., & Antonopoulos, G. A. (2016). Fake meds online: The internet and the trans-
national market in illicit pharmaceuticals. Palgrave Macmillan.

Hayward, K. J. (2004). Consumer Culture and Crime in Late Modernity. In C. Sumner 
(Ed.), The Blackwell companion to criminology (pp. 143–161). Blackwell Publish-
ing.

Imber, J. B. (1984). The well-informed citizen: Alfred Schutz and applied theory. Hu-
man Studies, 7(11), 117–126. https://doi.org/10.1007/978-94-009-6228-6_2

Inciardi, J. A., Surratt, H. L., Cicero, T. J., Rosenblum, A., Ahwah, C., Bailey, J. E., Dart, 
R. C., & Burke, J. J. (2010). Prescription drugs purchased through the internet: Who 
are the end users? Drug and Alcohol Dependence, 110(1–2), 21–29. https://doi.
org/10.1016/j.drugalcdep.2010.01.015

Interpol. (2013, June 27). International operation targets online sale of illicit medicines. 
https://www.interpol.int/News-and-Events/News/2013/International-operation-
targets-online-sale-of-illicit-medicines

Interpol. (2015, June 18). Interpol-coordinated operation strikes at organized crime 
with seizure of 20 million illicit medicines. https://www.interpol.int/News-and-
Events/News/2015/INTERPOL-coordinated-operation-strikes-at-organized-
crime-with-seizure-of-20-million-illicit-medicines

Interpol. (2016, June 9). Online sale of fake medicines and products targeted in INTER-
POL operation. https://www.interpol.int/News-and-Events/News/2016/Online-
sale-of-fake-medicines-and-products-targeted-in-INTERPOL-operation

Interpol. (2017, September 25). Millions of medicines seized in largest INTERPOL 
operation against illicit online pharmacies. https://www.interpol.int/en/News-and-
Events/News/2017/Millions-of-medicines-seized-in-largest-INTERPOL-opera-
tion-against-illicit-online-pharmacies



ISSN 2351-6097   eISSN 2538-8754   KRIMINOLOGIJOS STUDIJOS 2022/10

28

Interpol. (2018a). Operations. https://www.interpol.int/Crime-areas/Pharmaceutical-
crime/Operations

Interpol. (2018b, October 23). Illicit online pharmaceuticals: 500 tonnes seized in glob-
al operation. https://www.interpol.int/News-and-Events/News/2018/Illicit-online-
pharmaceuticals-500-tonnes-seized-in-global-operation

Kanduč, Z. (2013). Politika, pravo, ekonomija in kriminal: Kriminološke refleksije 
postmoderne družbe in kulture. Inštitut za kriminologijo pri Pravni fakulteti.

Lavorgna, A. (2015). The online trade in counterfeit pharmaceuticals: New criminal 
opportunities, trends and challenges. European Journal of Criminology, 12(2), 
226–241. https://doi.org/10.1177/1477370814554722

Lee, K. S., Yee, S. M., Zaidi, S. T. R., Patel, R. P., Yang, Q., Al-Worafi, Y. M., & Ming, L. C. 
(2017). Combating sale of counterfeit and falsified medicines online: A losing battle. 
Frontiers in Pharmacology, 8, 268. https://doi.org/10.3389/fphar.2017.00268

Leontiadis, N., & Hutchings, A. (2015). Scripting the crime commission process in the 
illicit online prescription drug trade. Journal of Cybersecurity, tyv006. https://doi.
org/10.1093/cybsec/tyv006

Merton, R. K. (1938). Social structure and anomie. American Sociological Review, 3(5), 
672–682. https://doi.org/10.2307/2084686

Miklič, D. (2019). Odkrivanje, preiskovanje in dokazovanje ponarejenih zdravil. 
In B. Slak & D. Frangež (Eds.), Ponarejena zdravila v teoriji in praksi (pp. 73–
91). Univerzitetna založba Univerze: Fakulteta za varnostne vede. https://doi.
org/10.18690/978-961-286-274-9

Nalla, M. K., Meško, G., & Modic, M. (2018). Assessing police–community relation-
ships: Is there a gap in perceptions between police officers and residents? Policing 
and Society, 28(3), 271–290. https://doi.org/10.1080/10439463.2016.1147564

OECD. (2017). Health at a Glance 2017: OECD Indicators. OECD Publishing.
OECD/EUIPO. (2017). Mapping the real routes of trade in fake goods. OECD Publish-

ing.
OECD.Stat. (2019). Pharmaceutical Market. https://stats.oecd.org/Index.aspx?Dataset 

Code=HEALTH_STAT
Orsolini, L., Francesconi, G., Papanti, D., Giorgetti, A., & Schifano, F. (2015). Profiling 

online recreational/prescription drugs’ customers and overview of drug vending 
virtual marketplaces: Profiling the online drugs’ consumers. Human Psychophar-
macology: Clinical and Experimental, 30(4), 302–318. https://doi.org/10.1002/
hup.2466

Parfitt, T. (2006). Russia cracks down on counterfeit drugs. The Lancet, 368(9546), 
1481–1482. https://doi.org/10.1016/S0140-6736(06)69619-0

Planinšek, D. (2019). Preprečevanje vstopa ponarejenih zdravil v zakonito dobavno 
verigo. In B. Slak & D. Frangež (Eds.), Ponarejena zdravila v teoriji in praksi (pp. 
143–162). Univerzitetna založba Univerze: Fakulteta za varnostne vede. https://doi.
org/10.18690/978-961-286-274-9

Schütz, A. (1946). The well-informed citizen: An essay on the social distribution of 
knowledge. Social Research, 13(4), 463–478.



Boštjan Slak, Danijela Frangež. Detection and Investigation of Counterfeit Medical Products in Slovenia

29

Taylor, P. (2017, April 7). Austria says counterfeit seizures spike in 2016. https://www.
securingindustry.com/pharmaceuticals/austria-says-counterfeit-seizures-spike-
in-2016/s40/a3951/

Tomić, S., Milcić, N., Sokolić, M., Sucić, A. F., & Martinac, A. I. (2010). Ima li u Hrvat-
skoj krivotvorenih lijekova? [Are there counterfeit medicines in Croatia?]. Lijec-
nicki Vjesnik, 132(3–4), 81–86.

World Health Organization (WHO). (2017). Global surveillance and monitoring sys-
tem for substandard and falsified medical products. World Health Organization. 
http://www.who.int/medicines/regulation/ssffc/publications/GSMS_Report.pdf

World Health Organization (WHO). (2018, January 31). Substandard and falsified 
medical products. https://www.who.int/news-room/fact-sheets/detail/substand-
ard-and-falsified-medical-products


	Detection and Investigation of Counterfeit Medical Products in Slovenia 
	Abstract
	Suklastotų medicinos gaminių aptikimas ir tyrimas Slovėnijoje. Santrauka 

	Introduction
	CFMPs in Slovenia
	Research Methods
	Results
	CFMP detection in Slovenia
	CFMP investigation in Slovenia
	CFMP prosecution in Slovenia

	Discussion and Conclusion
	References

