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Anotacija. Siame straipsnyje daugiausiai démesio skiriama Lietuvos kibernetinio saugu-
mo teisés akty analizei ir galimoms problemoms, kurios egzistuoja ar egzistuos, atsizvel-
giant j dabartines grésmes ir Europos Sgjungos teisés pokycius.

Raktiniai ZodZiai: Kibernetinis saugumas, Kibernetinio saugumo reglamentavimas,
Kibernetinio saugumo politika, Duomeny apsauga.

Introduction

In 2021, during President von der Leyen’s State of the Union address, cybersecu-

rity is one of the main priorities of the European Union because of all threats that
exist. To become a leader in this field, the EU started to adopt several directives and
regulations, the reformation and creation of a new body, the European Union Agency
for Cybersecurity, etc. Lithuania is also interested in strengthening its cybersecurity,
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given the fact of periodic attacks and threats from Russia (especially during Russia’s
invasion of Ukraine). Therefore, this topic is extremely relevant to Lithuanian law-
makers concerning digital security legislation. This article analyses a variety of pos-
sible challenges that Lithuania might face, both with the adoption of new legislation
and the correction of old mistakes that, unfortunately, still exist.

The purpose of this article is to analyse and summarise all the legislative cyber-
security issues and challenges that the Lithuanian authorities are facing. In order to
achieve the purpose of this study are relevant following tasks: 1) analysis of Lithu-
anian cybersecurity situation; 2) overview of Lithuania’s current threats and legal
problems; 3) analyse current national laws on cybersecurity; 4) analysis of interna-
tional law concerning Lithuanian legislation; 5) providing recommendations. The
object of this research is the analysis of European Union (EU) and Lithuanian cy-
bersecurity legislation, executive documents of the National Cyber Security Centre
(NCSC) and the Ministry of Defence, and reports of international and national bod-
ies. The paper applies the linguistic method, which is used to interpret concepts and
analyse their content; the analytical method is used to uncover the problems of legal
regulation by examining certain aspects in their essence; the comparative method
assesses Lithuanian, European Union and international regulation, as well as assess-
ing practical scenarios to address future technical, economic or social challenges.

1.1. Lithuanian cybersecurity situation and key measures

Lithuania has been recognised in various global indices for its strong position in
cybersecurity. For example, the ITU Global Cybersecurity Index 2020 ranked Lithu-
ania sixth in the world, and the Foundation’s E-Government Academy Cybersecurity
Index 2021 ranked it second, highlighting its progress in this area. According to the
NCSI, Lithuania ranks second in global cybersecurity metrics. The NCSI evaluates
countries based on several indicators, including legal, technical, organisational, ca-
pacity building, and cooperation aspects.

The high level of cybersecurity was even confirmed by the Lithuanian Cyber Secu-
rity Council. As we understand it, the authorities have a focus on the NIS2 Directive,
namely its integration into the Lithuanian national system, and the adoption of recom-
mendations from the audit “Ensuring Cybersecurity” carried out by the National Audit
Office of Lithuania.

The National Cyber Security Centre of Lithuania (NCSC) has been actively pro-
viding recommendations and guidelines for critical infrastructure operators, focusing
on preventive cybersecurity measures. Particular attention was paid to the continuity
of operational plans and training programs. In April 2022, exercises were conducted
to test the secure state data transmission network and assess the institutional capacity
to use it, ensure timely information exchange and response to potential threats be-
tween cybersecurity entities.
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Lithuania is also focusing on educational initiatives to strengthen its cybersecurity
capabilities. Universities such as Mykolas Romeris University, Kaunas University of
Technology and Vilnius University offer specialised cybersecurity programs, contrib-
uting to the training of qualified professionals in the field. In addition, Lithuania’s
digital infrastructure is outstanding: the country is recognized for its availability of
digital skills, 4G internet coverage, and one of the fastest public Wi-Fi speeds in the
world.

In addition, employees of the state and critical information infrastructure were
encouraged to responsibly assess increased cybersecurity risks. More than 1,200 state
and municipal employees completed a comprehensive three-day cybersecurity train-
ing, and another 2,400 civil servants attended shorter NCRC training on basic cyber-
security knowledge. A special course was also organised for Lithuanian organisations
supporting Ukraine.

But, as you will see later, the paper deliberately minimises its reliance on broad
doctrinal analysis (especially Lithuanian) to focus on real-world applications and
challenges in the cybersecurity domain of Lithuania and the European Union. There
is no doctrine on cybersecurity in general yet. Therefore, it focuses on current EU
legislation and global cyber threats, providing a direct, applied assessment of the is-
sues at hand rather than theoretical discourse. Given that EU and Lithuanian cyber-
security legislation is still in its infancy, largely based on research by EU agencies
and organisations, this focus allows for a better understanding of new areas such
as anti-hacking policies and the protection of critical actors in the changing global
cybersecurity environment.

Despite these precautions and innovations, cybercrime is happening, and before
we look at the legal framework of these incidents, we must consider what kind of
crimes are happening. By doing so, we will determine which crimes require the most
attention in terms of legal response.

1.2. Brief overview of Lithuania’s current threats

Lithuania, like many other countries, is a regular victim of cyberattacks, with both
individuals and public bodies losing hundreds or even millions of euros and large
amounts of data. It is particularly noteworthy that the same year 2022 was marked by
Russia’s invasion of Ukraine, which had a significant impact on the cyber landscape
both in Ukraine and abroad. Of course, one of the features of cybercrime is its “un-
traceability”, but Russia is dealing a serious blow to the cybersecurity of Lithuania,
Ukraine and the European Union.

For example, an attack on the KA-SAT satellite network on 24 February 2022 led
to disruptions in internet services in several European countries. For the first time,
the EU publicly accused Russia of this attack.
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As for Lithuania, while the total number of cyber incidents recorded by the NCSC
remained the same as in 2021, the number of distributed denial-of-service (DDoS)
attacks increased, especially in June 2022, targeting Lithuanian public and private
sector websites. These attacks, claimed by groups supporting the policies of the Rus-
sian Federation, attempted to influence more than 130 publicly accessible websites.
It is noteworthy that Lithuania not only withstood these attacks without damage to
the websites, but also became stronger by devoting more attention and resources to
cybersecurity. But at the same time, for example, phishing campaigns are still hap-
pening, especially because of the war.

In 2022, cybercrime in the digital space doubled (by 52%) compared to the previ-
ous year, with financial gain being the main motive. In Lithuania alone, cybercrimi-
nals have successfully lured almost €12 million from citizens and businesses. NCSC
reported 4,080 cyber incidents in 2022, similar to 2021, with a marked increase in
the number of DDoS attacks. Most incidents were related to the spread of malware,
phishing attacks aimed at extracting confidential information, and attempted intru-
sions. Similarly, ransomware attacks were among the most common types of cyber
incidents in Europe (report of NCSC 2022).

But we should not forget about possible risks, for example, in the 2024 Lithuanian
presidential election or the European Parliament elections. Although there were no
cybercrimes against elections in the last elections. There were cyber incidents in Po-
land and Slovakia last year, which, of course, did not affect the elections, but under-
mined the situation. We should also add the fact of the spread of Al technologies and
Russia’s war against Ukraine, whose aggressor has repeatedly tried to interfere with
the cybersecurity of other countries.

Given the fact that the largest number of cyber incidents were against government
organisations or organisations that own critical infrastructure, we will focus on such
bodies. Moreover, they are more regulated and more controlled by the authorities,
but they also have certain problems, which we will discuss further.

2. Existing Legal Framework in Lithuania

2.1. Analysis of current national laws related to cybersecurity

Lithuania, like other European Union member states, aligns its cybersecurity reg-
ulations with European Union directives and regulations. Therefore, national legis-
lation needs to be analysed first, before focusing on EU legislation and comparing
Lithuanian and EU legislation.

The main aim of Republic of Lithuania law on Cyber Security is to ensure the pre-
vention, suppression and investigation of cybercrime. The law sets out the principles
on which cybersecurity is based: non-discrimination in cyberspace, the essence that
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same laws and values must apply in cyberspace as in physical space; proportionality
of cybersecurity, means that legal, technical measures must not restrict the activities
of cybersecurity entities in cyberspace more than is necessary; the primacy of the
public interest — foremost ensure the protection of the public interest, but also can not
substantially violate the rights of consumers. All these principles must be mutually
compatible, without allowing one principle to take precedence over the other.

This law defines cybersecurity principles, institutions which develop and imple-
ment cybersecurity policy, powers of these institutions, determines duties of cyber-
security entities and the inter-institutional cooperation (Article 1(1) of Republic of
Lithuania law on Cyber Security). The law states that the strategic objectives and
priorities of the cybersecurity policy and the measures necessary to achieve them
are determined by the Government of the Republic of Lithuania, which affirms the
National Cyber Security Strategy, the institutional structure of Cybersecurity council,
the organisational and technical requirements for cybersecurity, the National cyber
incident response plan and cybersecurity risk management (). In addition, without
Government, two ministries have powers in this field. The first is the Ministry of
National Defence of the Republic of Lithuania, which formulates the cybersecurity
policy, organises control and coordinates its implementation, develops and submits
organisational and technical cybersecurity requirements and other functions estab-
lished by the legislation of the Republic of Lithuania (ibis, article 6). The second one
is the Ministry of the Interior, which develops and provides the methodology for the
identification of information infrastructure and the information infrastructure and
other (ibis, article 7). These different but at the same time similar responsibilities
assigned to two ministers often reveal one of the biggest problems in lithuanian leg-
islation. In practice, when it comes to the adoption of new legislation, disagreements
arise as to who has to adopt it and whose duty it is.

In addition to the above mentioned law, the Criminal Code of the Republic of
Lithuania is directly related to cybersecurity. The chapter “Crimes against securi-
ty of electronic data and information systems®, articles 196 to 198 of Code provide
criminal responsibility for physical and legal persons who have caused significant
damage. For example, regulated cases include those who destroyed, damaged or re-
placed computer information; those who destroyed, damaged or replaced a program
on a computer, or installed a program on a computer that disrupted or modified the
operation of a computer's network, data bank or information system. Also, who has
misappropriated, publicly disseminated, distributed or otherwise used computer in-
formation preserved by law.

In Lithuania, and other legislation sets out requirements and measures related to
cybersecurity. It includes the law on electronic communications which regulates this
sector and provides for measures on the security of information and communication
networks and services, the law on legal protection of personal data which regulates
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the processing of personal data, legislation on information systems of the state and
its administration, and financial institutions obliged to comply with additional re-
quirements set out in specific legislation. These mentioned legal acts are interrelated
in specific areas of activity and these provisions have direct and indirect effects on
cybersecurity issues. In summary, cybersecurity entities must consider all relevant
legislation to ensure that their cybersecurity activities are fully compliant with legal
requirements.

2.2. Analysis of The National Cyber Security Strategy

The National Cyber Security Strategy (hereinafter Strategy) sets out the main
guidelines for the country’s cybersecurity efforts, both in the public and private sec-
tors. It has been prepared considering the findings of the studies carried out and pro-
posals of the representatives of the public and private sectors and is in line with the
Programme of the Government of the Republic of Lithuania, the National Security
Strategy, the Law of the Republic of Lithuania on Cyber Security, and the provisions
of the European Union Strategy. The implementation of the Strategy has five purpos-
es: to strengthen cybersecurity and the development of cyber defence capabilities; to
ensure the prevention and investigation of criminal offences; to induce a culture of
cybersecurity and the development of innovations; to strengthen close public-private
and international cooperation; and to ensure the fulfilment of the international obli-
gations in cyber security.

The first objective of the Strategy is to strengthen the country’s cybersecurity and
develop defence capabilities. Lithuania, like other countries with developed broad-
band infrastructure is becoming attractive not only to individuals, groups or organ-
ised groups, but also to the State Security Department of the Republic of Lithuania
(DSS) and the Second Operational Services Department under the Ministry of Na-
tional Defence of the Republic of Lithuania (AOTD) in the annual Threats to Nation-
al Security Report states that Lithuania is constantly confronted with various types of
cyber incidents aimed at compromising the country’s information resources, critical
information infrastructure and information infrastructure of national security sig-
nificance.

The second objective of the Strategy is to ensure the prevention and investigation of
cybercrime. Cybercrime harms the global economy, causing billions of euros of dam-
age per year (European Cybercrime Centre (EC3), 2017 Internet Organised Crime
Threat Assessment (IOCTA)). Criminals are not only interested in financial misap-
propriation but in data misappropriation in general. To prevent cybercrime, which
is constantly evolving and taking new forms, it is important to develop cross-bor-
der cooperation and information exchange, and law enforcement personnel must be
well prepared to assess, identify and investigate threats. Furthermore, countries must
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comply with international obligations, international standards in cybersecurity, not
only at the legal level but also at the practical level.

The third objective of the Strategy is to foster a culture of cybersecurity and in-
novation. In order to raise the cybersecurity culture of the Lithuanian population,
continuous dissemination of information must be ensured, including up-to-date in-
formation on incidents.

The fourth objective of the Strategy is to strengthen close cooperation between the
public and private sectors. The private sector, with its capital, is in a better position to
invest in cybersecurity threat assessment, qualified employees and security systems.
However, the private sector is often unable to manage cyber incidents on its own, of-
ten beyond the boundaries of its organisation. Public-private cooperation and mutual
trust are therefore a prerequisite for comprehensive cybersecurity. The Cybersecurity
Information Network (further on Network) is used to implement public-private co-
operation. One of the objectives of the Network is to share information on potential
and actual cyber incidents, as well as recommendations, guidance, technical solutions
and other tools to ensure cybersecurity and cooperation between Network members
in the field of cybersecurity. The benefits of ICT! are undeniable, but this raises the
question of how to respond effectively to security gaps that are detected. As security
vulnerabilities are sought by individuals with different objectives, it is important to
enable the person who has found a security vulnerability and wishes to remedy it to
cooperate with the cybersecurity actors whose ICT security vulnerability has been
exposed. Therefore it is important to develop responsible public-private disclosure
of ICT security vulnerabilities, which will be achieved by promoting a culture of
self-protection and responsible behaviour in cyberspace, improving the performance
of law enforcement authorities’ functions in the fight against cybercrime and ensur-
ing operational international cooperation in the investigation of cybercrime, and de-
veloping effective cooperation between law enforcement authorities and research and
academic institutions, the public-private community and the general public.

The fifth objective of the Strategy is to strengthen international cooperation and
ensure compliance with international obligations in the field of cybersecurity. Consid-
ering the borderless nature of cyber threats and risks, Lithuania will strive to strength-
en national cybersecurity actively cooperating with partners, by concluding an inter-
national agreement on the legal regulation of cyberspace and targeting international
forums for addressing cybersecurity and global internet governance issues. Lithuania
has set itself the objective of focusing on cooperation with NATO, the EU and other
countries to avoid duplication of functions and activities. Not only at the national level
but also in the European Union, the benefits of cooperation are being highlighted and
identified not only in theory but also in practice. The EU Strategy (2022) describes how

! Information and communication technology
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the EU can harness and strengthen the tools and resources to become technologically
sovereign. All four cyber communities - internal market, law enforcement, diplomacy,
defence - need to work more closely together to achieve common threat awareness, re-
spond jointly to cyber attacks, and set out plans to cooperate with partners around the
world to ensure international security and stability in cyberspace.

2.3. Analysis of international law concerning Lithuanian legislation

One of the first and main laws is EU Regulation 2019/881, commonly known as the
Cybersecurity Act. This is important for two main reasons. Firstly, it established ENI-
SA (The European Union Agency for Cybersecurity), whose task is to contribute to
the overall improvement of cybersecurity in the EU, support policy development and
implementation, and assist Member States in preparing for and responding to cyber
threats. Secondly, it created a cybersecurity certification system. The regulation intro-
duces a certification system for information and communication technology (ICT)
products, services and processes from a cybersecurity perspective. This pan-Euro-
pean cybersecurity certification scheme aims to ensure a high and consistent level of
cybersecurity of digital products and services across all EU Member States.

After that, one of the most recent but significant directives, Directive (EU)
2022/2555, also known as NIS 2, is a significant step forward in the European Union’s
approach to cybersecurity legislation. It replaces the previous Network and Informa-
tion Security (NIS) Directive (The NIS Directive 2016/1148) and aims to respond to
the changing threat landscape by establishing a higher overall level of cybersecurity
in the EU.

For example, The NIS 2 broadens the range of sectors and entities under its pur-
view, specifically targeting essential and important entities in sectors such as ener-
gy, transport, finance, and digital services. Directive also grants national authorities
enhanced powers for the supervision and enforcement of its provisions, including
conducting on-site inspections and security audits. In addition, Member States have
until October 17, 2024 to adopt the necessary measures to comply with Directive NIS
2 (EU) 2022/2555. The Directive will enter into force on October 18, 2024. Therefore,
Lithuania does not have a lot of time and already needs to propose a new draft version
of the cybersecurity legislation (we will discuss this in the next sections).

But, in our opinion, and the opinion of many experts, the peculiarity of this di-
rective is the possibility of the main management responsible for cybersecurity being
brought to justice for its violation. It is envisaged that private organisations may face
a minimum penalty of 2 percent of their annual turnover or up to EUR 10 million.
This is nothing new, as it is already in place, for example, in the GDPR. But at the
same time, the Directive is not limited and allows for not only administrative but also
criminal liability.
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An equally important regulation is the Digital Operational Resilience Act
(DORA). This is a specialised directive that fills a significant gap in EU financial reg-
ulation. It focuses on cyber risk management and establishes rules relating to ICT risk
management, incident reporting, operational resilience testing, and monitoring of
third-party ICT risks. This law recognizes that ICT incidents and lack of operational
resilience can pose a threat to the stability of the entire financial system, even if there
is “sufficient” capital allocated to traditional risk categories. The DORA is a legal act
of direct effect in EU member states, so it does not require adoption by the Seimas
of Lithuania.

The importance of DORA lies in the fact that it is similar to NIS2, but regulates
only financial institutions, regardless of the number of employees and capital. NIS 2
states that if sectoral laws, such as the DORA in the field of finance, establish cyber-
security measures equivalent to the NIS 2 Directive for key entities, then the NIS 2
rules do not apply and the sectoral laws prevail. If sectoral legislation does not cover
all entities, the NIS 2 rules still apply (Article 4(1) of the NIS 2 Directive). Directive
also considers sectoral cybersecurity measures to be equivalent if they are consistent
with the measures referred to the NIS 2 Directive (ibis, articles 21(1) and (2), article
4(2)(a)).

In addition, there is a Critical Entities Resilience, a security-focused legislation
applicable across the EU. It replaces Directive 2008/114/EC. Unlike NIS2, which
concentrates on cybersecurity, CER’s goal is to establish a comprehensive framework
addressing the resilience of critical entities against various hazards, including both
natural and human-made, accidental or deliberate.

There are also many other directives that focus on specific areas of cybersecurity
that are important for this paperwork. These include:

o The European Electronic Communications Code (EECC) - is aimed at the reg-

ulatory framework of the telecommunications sector; ibis, articles 21(1) and
(2), article 4(2)(a)

« Regulation (EC) No 460/2004 - declare the establishment of the European
Network and Information Security Agency (ENISA) - EU Agency in order to
prevent, address, and respond to network and information security problems
of EU-members and of organisation in general;

o The General Data Protection Regulation - about user’s data and main points
about duties of data protection officers (to protect and/or notify about all pos-
sible breaches).

In conclusion, the European Union has many cybersecurity regulations in general:
most of the Directives and Regulations are new and have not even entered into force
yet. Therefore, Lithuanian lawmakers are now facing new challenges that no other
member state has ever experienced, which we will analyse further.
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3. Main legal risks and problems in Lithuanian legislation

The adoption of the recent legislative framework in the European Union, as well
as the corresponding changes in Lithuanian cybersecurity, is a commendable step
towards addressing the existing problems. These legislative efforts are expected to
address a significant number of prevalent problems. On the other hand, it should be
recognised that such regulatory changes do not fully cover all the challenges specific
to the Lithuanian context and, paradoxically, may create additional challenges for the
country’s legislature.

3.1. Problems with ARSIS

Entities managing and (or) processing state information resources must ensure
the organisational and technical cybersecurity requirements set out in the Republic
of Lithuania law on Cyber Security and other legal acts. They have to organise and
carry out a risk assessment of communications and information systems at least once
a year or after major organisational or systemic changes and submit it for the elimi-
nation of disruptions to ARSIS (Valstybés informaciniy istekliy atitikties elektroninés
informacijos saugos reikalavimams stebésenos sistema), the system for monitoring
compliance of state information resources with the requirements for the security of
electronic information.

The purpose of ARSIS is to collect and evaluate information, identify existing
breaches, analyse information security risks, and develop risk management. The in-
formation obtained during the national cybersecurity risk assessment needs to be
used to make strategic decisions that will affect the organisations operations and
business continuity and ensure compliance with the requirements of the legislation
of the Republic of Lithuania. To achieve its strategic objectives, each organisation
must monitor and evaluate the effectiveness of its activities and the risks it faces, and
this requires continuous and organised monitoring because in that way it shows the
change in progress over a given period and identifies the strategic problems that need
to be solved.

The report of National Audit Office (Valstybinio audito ataskaita ,,Kibernetinio
saugumo uztikrinimas”, 2022 m. spalio 27d. Nr. VAE-10) stated that 38% (81 out of
212) of the surveyed cybersecurity entities had not carried out a cybersecurity risk as-
sessment during the 3 years (2019-2021) also a significant proportion of the surveyed
entities had not conducted a cybersecurity risk assessment at all (56% or 74 out of
131) and did not provide information on identified cybersecurity risks to the NCSC.
This analysis shows that the failure to carry out an assessment has led to a failure
to assess security management systems and, where necessary, to address the issues
that have arisen. According to cybersecurity entities, ARSIS is ineffective, the func-
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tionality of the system is not sufficiently utilised, and it does not provide feedback to
facilitate the implementation of requirements by cybersecurity entities. According
to the managers and administrators of state information resources, the reason why
security compliance assessments are not carried out is the lack of human resources,
competence and funding. The process of cybersecurity risk evaluation requires spe-
cific knowledge in this field and the specialists performing the risk assessment of the
institutions are not able to qualitatively assess the cybersecurity risks, which is why it
is appropriate to have risk assessment guidelines. However, the problem is that there
is no national guidance on the specific risk assessment methodology to be used by
cybersecurity entities, which does not allow for digitised security compliance. The
framework is important in terms of the information gathered, but it does not contain
aggregation, assessment indicators, insights. Entities indicated that ARSIS is only an
archive of paper documents, whereas the system should be a tool to see the big pic-
ture and compare it with others. The recommendations for improvements were to
be implemented by 1 June 2019, but problems have not been resolved, as the current
software code does not allow for the extension of ARSIS functionality. In addition,
another problem is that there is no consolidated legal framework for cybersecurity
and electronic information security. The legislation requires all cybersecurity entities
to carry out a risk assessment of their communication and information systems but
does not require the results of the risk assessment to be made available to the respon-
sible public authorities. However, The Lithuanian Ministry of National Defence with
other institutions is working on the draft amendments to the law on cybersecurity,
which will be released in March and it should solve this problem.

To solve problems of the ARSIS system, good practice recommends concluding
sectoral risk profiles that provide a quantitative threat analysis and periodic updates,
the establishment of an information governance framework that addresses securi-
ty principles, formal and ongoing information security management methods and
ensures that established policies, principles, standards, procedures, methodologies
are in line with all applicable international requirements. In addition, to improve cy-
bersecurity risk management, implement a national governance process, develop a
common methodology for evaluation compliance in cybersecurity and information
resources security and adopt measures to ensure better communication of cyber inci-
dents. Such risk management would allow the relevant authorities to have up-to-date
information on the risks identified by cybersecurity entities and to coordinate at the
national level a process for their management, ensuring the deployment of the neces-
sary protection, prevention and response measures.

In summary, ARSIS, as a tool for evaluation and monitoring security compliance,
is an important element in ensuring the sustainability of the cybersecurity system,
and problems that cannot be solved have a negative impact and create conditions
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for vulnerabilities to develop. According to research by ISACA? and the CMMI?
Institute, organisations with a strong cybersecurity culture have a better awareness
of potential threats, a lower number of cyber incidents, and a higher resilience to
potential threats. Currently, institutions are not well prepared for emerging cyberse-
curity challenges. Cybersecurity exercises and training focused on the latest cyber-
security trends and organised regularly to increase staff attentiveness and cyberse-
curity culture.

3.2. Risk of creating double legislation

We have already mentioned the difference between DORA, CER and NIS 2, so,
for example, clearly financial institutions need the same or additional (different) reg-
ulation than other important entities. Lithuania should not apply the provisions of
the NIS 2 Directive on cybersecurity risk management and reporting obligations, as
well as supervision and enforcement to financial institutions covered by the DORA.
However, there may be a problem that financial and other institutions will be lumped
together in the new bill without separating them. This could lead to duplication or,
on the other hand, uncertainty in the legal framework arising from the inclusion of
financial institutions in other entities, making it difficult for institutions to accurately
interpret and comply with the law. This was before in Lithuanian legislation, in rela-
tion to cybersecurity requirements and electronic information security requirements,
where the legislation is still not consolidated. Legislation should not allow for an ad-
ministrative burden (article 3.1(1) of Republic of Lithuania Law on the Reduction of
Administrative burden).

Another example of double or conflicting legislation is the confusion of terms
between European acts. For example, Recital 19 in both mandates be clarified, as
it introduces disparities between the definition of ‘incidents’ (and ‘vulnerabilities’)
used in NIS2 and those to be applied in the context of the CRA. They have different
thresholds or criteria for what constitutes an ‘incident, entities may struggle to de-
termine when and how to report. For example, CRA might require reporting minor
incidents with limited impact, while the other focuses on significant incidents only.
There are also problems in the articles themselves, where the Act requires notification
of ENISA, while the Directive demands to notify local authorities. This difference can
lead to confusion about compliance obligations.

2 Information Systems Audit and Control Association, an international association focused on infor-

mation technology governance.
3 Capability Maturity Model Integration, it is an improvement training and appraisal program. CMMI
can be used to guide process improvement across a project, division or entire organisation.
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3.3. Status of small and micro enterprises

The NIS2 suggests that small businesses should be left out of the scope so as not
to limit their growth. Therefore, it also proposes incentives in the form of funding or
education for SMEs to encourage them to implement cybersecurity measures. On the
other hand, this proposal allows Member States to determine which SMEs are critical
or important to the economy or society of each particular Member State.

This approach may lead to fragmentation and legal uncertainty for SMEs oper-
ating in several Member States, as they may be subject to regulation in one Member
State but not in another. In addition, SMEs may incur additional costs associated with
complying with varying regulatory requirements in different Member States.

There are two ways, in our opinion, to reduce the negative impact of this. First,
there is some kind of “additional” harmonisation between the member states with
which we have the largest economic ties. This will minimise the difference with other
countries where enterprises that are also located in Lithuania could potentially be
located. But this method can only be applied after all the amendments have been
adopted in the main member states, which will also take a long time. In this case, it
may be easier to continue harmonisation at the NIS3 level (or even reclassify it from
a Directive to a Regulation).

The second way is to completely minimise the number of types of small businesses
that fall under NIS 2. This will allow companies to develop more easily not only in
Lithuania, but also for those operating in several countries. This method may sound
very liberal, because This method may sound very liberal, because there are many
small businesses that have significant capital or are important.

There is a third, middle way: to minimise this number, but at the same time, the
selection of additional entities will be based on a unified approach and will be con-
sistent throughout the EU. Given all these facts, the Lithuanian authorities should
find a balance between the ability of small businesses to grow and the cybersecurity
of important data.

Thus, allowing Member States to define critical SMEs could lead to regulatory
fragmentation and uncertainty for businesses operating in multiple countries. The
Lithuanian legislator needs to be very careful about the balance so as not to burden
entities

3.4. Personal liability for cybersecurity negligence

As we mentioned earlier, the NIS2 Directive provides for penalties. Including, it
allows criminal sanctions, for example, for special negligence on the part of directors
of entities. Therefore, we will consider world examples, whether Lithuania needs it
and what problems there may be with it.
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One example we will look at is the legislation of the United States of America.
There, criminal penalties for cybersecurity negligence, including actions that could
harm the security, confidentiality, integrity or availability of IT systems, are applied
under federal laws. For example, the Computer Fraud and Abuse Act (CFAA) is a key
piece of legislation that targets a range of cybercrime activities. Violations under the
CFAA may result in a fine or even imprisonment, the length of which depends on the
nature of the violation and the existence of aggravating circumstances.

One more example is the Caremark case in Delaware. The court decided that li-
ability for failure to monitor risk can only be imputed to individual board members
where: (a) the directors utterly failed to implement any reporting or information sys-
tem or controls; or (b) having implemented such a system or controls, consciously
failed to monitor or oversee its operations thus disabling themselves from being in-
formed of risks or problems requiring their attention.

Does Lithuania need it? Yes and no. On the one hand, the number of obligations
is increasing, and therefore gross violations by directors can compromise the cyber-
security of not only entities, but the entire security of Lithuania. For example, even
recently there was a serious data breach, where 260,000 user data were stolen. We
cannot say who is to blame and how this leak occurred, but it is an example of the
fact that such situations do happen and, for example, failure to update cyber systems
or ignoring any training programs will increase the risks in general. On the other
hand, this may partially discourage private companies from operating in Lithuania
due to a certain fear that directors may be punished for a mistake. But if, for example,
a criminal penalty in the form of a fine is introduced, then, logically, this is the same
as punishing the entire company for the violation, which is already included in the
NIS2 Directive.

Thus, this practice exists. The argument in favour of criminal liability is the ulti-
mate responsibility of the manager for the security of the organisation and the po-
tential public harm that can be caused by breaches. However, challenges include the
difficulty of determining the exact cause of a breach, the rapidly changing threat land-
scape and the reality of operating in a complex environment.

Therefore, even if no criminal penalties are envisaged, some form of personal li-
ability should be considered for certain individuals who are completely negligent in
their cybersecurity of important institutions.

4. Conclusion

1. There are few key points that should be considered in the new legislation. First of

all, fixing the ARSIS and implementing a national governance process. ARSIS does
not provide feedback to facilitate the implementation of requirements. Therefore,

it should be concluding sectoral risk profiles that provide a quantitative threat
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analysis and periodic updates. As a result, it would ensure better communication
about cyber incidents and would improve risk management.

. Create national guidelines on the risk assessment methodology. It should develop
a common methodology for evaluation compliance in cybersecurity and informa-
tion resources security. Establishment of an information governance framework
that addresses security principles, information security management and ensures
that established standards, procedures, methodologies comply with all applicable
international requirements.

. Consolidation of legislation: the new European legislation should contribute to a
more consolidated legislation. If earlier it concerned issues between cybersecurity
and electronic data protection requirements, now it is about the correct harmoni-
sation of the new Directives so that the requirements do not repeat (or at least do
not conflict) with each other and other regulations.

. Refraining from imposing harsh obligations: new and consolidated requirements
are needed, but too high cybersecurity requirements (above NIS2 requirements)
will reduce the development of companies (especially small and micro entities),
or even the outflow of such organisations from Lithuania to Member States with
lesser limitations and obligations.

. Promoting and detailing the legislation about the use of certification: The NIS2
Directive entails an increase in ICT-related costs. One way to reduce these costs at
the national level is to establish a certification system. Such well-designed certifi-
cation systems can serve as a model for the development of certification in the EU.
The authorities will ensure that the certification is in the country and guarantee
the recognition of international certification for non-critical devices/applications.
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SUMMARY

This article provides a detailed assessment of legislative cybersecurity issues and
challenges that Lithuanian authorities are facing and might face in the future. To
achieve this purpose, Lithuanian cybersecurity legislation is evaluated and compared
with European Union law. This study draws attention to and assesses the problematic
aspects related to cybersecurity regulation.
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After analysing all sources, it can be concluded that Lithuania needs to improve
its legal instruments to ensure that they are robust, adaptable and in line with new
cybersecurity threats and technological advances because cybercrime remains a per-
sistent issue. The balance between security and privacy, flexibility and capabilities of
entities and individuals must be maintained. The Republic of Lithuania law on Cyber
Security and The National Cyber Security Strategy sets out the main guidelines to en-
sure the prevention and investigation of cybercrime. Even though from a theoretical
point of view, it seems that the law adjusted the aims of risk management, the organ-
isational and technical requirements for cybersecurity and Cyber Security Strategy
sets out the main objectives for the country’s cybersecurity efforts, both in the public
and private sectors. But on the practical part, the picture is completely different.
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