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Abstract. The article examines the nature of the uncertainty impact on the formation and
implementation of national security policy. The multiplication of uncertainties and compli-
cation of the system of social relations prompt a transformation of conceptual approaches
to the identification of the national security basic features and the organization of key pro-
cesses in this area. It has been proven that the development of the concepts of uncertainty
and resilience prompts a reconceptualization of the national security. This process is cur-
rently taking place. The implementation of new approaches to ensuring national security
contributed to the initiation of a paradigm shift in national security policy. Management
of uncertainty allows for reducing its influence on national security policy-making. The
development of science and increasing the level of public trust in scientific information,
which is taken as a basis for shaping political decisions, are of great importance for this.
Keywords: national security, resilience, uncertainty, state policy, paradigm.

Esminiai nacionalinio saugumo politikos jgyvendinimo
klausimai neapibréztumo salygomis

Santrauka. Straipsnyje nagrinéjama neapibréztumo jtaka nacionalinio saugumo politikos
formavimui ir jgyvendinimui. Neapibréztumo veiksniy gauséjimas ir socialiniy santykiy
sistemos sudétingumas skatina perzitiréti svarbias prielaidas dél esminiy nacionalinio sau-
gumo nustatymo bruozy ir tai, kaip jgyvendinama $i politika. Teigiama, kad neapibréztu-

Received: 01/12/2023. Accepted: 19/06/2023

Copyright © 2023 Olga Reznikova, Volodymyr Smolianiuk. Published by Vilnius University Press. This is an Open
Access article distributed under the terms of the Creative Commons Attribution License, which permits unrestricted
use, distribution, and reproduction in any medium, provided the original author and source are credited.

41


https://www.journals.vu.lt/politologija
https://doi.org/10.15388/Polit.2023.111.2
mailto:reznikova1010@gmail.com
mailto:svf-nb@ukr.net
https://www.journals.vu.lt/
https://www.vu.lt/leidyba/en/
https://creativecommons.org/licenses/by/4.0/

ISSN 1392-1681 eISSN 2424-6034 Politologija 2023/3 (111)

mo ir atsparumo koncepcijy plétra skatina nacionalinio saugumo perkonceptualizavima.
Biitent Sis procesas §iuo metu yra svarbiausias. Naujy prieigy prie nacionalinio saugumo
uztikrinimo plétojimas prisideda prie paradigminio poslinkio pacioje nacionalinio saugu-
mo politikoje. Neapibréztumo valdymas leidzia sumazinti jo svarba nacionalinio saugumo
politikos jgyvendinimui. Sia prasme svarbu pabrézti mokslings perspektyvos, kurios pa-
grindu daromi politiniai sprendimai, ir visuomeneés pasitikéjimo Sia perspektyva reikSme.
ReikSminiai ZodZiai: nacionalinis saugumas, atsparumas, neapibréztumas, valstybés
politika, paradigma.

Introduction

State policy-making is a complex process involving a wide range of
actors who interact in different ways and often have competing inter-
ests.! This process is of dynamic nature and is affected by different
influences of both internal and external origins.? It has been proved
that the context of the situation,? the features of the organization of
power in the state,* social bonds, and political institutions, including
international organizations, can influence the formation and imple-
mentation of state policy in different ways. In particular, such influ-
ences can cause changes in the effectiveness of the policy® and even
make one think about revising its paradigm.” Policy-making involves

I T.R. Dye, Understanding Public Policy (Pearson Prentice Hall, 2005); W. 1. Jenkins,
Policy Analysis: A Political and Organizational Perspective (New York: St. Martin’s
Press, 1978).

2 M. Howlett and M. Ramesh, Studying Public Policy: Policy Cycle and Policy Subsys-
tems (Oxford University Press, 1995).

3 ]. Foster, “Bounded Rationality and the Politics of Muddling Through,” Public Admin-
istration Review 44, 1 (1984): 23-31, DOI: https://doi.org/10.2307/975658

4 B.G. Peters, J. C. Doughtie, and M. K. McCulloch, “Types of Democratic Systems
and Types of Public Policy,” Comparative Politics 9, 3 (1977): 327-355, DOI: https://
doi.org/10.2307/421322

5 1. Gordon, J. Lewis, and K. Young, “Perspective on Policy Analysis,” Public Adminis-
tration Bulletin 25 (1977): 26-30.

6 CJ.G. Gersick, “Revolutionary Change Theories: A Multilevel Exploration of
the Punctuated Equilibrium Paradigm,” The Academy of Management Review 16,
1 (1991): 10-36, DOI: https://doi.org/10.5465/amr.1991.4278988

7 P. A. Hall, “Policy Paradigms, Experts, and the State: The Case of Macroeconomic
Policy-Making in Britain,” in S. Brooks and A. G. Gagnon, eds., Social Scientists,
Policy, and the State (New York: Praeger, 1990): 53—78; W. G. Bennis and B. Na-

42



Olga Reznikova, Volodymyr Smolianiuk. Conceptual Issues of National Security Policy-Making Under Uncertainty

choosing a decision from a set of alternative options,® which is usu-
ally based on previous experience.” However, the processes taking
place in a modern complex security environment are not always lin-
ear.!0 State policy formation models, which do not take into account
the uncertainty factor (including the human one),!! do not meet new
realities.

Since the end of the Second World War, traditional challenges
and threats have evolved. Their interconnection and interaction have
strengthened.’> New threats, including hybrid ones, have emerged,
and their manifestations in different areas are difficult to predict and
identify, especially at the initial stage.'® The modern security environ-
ment is characterized by high volatility and uncertainty. The dramatic
events today test the strength and viability of existing peace and se-
curity mechanisms, the effectiveness of international organizations

nus, Leaders: The Strategies for taking Charge (New York: Harper & Row, 1985);
T. S. Kuhn, “Second Thoughts on Paradigms,” in F. Suppe, ed., The Structure of
Scientific Theories (Urbana: University of Illinois Press, 1974): 459-482; J. Jenson,
“Paradigm and Political Discourse: Protective Legislation in France and the United
State Before 1914,” Canadian Journal of Political Science 22 (1989): 235-258, DOI:
https://doi.org/10.1017/S0008423900001293

8 J. E. Anderson, Public Policy Making: An Introduction, 3" ed. (Houghton Mifflin
College Div, 1996).

9 H. Heclo, Modern Social Politics in Britain and Sweden: From Relief to Income
Maintenance (New Haven, Conn.: Yale University Press, 1974), DOI: https://doi.
org/10.1177/003232927600600110; H. D. Lasswell, The Decision Process: Seven Cat-
egories of Functional Analysis (College Park, Maryland: University of Maryland Press,
1956).

10 G. Smith and D. May, “The Artificial Debate Between Rationalist and Incrementalist

Models of Decision-Making,” Policy and Politics 8, 2 (1980): 147-161, DOI: https://

doi.org/10.1332/030557380782629005

D. L. Weimer and A. R. Vining, Policy Analysis: Concept and Practice (Englewood

Cliff, New Jersey: Prentis Hall, 1992); P. A. Sabatier and H. C. Jenkins-Smith, eds.,

Policy Change and Learning: An Advocacy Coalition Approach (Westview Press,

1993).

J. Theron, “Networks of Threats: Interconnection, Interaction, Intermediation,”

Journal of Strategic Security 14,3 (2021): 45-69, DOI: https://doi.org/10.5038/1944-

0472.14.3.1942

13 A. Récz, “Russia’s Hybrid War in Ukraine. Breaking the Enemy’s Ability to Resist,”
accessed October 07, 2022, https://www.fiia.fi/wp-content/uploads/2017/01/
filareport43.pdf
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and alliances in practice. In particular, Russia’s full-scale invasion of
Ukraine changed the global security environment dramatically in a
moment. As it has become clear, there are no adequate international
mechanisms to prevent or end the war at an early stage. Ukraine’s
steadfastness in the face of aggression was unpredictable to many
policy-makers, who were forced to revise their previous goals and
plans urgently.

Currently, the global security situation remains uncertain. This
raises many pressing questions. How to reduce the impact of uncer-
tainty on policy formation in the field of national security? How to
determine the agenda of national security policy in the face of nu-
merous problems and limited resources? Are changes to the social
contract in the state necessary?

Setting the agenda in the context of state policy-making implies
that, of all possible issues requiring a response from the authorities,
only the priorities will be chosen.'* The expanded interpretation of
national security!® and the growing influence of uncertainty further
complicate this choice. There is also a need to improve methods of
setting state policy priorities in the field of national security, in order
to increase the level of objectivity and reasonableness of the choice,
as well as the consideration of variables.

In the context of the widening range of new threats, growing
global interdependence and uncertainty, the provision of security by
the national states became extremely difficult and required the search
for new scientific approaches. This has contributed to the emergence
of the concept of national resilience,'® which, among other things,
proposes certain changes to the way national security is managed in
order to adapt it to the requirements of the time. This concept recog-

14 J. W. Kingdon, Agendas, Alternatives and Public Policies (Boston: Little, Brown and
Company, 1984).

15 R. H. Ullman, “Redefining Security,” International Security 8, 1 (1983): 129-153,
DOI: https://doi.org/10.2307/2538489

16 C. Fjéder, “The Nation-state, National Security and Resilience in the Age of
Globalization,” Resilience 2, 2 (2014): 114-129, DOI: https://doi.org/10.1080/216932
93.2014.914771.

44



Olga Reznikova, Volodymyr Smolianiuk. Conceptual Issues of National Security Policy-Making Under Uncertainty

nizes uncertainty, rapid change, risks, threats, and crises as a part of
the “new reality” and not as an exception.!” This is the fundamental
difference between the national resilience concept and the national
security concept. Ensuring the readiness of the state and society to
respond to a wide range of threats and dangers becomes a priori-
ty.!8 There is a growing demand for capacity building in the field of
change management.'® The enrichment of the field of national secu-
rity with ideas of resilience and the influence of the uncertainty con-
cept form a tendency to reconceptualize national security in general.

Currently, significant challenges in the area of shaping national
security policy are the ambiguous interpretation of the national re-
silience concept by policy-makers and implementers, and the lack of
awareness of the complex nature of the national security and resil-
ience problems that require attention from the state. It is important to
understand which changes in the modern security environment and
social relations have the greatest impact on the process of formation
and implementation of the national security policy at all stages — from
agenda-setting to results assessment,2 and how it changes the nature
of the relevant processes. The set of ideas that shape state policy con-
stitutes its paradigm.?! The accumulation of a critical mass of devia-
tions and anomalies that do not fit into the existing paradigm prompts
the search for a new paradigm that corresponds to the new reality.??

17" D. Chandler, “Resilience and Human Security: The Post-Interventionist Paradigm,” Secu-
rity Dialogue 43, 3 (2012): 213-229, DOT: https://doi.org/10.1177/0967010612444151,
M. Keck and P. Sakdapolrak, “What is Social Resilience? Lessons Learned and Ways
Forward,” Erdkunde 67, 1 (2013): 5-19, DOI: 10.3112/erdkunde.2013.01.02

18 “Commitment to enhance Resilience. Issued by the Heads of State and Government
participating in the Meeting of the North Atlantic Council in Warsaw, 8-9 July 2016,”
accessed October 07, 2022, https://www.nato.int/cps/su/natohq/official _texts 133180.
htm

19 “Strengthened Resilience Commitment, NATO, 14 June 2021,” accessed October 07,
2022, https://www.nato.int/cps/en/natohg/official_texts 185340.htm

20 G. D. Brewer, “The Policy Science Emerge: To Nurture and Structure a Discipline,”
Policy Science 5 (1974): 239-244; C. O. Jones, An Introduction to the Study of Public
Policy (Brooks/Cole Pub Co, 1984).

21 Howlett and Ramesh, Studying Public Policy.

22 T. S. Kuhn, The Structure of Scientific Revolutions (Chicago: University of Chicago
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Changing the paradigm of state policy implies a long-term change in
basic beliefs, values, attitudes toward the nature of the problems that
require attention from the authorities, and ways to address them.?

The purpose of this article is to reveal the nature of changes that
occur in the formation and implementation of state policy in the field
of national security under the influence of uncertainty and shifts in
the system of social relations.

The implementation of the specified research goal involved solv-
ing a number of tasks, namely:

— to establish factors that determine changes in the processes of

formation and implementation of national security policy;

— to characterize the main options for approximation of social un-
certainty on basic indicators of national security;

— to determine the effects of the concept of national resilience and
the concept of uncertainty on the development of the concept of
national security;

— to explore the possibilities of reducing the impact of uncertainty
on national security policy-making.

Research methodology. The methodological basis for analyzing
the nature of the impact of uncertainty and changes in the system
of social relations on the formation and implementation of national
security policy is based on theoretical discussion. The first part of
the article studies the transformation of conceptual approaches and
models of state policy shaping in the field of national security. The
key factors of influence on relevant processes in the modern security
environment have been identified. Particular attention is paid to the
analysis of interrelations and mutual influences of national resilience,
national security and uncertainty concepts. The second part describes
the phenomenon of social uncertainty and the main directions of its
influence on the state and public activities to ensure national security
and defense. The third part examines the possibilities of reducing the

Press, 1962); Howlett and Ramesh, Studying Public Policy.
23 Kuhn, The Structure of Scientific Revolutions.
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impact of uncertainty on the formation of state policy in the field of
national security. This part also presents reflections on whether the
studied changes in social relations, including the multiplication of
uncertainties, might be considered the beginning of a paradigm shift
in national security policy and the reconceptualization of national
security.

Concerning the data analysis, after finding and uncovering the
patterns and insights from the collected documents and articles, they
were examined carefully in terms of the information relevance, as
well as categories and key concepts used in them. The research of
scientific literature and public sources was based on using analysis,
synthesis, as well as system, logical, structural-functional, compara-
tive, abstract logical, and other methods.

1. The influence of the concepts of uncertainty
and resilience on national security policy formation
in modern conditions.

In modern conditions, the factor of uncertainty is the main trigger of
changes in the formation of state policy in the field of national securi-
ty. There are different definitions of uncertainty. Generally, scientists
claim that the existence of uncertainty signals a lack of information
or mistrust of current information or the sources of its origin.2*
There are several important conclusions from the uncertainty
concept for policy-making. First, uncertainty can be harnessed in or-
der to restrain the power that comes with information or constrain it

24 D. Jamieson, “Scientific Uncertainty and the Political Process,” The Annals of the
American Academy of Political and Social Science 545 (1996): 35-43, DOL: https://
doi.org/10.1177/000271629654500100; R. M. Alvarez and C. H. Franklin, “Uncertainty
and Political Perceptions,” Journal of Politics 56, 3 (1994): 671-688; L. Floridi, “The
Politics of Uncertainty,” Philosophy & Technology 28 (2015): 1-4, DOI: https://doi.
0rg/10.1007/s13347-015-0192-0; 1. J. Haas and W. A. Cunningham, “The Uncertainty
Paradox: Perceived Threat Moderates the Effect of Uncertainty on Political Tolerance,”
Political Psychology 35,2 (2014): 291-302, DOI: https://doi.org/10.1111/pops.12035
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to make it perform better.?> Second, the development of science is
important to compensate for the lack of information necessary for
decision-making and to reduce the level of public distrust in it. The
optimal role of scientific information for decision-makers is to ena-
ble and structure decisions, not to determine them.2¢ Third, there is a
risk of politicization of science, which increases mistrust. It has been
determined that science is open to uncertainty and interpretation,
but politicization — fueled by motivated reasoning and advances in
the technological environment — is leading to a new level of science
skepticism among citizens and scientists themselves.?” It becomes
difficult to evaluate the results of science because they are often used
selectively for political agendas.

Existing models of state policy-making address only certain
elements of uncertainty, in particular the randomness of the rela-
tionships between actors that may influence state policy-making,?®
combining rational with irrational.?® In general, the variables used in
these models by their authors include the nature of the political re-
gime, the dominant ideology, cultural norms and ideals, unexpected
events and the nature of the problems to be addressed, their impact on
the political system, ambiguous understanding of the problem by the
political actors, inconsistencies among the different political institu-
tions regarding the ways of solving the problem, the appropriateness
of putting it on the agenda, etc.

25 F. Luciano, “The Politics of Uncertainty,” Philosophy & Technology 28 (2015): 1-4,
DOT: https://doi.org/10.1007/s13347-015-0192-0

26 Jamieson, “Scientific Uncertainty”.

27 J. N. Druckman, “The Crisis of Politicization Within and Beyond Science,” Nature
Human Behaviour 1 (2017): 615-617, DOI: https://doi.org/10.1038/s41562-017-
0183-5

28 R. L. Hofferbert, The Study of Public Policy (Indianapolis: Bobbs-Merrill, 1974);
R. Simeon, “Studying Public Policy,” Canadian Journal of Political Science 9, 4
(1976): 548-580; R. Cobb, J. K. Ross, and M. H. Ross, “Agenda Building as a Com-
parative Political Process,” American Political Science Review 70, 1 (1976): 126—138,
DOL: http://doi.org/10.2307/1960328

29 D. Braybrook and C. E. Lindblom, 4 Strategy of Decision: Policy Evaluation as a
Social Process (New York: The Free Press of Glenco, 1963).
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The above aspects, associated with the uncertainty, are directly
related to the national resilience concept, which actively influences
the political agenda of many states and international organizations.
In particular, the relevant goals and objectives are contained in the
EU and NATO strategic documents. “A Global Strategy for the Euro-
pean Union’s Foreign and Security Policy. Shared Vision, Common
Action: A Stronger Europe™? defines the main directions and tasks
in the sphere of strengthening the resilience of states and their soci-
eties both within the EU and throughout Europe. At the same time,
particular attention is paid to enhancing social resilience, resilience
of critical infrastructure, energy and environmental resilience.

Resilience for the Alliance is the basis for credible deterrence,
protection, and effective performance of its statutory tasks. The
NATO baseline requirements for national resilience were approved
by the Heads of State and Government at the NATO Summit in War-
saw in 2016 and confirmed as part of the “Commitment to enhance
resilience,”! which was developed and strengthened in 2021.32
These baseline requirements of NATO are designed, above all, to
ensure the continuity of governance, as well as the resilience of criti-
cal infrastructure and the continuity of critical public services. There
is an even greater diversity of approaches to the concept of national
resilience in the strategic and policy documents of different states and
the scientific literature.3

According to the researchers, identifying and explaining the prob-
lem in the context of setting the policy agenda, as well as developing
solutions, is an uncertain and unpredictable process that does not al-
ways lead to clear outcomes. Even if policy-makers accept the exist-
ence of the problem, they may not share an understanding of its roots

30 “A Global Strategy for the European Union’s Foreign and Security Policy. Shared

Vision, Common Action: A Stronger Europe,” accessed October 07, 2022, https://eeas.

europa.eu/archives/docs/top_stories/pdf/eugs review web.pdf

31 “Commitment to enhance resilience”.

32 “Strengthened Resilience Commitment”.

3 0. Reznikova, National Resilience in a Changing Security Environment (Kyiv: NISS,

2022), DOI: http://doi.org/10.53679/NISS-book.2022.01
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and then offer different solutions that may not be consistent among
themselves.3*

An even greater challenge to shaping the national security agenda
is that some issues (such as hybrid threats) are difficult not only to
understand but also to predict their emergence and manifestations.
However, this does not mean that such problems can be neglected.
On the contrary, the development of a national security policy while
taking into account principles of resilience is designed to meet this
challenge.® In particular, the appropriate approach focuses on ana-
lyzing the security environment, identifying dangerous trends, and
assessing risks. Scientists note that uncertainty can be reduced by
improving predictability and investing in science development.3¢

In addition, a comprehensive approach to national resilience im-
plies whole-of-society, whole-of-government inclusion, the estab-
lishment of effective cooperation at all levels, ensuring an appropri-
ate level of preparedness for a wide range of threats, guaranteeing
the continuity of the critical functions of the state and society, and
rapid coordinated response to threats of any nature and origin, etc.
Consequently, a comprehensive approach to national resilience fo-
cuses on reducing and managing uncertainty. The dissemination of
resilient thinking in the field of national security will contribute to
increasing the effectiveness of the formation and implementation of
relevant policies.

In an environment of uncertainty, it is precisely the formulation
of the problem requiring the attention of the authorities and the iden-
tification of solutions that become problematic, rather than a mere
choice between different known problems. Time and information re-
main traditional constraints in state policy-making, namely, the ina-
bility to consider all existing policy alternatives and provide all the

34 Howlett and Ramesh, Studying Public Policy; J. G. March and J. P. Olsen, eds., Ambi-
guity and Choice in Organizations (Universitetsforlaget, Bergen, 1976).
35 Reznikova, National resilience.

36 Jamieson, “Scientific Uncertainty”; Haas and Cunningham, “The Uncertainty Para-
dox”.
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implications of decision-making (both favorable and unfavorable).3’
It has been determined that uncertainty is eliminated or minimized
when we fully trust the institution, person, or data set being ques-
tioned.® This also leads to increased confidence and commitment to
established ideas, values, moral beliefs, and social identity.3® Simul-
taneously, the size of the target audience for policy interventions can
significantly complicate the implementation of state policy (the wid-
er it is, the more behavioral changes are expected), as well as various
complex nonlinear processes and the influence of other policies.*

Generally, the impact of the nature of the problem on the process-
es of shaping and implementing state policy is complex. In particular,
the nature of the problem can lead to different types of influences on
the implementation of measures to regulate it, and a wide range of
problems can exacerbate or neutralize these influences.*! In addition,
when policy problems are not clearly defined and characterized, it
remains unclear what scientific information is relevant to their solu-
tion.*? Consequently, uncertainties multiply.

The experts also note a certain positive from unforeseen circum-
stances. First, uncertainty can be beneficial to the political process
when it leads to increased deliberation and willingness to compro-
mise.* Second, uncertainty helps to mitigate the constraints within
which state policy-making takes place.** This adds flexibility to the
process and is therefore consistent with the goals of national resil-
ience as it promotes continuity of governance. Viewed from the per-

37 H. A. Simon, “A Behavioral Model of Rational Choice,” Quarterly Journal of
Economics 69, 1 (1955): 99-118.

38 Jamieson, “Scientific Uncertainty”.

39 1. McGregor, “Zeal Appeal: The Allure of Moral Extremes,” Basic and Applied Social
Psychology 28, 4 (2006): 343-348, DOI: https://doi.org/10.1207/s15324834basp2804 7

40 Smith and May, “The Artificial Debate”; Howlett and Ramesh, Studying Public Policy.

41 Howlett and Ramesh, Studying Public Policy.

42 Jamieson, “Scientific Uncertainty”.

43 M. MacKuen, J. Wolak, L. Keele, and G. E. Marcus, “Civic Engagements: Resolute
Partisanship or Reflective Deliberation,” American Journal of Political Science 54,
2 (2010): 440458, DOI: https://doi.org/10.1111/j.1540-5907.2010.00440.x.

4 Howlett and Ramesh, Studying Public Policy.
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spective of state policy shaping through the prism of state manage-
ment, adaptive governance can enhance the general resilience of the
system by increasing its flexibility, inclusiveness, diversity, and inno-
vation.*> In addition, adaptive governance combines an understand-
ing of problems, concepts of problem-solving, and the processes and
methods by which it is implemented.*®

The challenge of prioritizing state policy in the area of national se-
curity and resilience is becoming increasingly acute in the face of un-
certainty. The choice of policy agenda-setting issues is often accom-
panied by conflicting goals and values, and a time-varying context.*’
The need to ensure the flexibility and adaptability of national security
policy exacerbates the search for a balance between various national
values and interests. In particular, different states decide differently
whether or not to restrict the rights and freedoms of citizens in favor
of strengthening the national system to counter certain threats (for
example, terrorism).*8 In addition, the traditional resource constraint
on state policy-making in the field of national security may have new
features in the modern environment: the redistribution of resources
to current challenges may restrain the development of capabilities,
essential for strengthening national resilience in the long term.

The above examples suggest a gradual reconceptualization of
national security under the influence of the concepts of uncertainty
and resilience. This is the result of evolutionary change taking place
in the global security environment and the complication of social
relations. From a historical perspective, an important stage in the
reconceptualization of security was the emergence of the concept of

45 Resilience Alliance, “Adaptive Management,” accessed October 07, 2022, https:/
www.resalliance.org/adaptive-mgmt

46 C. S. Holling, Adaptive Environmental Assessment and Management (London: Wiley,
1978).

47 P. Martin-Breen and J. M. Anderies, Resilience: A Literature Review (Bellagio Initia-
tive, 2011), accessed October 07,2022, https://opendocs.ids.ac.uk/opendocs/bitstream/
handle/123456789/3692/Bellagio-Rockefeller%20bp.pdf?sequence=1&isAllowed=y

48 L. Francart, “What does Resilience Really Mean?”, accessed October 09, 2022, https://
www.diploweb.com/What-does-resilience-really-mean.html
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human security.*® This changed the priorities in ensuring national se-
curity from the security of territories to the security of people. The
new approach to ensuring national security contributed to a paradigm
shift in policy-making in the field of national security.

The development of the national resilience concept continues
these changes. In particular, a certain decentralization of national
security authority and an increased role for civil society and busi-
ness in ensuring national resilience® are also changing approaches
to state policy shaping. States cannot always impose their will on
society.’! Even state-centrism does not exclude the need to take into
account the influence of society on the formation of state policy.>?
The extension of the resilience concept to national security makes
this important. In turn, the unity of the state and society not only
strengthens national resilience®? but also enhances the effectiveness
of state policies formulation and implementation.>* It should be taken
into account that the spread of new knowledge about resilience or the
discourse by international organizations or partner states may also
cause certain changes in national security policy.>>

2. The phenomenon of uncertainty in the context
of national security policy-making

Based on the above considerations, the following questions should be
answered: what is social uncertainty? What is its nature? How does
the uncertainty concerning the fundamental issues of social develop-
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ment affect (or can influence) the socio-political activities related to
the national security and defense capability of the modern state?

As noted above, uncertainty is often the result of a lack of infor-
mation needed to make decisions or a lack of confidence in the in-
formation and its sources. The sense of uncertainty often arises from
a failure to adequately predict future outcomes.>® Understanding un-
certainty requires understanding the social factors that help to pro-
duce it.>7 It is also important to consider a context when examining
the impact of uncertainty on political discourse.’® In addition to de-
fining the context, uncertainty is determined by particular social con-
ditions, and broad cultural processes should be taken into account.>®
Generally, uncertainty and threats interact to produce distinct out-
comes. Uncertainty can affect threats relatively more negatively or
positively, depending on the context.%?

From a historical perspective, the uncertainty of social relations
in their broad sense has been an integral part of anthropogenesis
since the formation of the first (primitive) forms of personal and col-
lective consciousness, which had previously had an activity origin.
Social evolution has objectively led to an incredible complexity of
the algorithms of human activity aimed at transforming the social
or natural environment, the knowledge about which has been and
remains largely superficial. As a result, a certain (conscious, thought-
ful, planned) activity received an increasing complement in the form
of an impulsive chaotic component (illogical, irrational in nature),
which generates concerns (fear) of the probability of the occurrence
of uncertain, unexpected problems hypothetically threatening the ex-
istence of a person or human community.

This has been the case throughout history. However, the compo-
sition of uncertainties (domestic and international political) faced by

5 Haas and Cunningham, “The Uncertainty Paradox”.
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mankind at the beginning of the 21st century is perceived as unique,
previously unknown, and particularly threatening. That is why mod-
ern scientists are trying to gain a deeper understanding of the nature
of social situations, the signs of which are incomprehensible or poor-
ly understood, and the consequences are likely to become particular-
ly destructive. They offer new conceptual approaches to the regula-
tion of social relations under uncertainty. One of them is the concept
of “VUCA-world”, where V stands for volatility, U for uncertainty,
C for complexity, A for ambiguity.®! Let us decrypt VUCA-world
parameters.

Volatility (changeability, instability, unpredictability) means the
situation changes quickly and chaotically; based on the available
data, it is not possible to predict the next situation or plan further
actions.

Uncertainty (ambivalence, confusion) is lack of predictability,
consistency, and understanding of cause-and-effect relationships be-
tween causes, problems, and events formally dispersed in space and
time; future becomes unpredictable from time to time due to the ina-
bility or limited use of previous experiences; the likelihood of dam-
aging changes in the social environment is increasing.

Complexity (sophistication) means there is an avalanche-like ac-
cumulation of contradictory facts, assessments, and proposals; the
consequences of mixing diverse spiritual formations (positions, as-
sessments, proposals) become chaos, confusion, and disorder in so-
cial relationships, that challenge well-ordered structures and signifi-
cantly complicate management.

Ambiguity (multiple meanings) means the probability of sub-
jective interpretation of the situation and incorrect perception of the
problem, resulting in superficiality in relation to it; different authors

6l H. F. Barber, “Developing Strategic Leadership: The US Army War College Expe-

rience,” Journal of Management Development 11, 6 (1992): 4-12, DOI: https://doi.
org/10.1108/02621719210018208; 1. Lutsenko, “Determinants of the VUCA-world dur-
ing the Formation of Resilience and Reliability of Supply Chains under the COVID-19,”
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arbitrarily mix verbal formulas describing the problem; as a conse-
quence, the time-space (spatio-temporal) fragment of social evolution
is not subject to linear monitoring based on unambiguous judgments.

Despite the importance of each of the named elements, the main
component of the VUCA-world is considered to be uncertainty,
which is interpreted as ambiguous, incomplete, unclear, and unpre-
dictable development of the situation, the management of which by
the stakeholder (subject concerned) is only possible on a partial or no
basis. As a component of the absolute majority of social systems and
processes, uncertainty reflects the limitations of a person’s conscious
participation in super-personal processes and exists independently
of the current understanding of their nature, essence, and effects of
manifestation.

At the same time, uncertainty should be distinguished from fal-
libility and indeterminacy. It has been pointed out that uncertainty
arises from ignoring fallibility and “winking” at indeterminacy.®?
A vivid example of policy-making based on fallibility is Russia’s
military campaign in Ukraine. It was launched on a range of as-
sumptions that proved to be ill-judged and over-optimistic.®® Ignor-
ing the possibility of such mistakes created uncertainty, which led to
an underestimation of the resistance and resilience of the Ukrainian
state and society by Western policy-makers and experts on the eve
of Russia’s invasion.

Scientists often recognize the formation of relevant policies re-
garding adaptation to climate change® or countering COVID-199 as
examples of scientific uncertainty based on nondeterminism affect-
ing policy-making. This is explained by the fact that in both cases,
scientific information about the relevant processes and their impact
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on society was imperfect and incomplete. It also caused numerous
discussions and even some doubts.

In our view, the category of uncertainty, as an important parame-
ter in understanding the irrational source of social evolution, can be
successfully applied to the analysis of the national security policy of
a modern state. Let us consider the options of approximating social
uncertainty to the basic features (characteristics) of national security,
which is confirmed in the political experience of different countries,
both state and social ones.

Uncertainty 1. In an organizational sense, this phenomenon of
uncertainty breaks established patterns of national security under-
standing. Since the public articulation of its basic concept and key
characteristics in the early 20th century, the latter was traditionally
perceived as a state of protection of the individual, society, and the
state’s vital interests, in which their progressive development and
minimization of counter-directional risks were ensured.®® For the
convenience of state governance, the “vital interests” were variously
presented as “national interests” fueled by “national values”. Both
national interests and national values were legally regulated and fixed
in the form of a corresponding strategy (doctrine). The situation of
understanding the “nation” as the bottom-up moment of formulation
of national interests and values and call for their comprehensive pro-
vision by the state and society looked indisputable.

On that basis, we can describe the situation of many modern so-
cieties: what point of social evolution testifies to the formation of a
nation and the maturity of the moment when it reveals its interests
and values? The quantitative increase and acceleration of global hu-
man flows, multiplied by the constant improvement of communica-
tive technologies, calls into question the completeness and adequacy
of nations as well-established units of social analysis characteristic of
previous eras. Political, ethnic, and cultural theories of the nation’s
origin in modern conditions are only “partially fair”, not reflecting

% H. P. Sytnyk, ed., Global and National Security (Kyiv: NAPA, 2016).
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the full social dynamics. Quite often, the formal residence of an in-
dividual in a given country does not indicate that he or she belongs
fully to a local nation. As a consequence, the individual does not
perceive (or reject) the interests and values of the existing social en-
vironment, which (from the point of view of the formal leaders of the
host state) are defined as national. The fundamental foundations of
national security are being eroded, which the individual in question
is far from being prepared to protect.

Proof of this erosion is the substantial simplification of national
interests voiced by ruling elites. For example, for internal and external
use, more vague verbal aggregations — “fundamental national inter-
ests”, “vital national interests”, “priorities of national interests”, etc. —
are increasingly being proposed instead of well-defined national inter-
ests. Expansion of national interests’ formulations on the basis of their
verbal complexity (actually simplification) destroys the well-estab-
lished algorithm of state activity in matters of national security. In oth-
er words, individuals (social groups) who do not feel that they belong
to the nation’s space and national security are present in the territory
of a particular established nation that has proven its resilience in pre-
vious historical tests. In quantitative terms, such groups are constantly
growing on the basis of their own sociocultural, linguistic, religious,
and other features. The phenomenon of the diaspora, in its previous
interpretations, does not adequately describe the existing parameters
of the functioning of the newly formed ethnic communities, which
are interested, first and foremost, in the socio-supportive possibilities
of the new homeland.®” This conclusion applies both to highly devel-
oped states under constant migratory pressure and “average” countries,
which are becoming transit bridges for millions of people. At the out-
put, there is national security “not for all” in the socio-political realities
of conditional country N. There are numerous projects of the individ-
ual (family, kindred, clan) security of migrants, which do not coincide
with or even target the state’s ones.

67 A. 1. Kisse, Ethnic Conflict: Theory and Practice of Management. Political Analysis
(Kyiv: Logos, 2006).
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Uncertainty 2 can be seen in the refusal of ruling elites to reg-
ulate national security by “fields”. Not so long ago, established
ones — political (internal and external), military, economic, social,
informational, technological, spiritual and cultural, environmental,
and humanitarian — were the spaces for applying the executive mech-
anisms of a national security system. The state border security, civil
protection, etc. were stand-alone spheres. The latest additions to the
list of areas of national security were cyber security and migration se-
curity, the importance of which in the conflict relations of states was
constantly increasing. Some social niches (the same fields) remained,
which did not fall into a certain list, despite attempts to write down
their maximum number on the pages of a certain national document.
These could be, inter alia, religious, maritime, ethno-national, food
security, etc.

Under the pressure of the externally globalized and internally
sophisticated human world risks, the “field” differentiation of the
national security social environment gave way to its anthropic iden-
tification: in modern conditions, any fragment of the physical, cy-
bernetic or spiritual space with the presence of human activity (both
individual and group) can be a source of diverse threats and, conse-
quently, a target of state efforts to overcome them and normalize the
situation. Accordingly, the need for a highly professional interpreta-
tion and management of dangerous situations in areas defined by leg-
islation remains, although it is giving way to a comprehensive vision
of disruptive impacts, which can be formalized over a wide range
and blow up a security structure built on the basis of public-state
interaction.

The third crucial point of the impact of social uncertainty on na-
tional security is the discrepancy in reading the nature of the impuls-
es directed against it. In order to specify such influences, the terms
“challenges”, “threats”, and “hazards™®® are widely used in some
countries (including post-Soviet ones). It is believed that their main

%8 M. A. Dmytrenko, Social Transformations and Political Aspects of Threats to the Na-
tional Security of Ukraine (Kyiv: Znannia Ukrainy, 2006).
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difference is the intensity of the destructive impact on national se-
curity: the challenge can lead to its deformation, the threat to its de-
struction, and the hazard to its complete elimination or annihilation
without the possibility of subsequent recovery. However, national
legal systems do not provide a comprehensive and substantive ex-
planation of these terms. In the security realities of many countries,
these terms are being arbitrarily confused. In particular, the degra-
dation of the security environment is described by various authors
through arbitrarily constructed paired statements: challenge — hazard,
threat — challenge, threat — hazard... The term “risk’ has recently been
used more widely as the only meaningful equivalent of challenges,
threats, and hazards. On the one hand, it helps to define the security
situation more adequately, on the other — it expands the boundaries of
subjectively constructed security diagnostics: there are novelties like
“challenge — risk”, “threat — risk”, and “hazard — risk”. Similar terms
further obfuscate the understanding of national security and reinforce
the uncertain component of its evolution. Such verbal indiscipline
facilitates subjective understanding and implementation of national
security policy.

The fourth manifestation of social uncertainty regarding the in-
strumental provision of national security is the excessive subjectivity
of the process of determining the structure, functional purpose, and
resource support for the security and defense sector as the main in-
strument for ensuring national security in the social segments, where
the physical (armed or warlike) activity of the person still remains
dominant.

Most succinctly national security and defense sector is described
as “all security forces” created by the democratic state and focused
on national interests. First and foremost it is about the Armed Forces
(Army), Police, National Guard, Security Services, Border Guards,
Emergency Services, Intelligence Agencies and their authorities,
and some other special government agencies. Some countries add
to the list state bodies whose prerogatives include national security,
structures of the military-industrial complex, as well as public as-
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sociations dealing with security and defense. As a result, there is a
fairly extensive format of state and public entities aimed at ensuring
national security (safety of the nation). At the same time, the ruling
political powers unilaterally determine the “safety margin” of the na-
tional security and defense sector, which depends on the number of
armed formations (services) assigned to it and the qualitative param-
eters of their training and preparedness. The requirements for the har-
monization of the national security and defense sector in politically
integrated countries (for example, within NATO) are rather approx-
imate. Each member-country of the Alliance is able to demonstrate
conditional “organizational creativity in the security sector” with the
aim of creating consensual and consistent power bases for defending
national and coalition interests. As a result, there is a situation of in-
creased complexity in the process of establishing cooperation among
the security and defense sectors of various states, since the formal
similarity of security structures is blurred by the specificity of na-
tional security and defense thinking and by national preconceptions
of the necessity or irrelevance of attributing a body to the national
security system.

The situation is becoming even more complicated, given the
strong sympathy of autocratic systems for the military organization
of the state — analogous to the national security and defense sectors
in rigidly centralized countries. Stemming from Russian leadership,
the ideology of the state military organization domination in political
relations within the country and beyond is supported by states that
sympathize with the Russian regime (although their number is grad-
ually decreasing). The fundamental difference between the national
security and defense sectors and the military organizations of states is
the existence (or absence) of comprehensive democratic overseeing
and control over security structures and the exclusion of a dictator’s
sole use of the state’s power resources at will. In democratic coun-
tries, such control is an effective fact, a sign of the nation’s security
and defense culture. In contrast, in autocratic states, it is either for-
mal or absent. There is an additional social uncertainty: how is it
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possible to establish interaction (moreover cooperation) among the
national security and defense sectors and the military organizations
of the states that were and remain civilizational antipodes by their
nature? This happened at least once (in the exceptional military and
political conditions of the Second World War during the formation of
the anti-Hitler coalition of states). The next 80 years of world history,
centered on the Cold War between the geostrategic West and the East,
have proved that it is extremely difficult to reproduce such a for-
mat of inter-state relations. In modern conditions, social uncertainty
as a factor influencing security and defense policy is exacerbated to
the point where British—Russian or American—Chinese cooperation
in strengthening international security seems impossible. The dis-
tance from the peaceful coexistence of these states to their armed
confrontation is not insurmountable. This allows generalizing: social
uncertainty in the area of national security and defense contains the
probability of military-conflict interaction between the parties (states
and societies with oppositely oriented national interests).

The fifth aspect of social uncertainty in the context of nongovern-
mental support for national security and defense policy is the impos-
sibility of the state—civil cooperation optimum’s early determination
in peacetime and wartime. Social experience has repeatedly proven
the ability of the interested community to influence the political pow-
er decisively — to adjust the governmental policy, change the politi-
cal regime, and achieve desired personal changes in the ruling elite.
However, the state—civil duumvirate appears particularly salient dur-
ing military conflicts (wars), on the results of which social survival
depends. In this case, two scenarios are possible.

In case of an appeal by legitimate authorities to the need for
armed protection of national interests and values (the list includes
the national state), pro-state polarization of patriotic civil society
structures is taking place, with the aim of providing comprehensive
assistance to the authorities. Society is a resource for a nation’s re-
silience. In particular, the self-defense forces, volunteer battalions,
elements and units of territorial defense that protect the state together

62



Olga Reznikova, Volodymyr Smolianiuk. Conceptual Issues of National Security Policy-Making Under Uncertainty

with the armed forces and other structures of the security and defense
sector are rapidly emerging. Other important manifestations of se-
curity (defense) activity of the community should include volunteer
movements, the importance of which was and remains quite signifi-
cant. Thus, the potential for national resilience that is contained in the
ability of society to organize itself is revealed.’

In the event of the elimination (destruction) of the state by the
enemy, the community offers its own options for social survival, in-
cluding the nomination of new political leaders and the establishment
of alternative armed struggle formats. As an option: a state may tem-
porarily cease to exist in the event of a critically destructive armed
impact. The nonexistence of society is possible only in the case of
total genocide directed against it. Even a fragment of society exhibits
enviable survivability and focuses first on restoring the fullness of
its own existence, and then on restoring statehood, which testifies in
favor of national resilience. This proves that a mature civil society,
which has a deep understanding of national values and interests, has
historically become the main client of the state-building project. The
revival of the nation is taking place, including the implementation of
the state—civil subproject “national security”.

However, it is impossible to determine in advance the way, pace,
and algorithm of civil influence on the state in the context of their
joint upholding of defense and security characteristics of society. The
impromptu armed act of force by civil society in these cases has been
historically proven but it is not subject to advanced planning. There
is an additional kind of social uncertainty, objectification of which is
possible only in specific historical conditions.

Let’s outline another (the sixth) type of social uncertainty re-
garding national security, the importance of which is now felt with
particular acuteness. It is about the degree of security powers del-
egation by the sovereign state to international structures, with the
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word “security” in their names. The large-scale aggression of the
Russian Federation against Ukraine launched on February 24, 2022,
demonstrated the striking weakness of most international security
organizations, which proved unable to make the Russian invasion of
Ukraine impossible or effectively minimize its course. First of all,
it is about the UN Security Council and the OSCE, whose interna-
tional regulatory potential got stuck in the last century.’® As for the
aggressor state, the Collective Security Treaty Organization, which
had been established by the Russian leadership beforehand, did little
to help it. The only exception for today is that NATO mechanisms
have worked, blocking the transfer of hostilities to the territory of
the North Atlantic Treaty Organization and launching the process
of its ninth expansion by Finland and Sweden joining the Alliance.
So, there is an urgent need for radical reform of European and world
security structures. There is an increased need for new internation-
al security bodies if such reform is not possible. Logical questions
arise: What bodies? On what fundamental principles? With what
powers? For what period? Based on what resources? These ques-
tions remain unanswered, adding to the confusion of particular so-
cieties concerned about the uncertain security of individual regions
and the planet as a whole.

These directions of influence of social uncertainty on the security
aspects of society’s evolution contribute to the determination of areas
for making adjustments to the national security policy.

3. How to reduce the impact of uncertainty in
policy-making in the field of national security?

The described above changes in the current global security environ-
ment and the nature of social relations make it necessary to introduce
changes in the area of national security policy-making in order to

70 0. S. Vlasiuk and S. V. Kononenko, The Kremlin's Aggression against Ukraine: Re-
flections in the Context of the War (Kyiv: NISS, 2017).
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increase the effectiveness of its response to new risks (challenges and
threats) and manage uncertainty. Additional questions arise: would it
be sufficient to make only certain adjustments to such policy based
on an analysis of the experience gained and lessons learned? Or are
the changes taking place in the world on such a large scale that they
require a paradigm shift in national security policy?

As it was identified above, the main factors that weaken the ex-
isting national security system and reduce the effectiveness of state
policies in this area are the volatility and instability of the global
security environment; the unpredictability of its changes; the uncer-
tainty of the social relations nature; proliferation of nonlinear links
among causes, problems, and events; enhancement of the role of
nonstate actors in ensuring national security and defense capability;
the complexity of the modern threats’ nature; the subjectivity of the
security situation interpretation and the policy agenda problems per-
ception, etc. This raises questions about the possibility of managing
uncertainty to reduce its impact on the formation and implementation
of national security policy.

Scientists have identified three main ways to manage uncertain-
ty: 1) quantifying uncertainty; 2) locating uncertainty; 3) scheduling
reductions in uncertainty.”! In general, the more we learn about un-
certainties, the better we can manage them. This will contribute to
reducing the level of uncertainty in the field of public relations, both
at the national and international levels.

At the same time, scientific uncertainty is not just an objective
quantity that can be reduced by science alone. The impact of science
on policy-making remains limited. This is because many aspects of
shaping policy lie in the area of culture (values, cultural attitudes,
etc.) and cannot be overcome only through the application of new
knowledge.” Distrust in society increases the gap between science
and policy-making.
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Scientists have identified several ways to reduce the impact of
uncertainty on policy formation and implementation in modern con-
ditions. In particular, it is proposed to control information to increase
its credibility, as well as to prevent manipulation.”> Other possible
solutions may include: 1) a clear definition of the problem, context,
and goals at the beginning of the decision-making process; 2) a larger
and more active research community; 3) improvement of procedures
for involving scientific institutions in political debates.”

The gradual reconceptualization of national security contributed to
a paradigm shift in state policy in this area. In general, the paradigm
shift in national policy begins with the emergence of a new approach to
the interpretation and resolution of problems requiring the attention of
the authorities.” Historical experience has proved that the formation of
anew paradigm of state policy is taking place experimentally. Initially,
experts and policy-makers discuss its basic ideas and basic beliefs but
often disagree. The search for consensus begins at a stage when such a
discussion reaches the level of broad public debate.

Currently, there are expert discussions regarding the goals, mech-
anisms, and directions of the state and society’s resilience in the field
of national security and defense capability provision in modern con-
ditions. The verification of the relevant ideas and hypotheses in prac-
tice takes place, in particular, in the context of the ongoing full-scale
war of the Russian Federation against Ukraine and other conflicts
that are spreading around the world. According to scientists, external
influences, social, economic, and political crises, changes in socio-
economic conditions and ruling coalitions, and the development of
technology — all of them also call for a paradigm shift in state poli-
cy.”® which is not always logical. It often reflects limitations inherent
in state policy research and trade-offs to solve them.””
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It is possible to draw the following conclusions about the expe-
diency of making fundamental changes in the ideology of the for-
mation and implementation of state policy in the field of national
security, based on the conceptual framework for ensuring national
resilience and the concept of uncertainty:

— Sudden and unpredictable changes in the security environment
require greater flexibility in the design and implementation of
state policies; stereotyped patterns of thinking built on past ex-
perience limit this flexibility.

— The need to respond to uncertainty calls for clarification of the
meaning and significance of the nation as an object of protec-
tion, a review of the national interests hierarchy, a new balance
between various national values and the needs of national secu-
rity and resilience, and, if necessary, amendments to the social
contract. This will contribute to the clarification of problems
that require attention from the government and the specification
of policy goals.

— It is expedient to introduce more flexible but understandable
approaches to the definition of directions (fields) of ensuring
national security, taking into account the peculiarities of risk
transformation in modern conditions.

— The search for the optimal composition of the security and de-
fense sector at the national level and ways to optimize state-civ-
il cooperation in peacetime and wartime continues.

— There is an urgent need to review the powers delegated by na-
tional governments to international security organizations, as
well as to find effective mechanisms for crisis management at
the international level.

— The formation and implementation of the national security pol-
icy should be carried out on the basis of adaptive management,
which implies, inter alia, constant monitoring of the situation,
the identification of new trends, risks, and threats, regular anal-
ysis of compliance of state policy goals and objectives with
changes in the security environment, etc.
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— Considering the spread of nonlinear relations in the social sys-
tem, conceptual approaches to the assessment of the national
security policy effectiveness and development of tools for as-
sessment of its compliance with principles of resilience require
updating.

— It is expedient to invest in the development of science in the
field of national security. In particular, security forecasts should
acquire a new quality, especially the development of new ways
(methods) of forecasting changes in the field of international re-
lations and their impact on specific states to reduce the potential
for uncertainty in their economic, political, environmental, cul-
tural, and other advancements. In addition, the current level of
information and communication of human development allows
us to bring the issue of increasing the reliability of global secu-
rity forecasting not only at the theoretical level but also at the
level of creating practical mechanisms for implementing con-
structive forecasts and minimizing the probability of destruc-
tive ones in their regional or global terms. This will contribute
to reducing uncertainty and increasing trust in science.

The set of influences described in the article, which are carried
out in modern conditions on the policy-making in the field of national
security, testifies to the need for shaping a new paradigm of national
security policy. This process has already begun and may take a long
time until a new set of ideas is supported by the majority of society.
The introduction of new institutional and legal mechanisms for en-
suring national and international security will mean the institutional-
ization of a new security policy paradigm.

Conclusions

In the modern world, uncertainty is the main factor influencing the
formation and implementation of national security policy. The na-
ture of the problems requiring the state’s attention is becoming more
complex. Uncertainties regarding fundamental issues of social de-
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velopment are multiplying. Therefore, it becomes difficult to set the
political agenda, prioritize relevant state policies and evaluate their
effectiveness. There is a gradual transformation of conceptual ap-
proaches to the definition of national security basic features: objects
and subjects of protection, fields (directions), risks and threats, prin-
ciples of interaction at different levels, etc. The organization of key
processes and the distribution of responsibilities among different ac-
tors in this field need to be redefined.

The search for answers to rapid and unpredictable changes in the
global security environment and the complication of public relations
led to a reconceptualization of national security. The concepts of un-
certainty and resilience influence the development of this process.
New approaches to ensuring national security contributed to a change
in the paradigm of national and international security policy.

The following facts testify that the paradigm shift has already be-
gun:

1) The accumulation of a critical mass of problems that reduce
the effectiveness of the international and national security sys-
tems’ response to complex contemporary threats and require
urgent solutions;

2) The wide debate on new resilience-based approaches to na-
tional security as a response to rapid and unpredictable chang-
es in the global security environment.

The search for new effective formats of social relations that
would complement the security potential of humanity with new op-
portunities is an important component of the formation of a new
security policy paradigm in modern conditions. The key objective
of these changes should be to reduce the uncertainty potential in the
economic, political, environmental, cultural, and other dimensions
of nations’ development.

Management of uncertainty allows for reducing its impact on
the formation and implementation of state policy in the field of na-
tional security. The development of science and the increase in the
level of reliability of information used as a basis for political deci-
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sion-making are of great importance for establishing the appropriate
process. Dissemination of knowledge in society about modern risks
and threats and the development of a security culture will contribute
to increasing the level of public trust in scientific information, and
therefore in political decisions in the field of national security, which
are formed in conditions of uncertainty.
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