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Summary. Following the entry into force of the General Data Protection Regulation (hereafter referred to as the
GDPR), organizations that process personal data must ensure and demonstrate compliance with all of its prin-
ciples. A new post, known as the Data Protection Officer (hereafter referred to as the DPO), has been created. The
appointment of this official may be one of the measures necessary to implement the principle of accountability.
The purpose of the article is to analyze the role and significance of the DPO in the organization, and to provide
generalized recommendations. The role and significance of the DPO will continue to grow, as will the tasks
and activities of the DPO. It is important to emphasize that GDPR compliance is the responsibility of the data
controller or data processor, not the DPO.

Keywords: General Data Protection Regulation (GDPR), Data Protection Officer (DPO), Personal data.

Duomeny apsaugos pareigiino vaidmuo ir
reikSmé organizacijoje
Santrauka. Bendruoju duomeny apsaugos reglamentu (Reglamentas), isigaliojusiu 2018 mety geguzés 25
diena, siekiama apsaugoti fiziniy asmeny pagrindines teises ir laisves, visy pirma — jy teis¢ { asmens duomeny
apsauga. Reglamente pateikiami jvairiis reikalavimai, standartai ir atsakomybé. Nors asmens duomeny apsauga
néra absoliuti teis¢, taciau ji jgauna vis svarbesnj vaidmenj. Atsirado nauja pareigybé — duomeny apsaugos
pareiglinas (Pareiglinas), jis yra nepriklausomas subjektas, uztikrinantis, kad organizacija laikytysi Reglamento.
Pareiglinas yra tarpininkas tarp duomeny subjekty, duomeny valdytojo ar tvarkytojo ir duomeny apsaugos
prieziliros institucijos. Pareigiino institutas turi vykdyti galimy Reglamento nuostaty pazeidimy prevencija ir
padéti iSvengti dideliy finansiniy nuostoliy. Organizacija privalo uztikrinti ir jrodyti atitikt visiems Reglamento
principams, Pareigiino paskyrimas gali biiti viena i§ priemoniy biitiny jgyvendinti atskaitomybés principa.

Sio mokslinio straipsnio aktualumas siejamas su Reglamento naujumu ir reik§mingumu duomeny apsaugos
teisei.

Problema. Koks Pareiglino vaidmuo ir reikSmé organizacijoje?

Straipsnio tikslas — i8analizuoti Pareiglino vaidmenj ir reikSme organizacijoje bei pateikti apibendrintas
rekomendacijas. Keliami uzdaviniai:

1. Atskleisti, kokiais pagrindais remiantis yra privaloma organizacijoje paskirti Pareigiing.

2. Ivardinti, kuomet gali kilti didelé interesy konflikto rizika skiriant Pareigiing ir kaip jos iSvengti.

3. ISnagrinéti Pareigtinui keliamus kvalifikacinius reikalavimus, jo funkcijas ir statusa organizacijoje.
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Metodologija: siame moksliniame straipsnyje naudoti dokumenty analizés, loginis, lyginamasis,
apibendrinimo tyrimo metodai. Dokumenty analizés metodas taikomas tiriant jvairius teisinius dokumentus,
atsizvelgiant | ju oficialuma, privalomaji ir neprivalomaji pobiidj, siekiant istirti asmens duomeny apsaugos
teisinj reguliavima, nustatyta jvairiose teisés normose. Loginis metodas naudojamas aiskinant teisés normy turinj,
ji pritaikant organizacijoms. Lyginamasis metodas naudojamas atliekant lyginamaja analizg. Apibendrinimo
metodas taikomas nagriné¢jamais klausimais apibendrinant naudota literattira, taip pat formuluojant pagrindinius
tyrimo teiginius bei pabaigoje darant galutines iSvadas.

Pareigiing privalo paskirti valdzios institucijos ir {staigos bei kitos organizacijos, kuriy pagrindiné veikla
yra dideliu mastu sistemingai stebéti asmenis arba dideliu mastu tvarkyti specialiy kategorijy asmens duomenis.
Reglamento nuostatas, nustatancias kriterijus, pagal kuriuos yra privaloma paskirti Pareigiing, galima vertinti
kritiskai dél teisinio apibréztumo, aiskumo trikumo, todél kiekviena atveji reikia vertinti individualiai,
priklausomai nuo organizacijos statuso ir veiklos pobiidzio duomeny tvarkymo kontekste. Pareiglino paskyrimas,
nesant konkretesnio teisinio reguliavimo, i§ esmés priklauso nuo subjektyvaus duomeny valdytojo saves ir
savo veiklos suvokimo. Tadiau Pareiglino paskyrimas turéty biiti vertinamas kaip organizacijos socialinés
atsakomybés uz jos sprendimy ir veiklos poveiki visuomenei skaidraus ir etisko elgesio zenklas. Be to, gali
palengvinti reikalavimy laikymasi ir tapti konkurenciniu pranagumu.

Vienas i§ pagrindiniy kriterijy, vertinant, ar dél konkrecios pareigybés gali kilti interesy konfliktas, yra
asmens duomeny tvarkymo tiksly ir priemoniy nustatymo galimybé (jgaliojimai). Valdzios institucijos ir
istaigos, atsizvelgiant { juy struktiira, veikla ir kitas reikSmingas aplinkybes, turéty kiekvienu konkreciu atveju
vertinti, ar konkreti pareigybé, net jei ji nepriklauso vyresniajai vadovybei, galéty kelti interesy konflikta.

Skiriant Pareigiing organizacijoje reikéty atsizvelgti | jo ekspertiniy ziniy lygj, profesines savybes ir
gebéjima atlikti uzduotis. Pareiglinas turi nuolatos tobulinti savo zinias duomeny apsaugos srityje, nes
profesionali veikla kokybiskai gali bGiti vykdoma tik remiantis specifinémis ziniomis apie konkrecia veiklos
sritj. Ugdomas geb¢jimas derinti, jungti ivairias Zinias, igytas i$ {vairiy Saltiniy, { visuma, skatina savarankiska
ir greitg efektyviy sprendimy atradima. Po Reglamento jsigaliojimo sparéiai formuojasi jo taikymo praktika,
tam jtakos turi institucinis izomorfizmas:

* Priverstinis izomorfizmas atsiranda dél privalomy standarty ar kity teisés akty taikymo.

* Mimetiskas izomorfizmas atsiranda dél kopijavimo ir mégdziojimo.

» Normatyvinis izomorfizmas atsiranda dél stiprios profesinés kompetencijos jtakos.

Pareiglinas savo pareigas ir uzduotis turéty galéti atlikti nepriklausomai, todél svarbus jo statusas
organizacijoje. Apie Pareiglino paskyrima turi biaiti informuoti visi organizacijos darbuotojai, jis kuo
ankstyvesniu etapu jtraukiamas | visus su duomeny apsauga susijusius klausimus. Pareiglinui turi biiti
uztikrinama vyresniosios vadovybés parama ir skiriama pakankamai laiko jo funkcijoms atlikti bei galimybé
naudotis kitomis organizacijos tarnybomis, o esant poreikiui, sudaryti Pareigiino grupg, kuria sudaryty
Pareigiinas ir darbuotojai, vykdantys jo uzduotis. Pareigtinas neturi gauti nurodymu, kaip spresti su duomeny
apsauga susijusius klausimus. [pareigojimu laikytis slaptumo ar konfidencialumo Pareigiinui nedraudziama
susisiekti su Inspekcija ir kreiptis { ja konsultacijos. Pareigiiny veiklos principai grindziami ekspertine
kompetencija, nepriklausomumu, interesy konflikto vengimu, prieinamumu, veiklos formos laisve.

Reglamento atitikties priezitira organizacijoje nereiskia, kad Pareiglinas yra asmeniSkai atsakingas uz
reguliavimo pazeidimus. Reglamento atitiktis yra priskiriama duomeny valdytojo ar duomeny tvarkytojo, o
ne Pareigilino atsakomybei. Reglamento atitikties reikalavimy nesilaikan¢ioms organizacijoms uz pazeidimus
gali bati skiriamos baudos iki 20 milijony eury arba 4% ankstesniy finansiniy mety bendros metinés pasaulinés
apyvartos ir zalos atlyginimas.

Pagrindiniai ZodZiai: Bendrasis duomeny apsaugos reglamentas (Reglamentas), duomeny apsaugos pareigiinas
(Pareigiinas), asmens duomenys.

Introduction

On 25 May 2018, the General Data Protection Regulation (hereafter referred to as GDPR)
went into effect in the European Union. This GDPR protects fundamental rights and
freedoms of natural persons and in particular their right to the protection of personal data.
The GDPR is a long comprehensive legal document containing various requirements,
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standards and responsibilities. This GDPR aims to meet the current challenges related to
personal data protection, strengthen online privacy rights and boost Europe’s digital eco-
nomy (Limba et al., 2020). The European Commission (2018) states that organizations that
fail to adequately protect an individual’s personal data risk losing consumer trust, which is
essential to encouraging people to use new products and services. As the GDPR abounds
in abstract provisions that require a competent assessment, one cannot rely on their content
alone. In order to properly implement the provisions of the legal instruments aimed at data
protection, one must follow the guidelines of the Article 29 Data Protection Working Party
(hereafter referred to as WP29), which have a direct practical significance for the applica-
tion of the GDPR (Radzitte, 2018). There is a growing number of sources of interpretation
and understanding of data protection law. Data protection is, therefore, arguably quite dif-
ferent from many other areas of legal practice (Lambert, 2017). In addition, as the GDPR
entered into force, the European Data Protection Board (hereafter referred to as EDPB),
which brings together the supervisory authorities responsible for personal data protection
in the EU Member States, also became operational. This organization, is an independent
European body, which contributes to the consistent application of data protection rules
throughout the European Union, and promotes cooperation between the EU’s data protec-
tion authorities. The special role of the EDPB in the field of personal data protection is to
formally interpret the provisions of the GDPR, thus ensuring the uniform application of
this legislation throughout the European Union. One of the most important elements which
comprise the EDPB’s activities is providing guidelines, recommendations and examples
of best practice to the public. The supervisory authority responsible for personal data pro-
tection in the Republic of Lithuania is the State Data Protection Inspectorate (hereafter
referred to as Inspectorate), whose mission is to protect the human right to personal data
protection. An appropriate mechanism for data protection is a public interest, one that is vi-
tal to the state. Although the protection of personal data is not an absolute right, it has been
gaining an increasingly important role in everyday life (Batutyté, 2019). A new post has
been created in the GDPR, the Data Protection Officer (hereafter referred to as the DPO),
an independent body whose task is to make sure the organization complies with the GDPR.
Not all organizations who process personal data are required to appoint a DPO, but all are
required to ensure compliance with the GDPR.
The relevance of this academic article is related to the novelty of the GDPR, as well
as the significance thereof to data protection law.
The research problem. What is the role and significance of the DPO in the organiza-
tion?
The object of research is the role and significance of the DPO.
The aim of the article is to analyze the role and significance of the DPO in the or-
ganization, and to provide generalized recommendations. The objectives of research:
1. To reveal the grounds on which the appointment of a DPO in an organization is
mandatory.
2. To identify the instances when there may be a significant risk of a conflict of in-
terest associated with the appointment of the DPO, along with the ways of avoid-
ing such conflict.
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3. To examine the qualification requirements for the DPO, his or her functions and

status within the organization.

The research methods used in this academic article include scientific literature
review and legal document analysis, as well as logical, comparative, and generaliza-
tion-based research methods. A literature review can broadly be described as a more or
less systematic way of collecting and synthesizing previous research (Baumeister, Leary,
1997; Tranfield et al., 2003). Literature reviews play an important role as a foundation
for all types of research. They can serve as a basis for knowledge development, create
guidelines for policy and practice, provide evidence of an effect, and, if well conducted,
have the capacity to engender new ideas and directions for a particular field. As such,
they serve as the grounds for future research and theory (Snyder, 2019).

Document analysis is applied to examine various legal documents, with their form-
ality, their binding (mandatory) or non-binding (optional) nature taken into account in
order to investigate the legal regulation aimed at personal data protection, as enshrined
in various legal norms. Document analysis requires that data be examined and inter-
preted in order to elicit meaning, gain understanding, and develop empirical knowledge
(Corbin and Strauss, 2008). It involves the analysis of written materials containing in-
formation on the examined phenomenon or phenomena (Yildirim and Simsek, 2005).
Documents are a very accessible and reliable source of data (Bowen, 2009). The logical
method of interpretation permits the formulation - by the interpreter - of certain rational
assessments, achieved through generalizing operations, of logical analysis of the text of
the legal norm, or analogy, through applying formal logic (Badescu, 2017). The logical
method is used to interpret the content of legal provisions, insofar as they apply to organ-
izations. The comparative method is used for comparative analysis. A generalization is
an act of reasoning that involves drawing broad conclusions from particular instances —
that is, making an inference about the unobserved based on the observed (Polit and Beck,
2010). The method of generalization is applied to summarize the sources used for the
research, to formulate the main claims and to draw the final conclusions at the end.

The appointment of a Data Protection Officer in an organization

Data controller means the institution or body that determines the purposes and means of
the processing of personal data. In particular, the controller has the duties of ensuring the
quality of data and, in the case of the EU institutions and bodies, of notifying the pro-
cessing operation to the DPO. In addition, the data controller is also responsible for the
security measures protecting the data. The controller is also the entity that receives re-
quests from data subjects to exercise their rights. The controller must cooperate with the
DPO, and may consult him or her for an opinion on any data protection related question
(European Data Protection Supervisor, 2019). The data controller must employ certain
organizational and technical security measures to ensure compliance with the GDPR
(Sidlauskas, 2019). One of the main reasons for poor protection is the general failure to
realize that security is essential, as is taking care thereof. Other reasons include inexper-
ienced security specialists and a lack of funding (Stitilis et al., 2016).
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Early adoption of the required changes not only guarantees compliance with the
GDPR but can also bring a competitive advantage (Tikkinen-Piri et al., 2018). Article
5 of the GDPR sets out seven key principles which lie at the heart of the general data
protection regime. Article 5(1) requires that personal data shall be:

1. Processed lawfully, fairly and in a transparent manner in relation to individuals

(‘lawfulness, fairness and transparency’).

2. Collected for specified, explicit and legitimate purposes and not further processed
in a manner that is incompatible with those purposes; further processing for
archiving purposes in the public interest, scientific or historical research purposes
or statistical purposes shall not be considered to be incompatible with the initial
purposes ( ‘purpose limitation’).

3. Adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed ( ‘data minimisation’).

4. Accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that personal data that are inaccurate, having regard to the purposes
for which they are processed, are erased or rectified without delay (‘accuracy’).

5. Kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data
may be stored for longer periods insofar as the personal data will be processed
solely for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes subject to implementation of the appropriate tech-
nical and organisational measures required by the GDPR in order to safeguard the
rights and freedoms of individuals ( ‘storage limitation’).

6. Processed in a manner that ensures appropriate security of the personal data, in-
cluding protection against unauthorised or unlawful processing and against acci-
dental loss, destruction or damage, using appropriate technical or organisational
measures ( ‘integrity and confidentiality’).

7. Article 5(2) adds that the controller shall be responsible for, and be able to demon-
strate compliance with, these principles (‘accountability’).

The appointment of a DPO can be among the measures required to implement the
principle of accountability (Voigt and Von dem Bussche, 2017). The DPO is an employee
or external expert (service provider) who oversees the data controller or data processor
and helps ensure their compliance with the GDPR (Zaleskis, 2017). The institute of the
DPO must act as a “safeguard” of sorts for the data controller, curbing any possible
breaches of the provisions of the GDPR, and, at the same time, helping prevent signific-
ant financial losses resulting from potential violations (JanuSevi¢ien¢, 2018). The DPO
must be flexible, and act as an arbitrator between the law and the actions of the organisa-
tion (Gobeo et al., 2018).

UK Information Commissioner Elizabeth Denham (2019) argues that DPOs have
an important role to play in helping companies shift from baseline compliance to real
accountability.
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The GDPR grants the DPO a fairly important role within the entire data management
system. Depending on the powers and functions assigned to them, the DPO must be
regarded as a person who will not only have the obligation to assist data controllers and
processors in properly implementing different data protection requirements, but who
will also act as a mediator between data subjects and between the data controller or
data processor and the supervisory authority responsible for data protection (Stareike,
Kausteklyté-Tunkeviciené, 2018). The precise scope and detail of the DPO role will
depend on the size of the organisation and the complexity of the processing it is engaged
in (Alford, 2020). Bamberger and Mulligan (2015) describes DPO role as the most im-
portant regulatory choice for institutionalising data protection. In practice, the DPO is
the early warning indicator of adverse events when processing personal data within the
organisation (Drewer and Miladinova, 2018)

An important duty on part of the data controller or data processor is to appoint the
DPO. The data controller is the entity who sets the purpose for which the personal data
is to be processed, as well as the means of doing so, whereas the data processor pro-
cesses the personal data on the controller’s behalf in accordance with the instructions
they provide. Pursuant to Article 37(1) of the GDPR, the DPO must be appointed when:

1. “The processing is carried out by a public authority or body, except for courts

acting in their judicial capacity.” The GDPR does not provide a definition of a
“public authority or body”, but Member States have the right to choose which
bodies, enterprises, organizations or institutions to include in this concept in ac-
cordance with national law. Therefore, Article 2(2) of the Law of the Republic of
Lithuania on the Legal Protection of Personal Data states that public authorities
and institutions are to be understood as state and municipal institutions and estab-
lishments, enterprises and public enterprises financed from the state or municipal
budgets or state monetary funds which are authorized to perform public admin-
istration, or provide public and administrative services to individuals or perform
other public services in accordance with the Law of the Republic of Lithuania on
Public Administration functions. Furthermore, it is important to emphasize that
this provision of the GDPR applies regardless of the precise data being processed.
2. “The core activities of the controller or the processor consist of processing oper-
ations which, by virtue of their nature, their scope and/or their purposes, require
regular and systematic monitoring of data subjects on a large scale.” ‘Core activ-
ities’ can be considered as the key operations to achieve the controller’s or pro-
cessor’s objectives. These also include all activities where the processing of data
forms as inextricable part of the controller’s or processor’s activity. The notion of
regular and systematic monitoring of data subjects is not defined in the GDPR, but
clearly includes all forms of tracking and profiling on the internet, including for
the purposes of behavioural advertising. However, the notion of monitoring is not
restricted to the online environment. WP29 interprets ‘regular’ as meaning one or
more of the following: ongoing or occurring at particular intervals for a particular
period; recurring or repeated at fixed times; constantly or periodically taking place.
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WP29 interprets ‘systematic’ as meaning one or more of the following: occurring
according to a system; pre-arranged, organised or methodical; taking place as part
of a general plan for data collection; carried out as part of a strategy.

. “The core activities of the controller or the processor consist of processing on a

large scale of special categories of data or personal data relating to criminal con-
victions and offences.” Personal data are treated as belonging to a special category
if they include the particularly sensitive information of individuals, whose disclos-
ure could have a significant impact on their rights and freedoms. Special categories
of personal data: racial or ethnic origin; political opinions; religious or philosoph-
ical beliefs; trade union membership; processing of genetic data; biometric data
for the purpose of uniquely identifying a natural person; health; sex life or sexual
orientation. The GDPR does not define what constitutes large-scale processing.
The WP29 recommends that the following factors, in particular, be considered
when determining whether the processing is carried out on a large scale: the num-
ber of data subjects concerned - either as a specific number or as a proportion of
the relevant population; the volume of data and/or the range of different data items
being processed; the duration, or permanence, of the data processing activity; the
geographical extent of the processing activity.

The provisions of the GDPR which lay down the criteria for appointing a DPO could

be criticized for their lack of legal certainty and clarity. It would be reasonable and
appropriate to describe the instances of legal regulation where a DPO must be appoin-
ted in greater detail (Zaleskis, 2017). The European Commission provides examples of
situations where the appointment of a DPO is mandatory or optional on its website, “ec.
europa.eu” (see Table 1).

Table 1. Examples provided by the European Commission as to where a DPO is or is not
mandatory

DPO mandatory DPO not mandatory

when your company/organisation is a hospital | you’re a local community doctor and you
processing large sets of sensitive data process personal data of your patients

when your company/organisation is a security | you have a small law firm and you process
company responsible for monitoring shopping | personal data of your clients

centres and public spaces;

when your company/organisation is a you only send promotional materials to
small head-hunting company that profiles your customers once a year
individuals.

you process personal data for search engine
advertising based on people’s online behavior

Source: European Commission (2020).
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Of course, examples may vary and the situations arising within an organization
should be considered on a case-by-case basis, depending on its status and the nature of
its activities in the context of data processing, and in keeping with the GDPR.

At the end of 2019, the federal German DPA fined a telecommunications provider
10.000 euros for repeatedly failing to appoint a DPO despite multiple requests from the
German DPA. The company failed to comply with its legal requirement under Article
37 of the GDPR to appoint an internal DPO. When imposing the 10.000 euros fine, the
fact was taken into account that the company is belonging to the category of micro-en-
terprises (EDPB, 2019).

The WP29 points out that, depending on who fulfills the criteria for mandatory ap-
pointment, in some cases the DPO must be appointed exclusively by the data controller
or the data processor, and in other cases by both the controller and the processor. It is
important to emphasize that even if the data controller does meet the criteria for the man-
datory appointment of a DPO, his data processor does not necessarily have to appoint the
Data a DPO. However, this can be a beneficial experience. Jakstaité (2018) claims that,
in the absence of more specific legal regulation, the appointment of the DPO essentially
depends on the duty holder’s subjective perception of themselves and their activities,
and, taking into account that the DPO is closely related to the fulfillment of obligations
by other data controllers and data processors, the question of full compliance with the
provisions of the GDPR may also be raised should it be decided that no there is no ob-
ligation to appoint a DPO. The appointment of the DPO by data controllers, not bound
to do so by law, should be judged a sign of the organization‘s corporate social respons-
ibility for the impact of its decisions and activities on society through transparent and
ethical conduct (Nerka, 2017). The appointment of a DPO can facilitate compliance and
become a competitive advantage (Drewer and Miladinova, 2018) and demonstrates that
the organization recognizes data as its main asset and the fact that they are crucial to their
success (Zerlang, 2017). With corporate responsibility increasing, it is recognized that
business and public services are not free from values and cannot meet standards based
solely on measurable performance indicators. Responsibility means thinking about the
consequences of a person in relation to others and clear lines in the issue of accountab-
ility (Zydzitnaite, 2018).

The Inspectorate announces on its website that when an organization appoints a DPO,
the Inspectorate must be informed, i.e. given notice of the newly appointed DPO. The
notification must be signed by the manager or his authorized representative and contain
the following information:

» Name, legal entity code, contact details of the company, institution or organization,

1. e. the data controller or data processor.
* Information on whether the DPO has been appointed by the controller or the pro-
Cessor.

» Name and surname, position (if an employee of the data controller is appointed), or

legal entity name (if the DPO is an employee of another legal entity).
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* The DPO’s address, telephone number, e-mail address and other means of commu-

nication.

The Hamburg Commissioner for Data Protection and Freedom of Information im-
posed a fine of 51.000 euros on Facebook Germany GmbH in December 2019, because
the Hamburg DPA was not appropriately notified in accordance with GDPR Article
37(7), which requires both the publication of the DPO’s contact details and communica-
tion of those details to the relevant supervisory authority (EDPB, 2019).

According to the WP29, there is nothing to preclude an organization that is not under
a legal obligation to appoint a DPO and does not wish to appoint one on a voluntary basis
from employing certain staff members or hiring external consultants to be delegated with
tasks connected to personal data protection. In this case, it is important to ensure that
there is no confusion as to their job title, status, responsibilities and tasks. Thus, in any of
the company’s internal communications, as well as in any dealings with data protection
authorities, it should be made clear to data subjects and to the general public alike that
this particular person or consultant is not a DPO.

The Inspectorate states that, as the assessment of the information obtained from pub-
lic authorities and bodies has revealed, a common shortcoming while appointing an Of-
ficial is the specific choice of post, i.e. it has been observed that the persons appointed as
Officials often pose a significant risk of a conflict of interest. One of the main criteria for
assessing whether a particular post may give rise to a conflict of interest is the possibility
(powers) to determine the goal behind the processing of personal data or the means of
doing so. In other words, if a particular position enables one to determine the purpose
for which the data will be processed, as well as which data to collect and to what extent,
which way the data is to be collected, and so on (i.e. to determine what is to be processed,
why and how), one can conclude that that a conflict of interest would really be possible.
In general, the following positions could be considered to give rise to a conflict of in-
terest:

1. Senior management such as the CEO, the Chief Financial Officer, the Chief Med-
ical Officer, the Marketing Manager, the Human Resources Manager, the IT Man-
ager, and so forth.

2. Lower-level responsibilities where the duties or functions require one to set the
goals behind the data processing and to determine the means of doing so: security
officers, deputy managers, and so forth.

3. In the case of an external DPO, if he is called upon to represent a public authority
or body before the courts in data protection matters.

In addition, one must emphasize that public authorities and bodies, depending on
their structure, activities and other relevant circumstances, should assess on a case-by-
case basis whether a particular position, even if not part of senior management, could
give rise to a conflict of interest.

Following its investigation of a personal data breach, the Belgian Data Protection Au-
thority issued a ruling on April 28, 2020, imposing a 50.000 euros fine on an organization
for negligence in having appointed the company’s head of compliance, risk and audit as
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its DPO. This decision should cause entities to reconsider appointing a DPO who holds
another senior role in the organization (Sterling et al., 2020).

CPO Magazine has released a comprehensive report outlining the challenges and
priorities of data protection and privacy officers around the world in 2019. Based on
the responses of 252 data privacy professionals worldwide, it is clear that many organ-
izations could be doing much more to build and implement data privacy programs. For
example, 45% of organizations are spending less than 250.000 dollars annually on data
protection and privacy and 23% of organizations have only a single employee within the
data protection and privacy program. Considering that some of these organizations have
more than 10.000 employees worldwide, it would appear that much more could still be
done to build a world-class data privacy organization.

The Inspectorate’s activity report for 2019 states that 2073 organizations, including
1094 representatives of the public sector, have notified the Inspectorate about the ap-
pointment of a DPO throughout the entire period when the GDPR was being applied
(2018-2019). In view of the information available to the Inspectorate on the DPOs ap-
pointed in Lithuania, it is estimated that 40% of the organizations who are under the
obligation to appoint an DPO did so. Please note that the GDPR requires these DPOs to
be be appointed by any members of the public sector, and that only around 27% public
sector representatives have fulfilled this obligation (see Fig. 1).

Notifications to the Inspectorate on the appointment of an
DPO for the entire period when the Regulation was being
applied (2018-2019)
2500

2000

According to the
Inspectorate, this
constitutes a mere

1000
40 percent of all the |:> -
organizations who

500

are under the
obligation to
appoint an DPO

1500
Only around 27%

public sector
representatives have
fulfilled their
obligation to notify
the Inspectorate

0
Total number of notifications: 2073

M Public institutions and bodies M Other organizations

Fig. 1. Inspectorate statistics and claims

Source: compiled by the author and based on the activity report of the State Data Protection Inspectorate for
2019 (2020).

Based on the Inspectorate’s activity report for 2019, one can state that most organiz-
ations are not properly acquainted with the provisions of the GDPR and have therefore
failed to fulfill the obligation to appoint a DPO and/or to notify the Inspectorate of his
appointment.
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Functions, qualification requirements and status of
a Data Protection Officer within an organization

In an organization, the DPO shall be appointed on the basis of his professional qualities,
in particular, his expertise in data protection law and practice, as well as his ability to per-
form the tasks referred to in Article 39 of the GDPR. The DPO may be one of the organ-
ization’s own employees or a third party. The DPO shall have at least the following tasks:

1. To inform and advise the controller or the processor and the employees who carry
out processing of their obligations pursuant to this GDPR and to other Union or
Member State data protection provisions.

2. To monitor compliance with this GDPR, with other Union or Member State data
protection provisions and with the policies of the controller or processor in relation
to the protection of personal data, including the assignment of responsibilities,
awareness-raising and training of staff involved in processing operations, and the
related audits.

3. To provide advice where requested as regards the data protection impact assess-
ment and monitor its performance.

4. To cooperate with the Inspectorate.

5. To act as the contact point for the Inspectorate on issues relating to processing,
including the prior consultation referred to in Article 36, and to consult, where
appropriate, with regard to any other matter.

Also, the DPO shall in the performance of his or her tasks have due regard to the risk
associated with processing operations, taking into account the nature, scope, context and
purposes of processing.

The DPO should assess what personal data the organization collects and processes,
for what purpose, and where they are located and secured. Particular attention is needed
with outsourcing issues and contracts with processors. Contracts, including service-level
agreements in relation to information technology (IT) systems, the cloud, and so on may
be assessed. The various IT hardware, software, and systems that employees use need to
be considered. The structure of the organization or groups needs to be considered as well
as jurisdiction and location issues. The life cycle, storage, and disposal of personal data
are also an important consideration for the DPO. (Lambert, 2017). Being able to pinpoint
the location, application and storage techniques for personal data, DPOs can design and
implement the security processes and technologies they will need to see, understand
and interact with to carry out their duties (Wilson, 2018). Thus, we can see that the
DPO’s role is key in the overall processing operation as a human firewall regarding all
things related to data security in an organization. This helps the regulation ensure overall
accountability by having an accountable officer within an organization who oversees
the operation and ensures compliance while processing personal data (Sharma, 2019;
Agostinelli et al., 2019).

Undoubtedly, the role and importance of the DPO will continue to grow, as will the
tasks and activities of the DPO. On the one hand, this is due to the increasing complexity
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of processing operations, which requires DPOs to understand both the business needs,
but also technical intricacies in more detail. On the other hand, organisations are fascin-
ated by and want to make use of new technologies, which may often be challenging from
a data protection point of view (Eggl, 2019).

According to Zaleskis (2019), the functions of the DPO may be entrusted to external
service providers when the data controller and data processor lack experience in the field
of data protection law, or desire to save time, human and administrative resources.

Recital 97 of the GDPR provides that the necessary level of expert knowledge should
be determined according to the data processing operations carried out and the protection
required for the personal data being processed. The information below has been provided
by the WP29 and should be taken into consideration when appointing a DPO:

1. Level of expertise. The required level of expertise is not strictly defined but it must
be commensurate with the sensitivity, complexity and amount of data an organ-
isation processes. For example, where a data processing activity is particularly
complex, or where a large amount of sensitive data is involved, the DPO may
need a higher level of expertise and support. There is also a difference depend-
ing on whether the organisation systematically transfers personal data outside the
European Union or whether such transfers are occasional. The DPO should thus
be chosen carefully, with due regard to the data protection issues that arise within
the organisation.

2. Professional qualities. Although the GDPR does not specify the professional qual-
ities that should be considered when designating the DPO, it is a relevant element
that DPOs must have expertise in national and European data protection laws and
practices and an in-depth understanding of the GDPR. Knowledge of the business
sector and of the organisation of the controller is useful. The DPO should also
have a good understanding of the processing operations carried out, as well as the
information systems, and data security and data protection needs of the controller.
In the case of a public authority or body, the DPO should also have a sound know-
ledge of the administrative rules and procedures of the organisation.

3. Ability to fulfil its tasks. Ability to fulfil the tasks incumbent on the DPO should
be interpreted as both referring to their personal qualities and knowledge, but also
to their position within the organisation. Personal qualities should include for in-
stance integrity and high professional ethics; the DPO’s primary concern should
be enabling compliance with the GDPR. The DPO plays a key role in fostering a
data protection culture within the organisation and helps to implement essential
elements of the GDPR, such as the principles of data processing, data subjects’
rights, data protection by design and by default, records of processing activities,
security of processing, and notification and communication of data breaches.

The most important element of the DPO is to remain independent and aligned solely
to the requirements of the law they uphold, whilst balancing the rights of EU citizens
and the needs of the organisation. The DPO should uphold the values of confidentiality,
integrity and ethics within themselves to accomplish what others are not willing to do
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(Gobeo et al., 2018). Personal qualities like integrity, professional ethics, and the will to
do the right thing are crucial in an effective DPO (Brusoni and Vaccaro, 2017).

Sidlauskas (2019) believes that the DPO may improve his knowledge in the field
of data protection by taking advantage of various opportunities, such as studying the
GDPR, consulting with the Authority, relying on external audit procedures (should any
be carried out), using public and paid sources of information, attending conferences,
taking courses. While operating in an environment full of uncertainties, every organiza-
tion is faced with the problem of information accessibility, or, on the contrary, with the
excess thereof (Jucevicius et al., 2017). By working for an organization, people acquire
specialized skills, their talents and attitudes are revealed, and they have a bearing on pro-
ductivity, quality and profitability. People become “human resources” with special roles
(activities) of their own, which they perform within the organization. The role of each
employee is purposefully defined, with the important part being a maximum personal
contribution to achieving the organization’s strategic goals (Chlivickas et al., 2009). The
main task of the organizational leaders in the context of knowledge management is to
guarantee an environment in which the members of the organization would be motivated
to acquire, develop, use and exchange knowledge in pursuit of the organization’s com-
mon goals (Vaitkevi¢ius, 2016).

Once the GDPR has entered into force, the practice of its application is rapidly
evolving, as the EDPB and the Inspectorate provide clarifications and recommendations
as to how certain provisions of the GDPR should be applied, or how a specific situation
should be treated to ensure compliance with the GDPR as far as data processing is con-
cerned. The volume of scientific literature on data protection is growing, but one factor
that has a significant impact on the application of the GDPR is institutional isomorphism.
Institutional isomorphism is understood as the growing, sustained mutual resemblance
of structures, practices, principles, which is determined by the connections between in-
stitutions, as well as by cooperation and by the need to operate in a shared institutional
field (Noreikaité, 2014). Mintzberg (2005) distinguishes three types of isomorphism:

* Mandatory isomorphism results from the application of obligatory standards or

other legislation.

* Mimetic isomorphism results from copying and imitation. Organizations often
copy the attitudes of their successful competitors, of course, because such attitudes
are associated with success, but also because they wish to convince others that they
too are examples of best practice.

» Normative isomorphism results from the strong influence of professional compet-
ence. Modern organizations are often dominated by experts who create their own
general professional norms when making decisions.

The developing ability to combine and incorporate the knowledge gained from vari-
ous sources into an indivisible whole promotes the independent and rapid discovery
of efficient solutions. Learning is a continuous process: “learning” one thing opens up
new domains of cognition and comprehension. Students learn to reveal their advant-
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ages and to notice opportunities, to set goals that are acceptable, yet ambitious, to solve
problems in a creative fashion (Kvedaravicius et al., 2018). People create, use, share
knowledge, and they also encourage each other to share knowledge. Knowledge belongs
to the people, and the sharing thereof depends on the people’s will (Vaitkevicius, 2018).
It is easier for organizations to manage knowledge if employees are willing to share it
(Amayah, 2013).

Since reality is subjective, the aim is to teach an individual to comprehend the world
around him and, along with the other members of society, to address the challenges per-
taining to the development of consistency and sustainability which they face together.
The theory of constructivism defines sustainable development learning as an active and
continuous process, during which learners receive information from the environment
and form their personal experience, meanings and knowledge constructs (Petkeviciiite,
Bal¢itinaitiené, 2018). Professional activities can only be high-quality when they are
based on specialized knowledge about a particular field of activity (Zakarevicius, 2013).

The lack of privacy knowledge and expertise inside organizations, which translates in
a lack of awareness or in a difficulty to understand the regulation, may also require extra
budget to recruit privacy experts (Lindgren, 2018). Designating an inside DPO is also a
challenge as it is difficult to recruit and retain people with these skills (Tikkinen-Piri et
al., 2018; Khan, 2018). The Inspectorate’s report for 2019 states that the market is facing
a shortage of personal data protection specialists, since, now that the GDPR is being
applied, apart from having to appoint a DPO, quite a few organizations must hire other
professionals to deal with personal data protection in order to ensure compliance with
the GDPR.

The DPO should assist in fostering good business practice, whilst upholding the
rights of EU citizens, and balancing the needs of the business with those of the people
of Europe (Gobeo et al., 2018). The DPO should be able to perform his duties and tasks
independently, whether or not he is an employee of the data controller, so his status in the
organization is important. Article 38 of the GDPR specifies the provisions on the status
of'the DPO and the WP29 has provided some recommendations for their implementation
(see Table 2).

Table 2. DPO status

GDPR

WP29 recommendations

The controller and the processor shall ensure
that the DPO is involved, properly and in a
timely manner, in all issues which relate to the
protection of personal data.

The DPO shall be involved at the earliest
possible stage in all matters relating to data
protection, and shall be considered within the
organization as a discussion partner, one who
participates in relevant working groups or in
senior and middle management meetings.
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GDPR

‘WP29 recommendations

The controller and processor shall support the
DPO in performing the tasks referred to in Art-
icle 39 by providing resources necessary to carry
out those tasks and access to personal data and
processing operations, and to maintain his or her
expert knowledge.

The following aspects must be considered in

the organization:

 Active support of the DPO by the senior man-
agement.

« Sufficient time for the DPO to perform his
duties.

* Adequate support in terms of financial re-
sources, infrastructure and, where necessary,
staff.

* A formal notice on the appointment of the
DPO addressed to all staff.

» Access to other services, such as human re-
sources, law, IT, security, etc., is required to
provide the DPO with the necessary support
and information.

* Ongoing training. The DPO must be provided
with an opportunity to follow the latest trends
in data protection.

* Depending on the size and structure of the
organization, where necessary, a group com-
posed of the DPO and the staff performing his
tasks must be formed.

The controller and processor shall ensure that the
DPO does not receive any instructions regarding
the exercise of those tasks. He or she shall not
be dismissed or penalised by the controller or
the processor for performing his tasks. The DPO
shall directly report to the highest management
level of the controller or the processor.

The DPO may not receive any instructions on
how to deal with data protection issues. If the
decisions made by the controller or processor are
incompatible with the GDPR or with the DPO’s
advice, the DPO should be given the opportunity
to clearly voice his or her objections to the senior
management and the decision-makers. Penalties
are prohibited by the GDPR only if imposed in
connection with matters relating to the perform-
ance of the DPO’s duties.

Data subjects may contact the DPO with re-
gard to all issues related to processing of their
personal data and to the exercise of their rights
under this GDPR.

It is vital to be able to contact the DPO physically
or by any other secure means of communication.

The DPO shall be bound by secrecy or confid-
entiality concerning the performance of his or
her tasks, in accordance with Union or Member
State law.

The obligation to observe secrecy or confidenti-
ality does not prohibit the DPO from contacting
and consulting the Inspectorate.
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GDPR ‘WP29 recommendations

The DPO may fulfil other tasks and duties. The | Organizations could apply the following good

controller or processor shall ensure that any | practice:

such tasks and duties do not result in a conflict | + Develop internal rules and identify positions

of interests. incompatible with the DPO’s functions,
provide a general explanation about the con-
flict of interest in order to avoid one.

 Declare that the DPO has no conflict of in-
terest (and inform that this requirement is a
perceived one).

* Ensure that advertisements for DPO vacancies
or service contracts are sufficiently accurate

and complete.

Source: Compiled by the author and based on the GDPR and on the guidelines supplied by the WP29 (2016).

The analysis of the GDPR demonstrates that the regulation of the DPOs’ activities
tends to be based on general principles rather than on detailed requirements which set
out a specific pattern of behavior. The following principles to be observed by a DPO in
his activities can be distinguished: expert competence, independence, avoiding conflicts
of interest, accessibility, freedom of form (Zaleskis, 2017). Three central findings can be
derived regarding factors that influence DPO behavior: (1) DPOs recognize a fundamental
necessity in their role, but their scope for action is severely limited by a lack of resources,
(2) they consider privacy as crucial but see it threatened by various difficulties of a legal
nature, and (3) DPOs face challenges which can be traced back to a gap between their
legal role and duties as well as between the regulatory requirements of privacy and those
of their organization (Casutt and Ebert, 2020).

If, for some reason, the organization decides not to follow any advice provided by
DPO, it should keep records of decisions and reasons for those decisions, it may help
demonstrate accountability (Dibble, 2019). GDPR divides its administrative fines into
two main categories. The first category of fines can be up to €10 million or in cases of an
undertaking up to 2% of their total worldwide annual turnover of their preceding financial
year, whichever is higher.

The following statistics shows the highest individual fines imposed (see Fig. 2).

The constant pace of business change allied with evolving legal interpretations require
constant vigilance on the part of the DPO and create additional challenges for account-
ability (Ryan et al., 2020). It is important to emphasize that monitoring compliance with
the GDPR inside an organization does not mean that the DPO shall be held personally
liable for regulatory violations. The GDPR compliance is the responsibility of the data
controller or data processor, not the DPO.
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TOP 5 BIGGEST GDPR FINES

*Only includes final & binding fines

‘ . Google Inc. €50,000,000
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‘ ' TIM - Telecom Provider €27,800,000
S 5ritish Airways €22,046,000
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AP pjarriott International, Inc €20,450,000
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Fig. 2. Top 5 biggest GDPR Fines
Source: GDPR Fines Tracker & Statistics (2021).

Conclusions

An organization must ensure and demonstrate compliance with all the principles of the
GDPR, and the appointment of a DPO can be one of the measures required to implement
the principle of accountability. According to the GDPR, non-compliant companies may
face fines of up to 20 million euros or 4% of worldwide turnover and damage claims
from violations. Companies stand to lose revenue as well as endure reputational damage
should they breach the GDPR. The DPO must make sure that the organization complies
with the GDPR and prevent any infringement on its provisions. The DPO must be ap-
pointed by public bodies or authorities and other organizations whose main activities
are concerned with the large-scale and systematic monitoring of individuals, or with the
large-scale processing of personal data ascribed to special categories. The provisions of
the GDPR which lay down the criteria for the appointment of the DPO may be criticized
for their lack of legal certainty and clarity, so that every individual situation must be as-
sessed on a case-by-case basis, depending on the status of the organization and the nature
of its activities insofar as they relate to data processing. In the absence of more specific
legal regulation, the appointment of a DPO essentially depends on the data controller’s
subjective perception of himself and his activities. However, the appointment of the
DPO should be judged a sign of the organization’s corporate social responsibility for the
impact of its decisions and activities on society through transparent and ethical conduct.
Also, can facilitate compliance and become a competitive advantage. After the DPO has
been appointed, the Inspectorate must be informed about this fact and provided with
any information it may request. The Inspectorates state that one of the most common
shortcomings when appointing a DPO is the choice of a particular position, which may
be highly prone to conflicts of interest. One of the main criteria for assessing whether the
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given post may give rise to a conflict of interest is the possibility (powers) of determining
the purpose for which the personal data are being processed, along with the means of
doing so.

The DPO is to be appointed within an organization on the basis of his professional
qualities, in particular, his expertise in data protection law and practice, as well as his
capacity to perform the tasks referred to in Article 39 of the GDPR. In addition, in per-
forming these tasks, the DPO should properly assess the risks inherent in data processing
operations, having regard to the nature, scope, purpose, and context of the processing.
The DPO should be able to perform his duties and tasks independently, whether or not
he is an employee of the data controller, so his status within the organization is im-
portant. High-quality professional activities are possible only when grounded in precise
knowledge pertaining to a specific field of activity. After the GDPR entered into force,
the practical application thereof has been expanding rapidly, and has been influenced,
among other things, by institutional isomorphism (mandatory, mimetic or normative).

The appointment of the DPO shall be communicated to all of the organization’s staff
and he shall be involved in all matters relating to data protection at the earliest possible
stage. The DPO must be provided with the support of the senior management, granted
access to the other services available in the organization and given sufficient time to per-
form his functions. If necessary, an official team must be formed consisting of the DPO
and the staff performing his tasks. The DPO must not receive instructions on how to deal
with data protection issues. The DPO’s activities are governed by principles grounded
in expert competence, independence, avoiding conflicts of interest, accessibility, and
freedom of form.

The role and significance of the DPO will continue to grow, as will the tasks and
activities of the DPO. This is due to the increasing complexity of processing operations,
which requires DPOs to understand both the business needs, but also technical intric-
acies in more detail. It is important to emphasize that monitoring compliance with the
GDPR inside an organization does not mean that the DPO shall be held personally liable
for regulatory violations. The GDPR compliance is the responsibility of the data control-
ler or data processor, not the DPO.
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